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INTRODUCTION
On December 16, 1999, the Solicitor General of Canada tabled in the House of Commons
the Government's Response to the Report of the Special Senate Committee on Security
and Intelligence 1• In its response, the Government made a commitment to develop
options for a strategy to strengthen national counter-terrorism response capability,
particularly for the threat of chemical, biological, radiological and nuclear (CBRN)
terrorism. This ·committee's recommendations and the government commitment were
complementary to work already ongoing within several federal organizations to address
this issue. The Department of the Solicitor General was directed to coordinate the
development of this initiative in concert and consultation with other stakeholders and to
report back at a later date to senior government officials.
The Government of Canada and, from an operational perspective, the Royal Canadian
Mounted Police (RCMP), have primary responsibility for responding to domestic
incidents of terrorism. However, in terms of operational response, the RCMP has always
interpreted this as primary but not sole responsibi lity. This approach recognizes
provincial/territorial and municipal police responsibility for the maintenance oflaw and
order and public safety within provincial/territorial borders. This dictates that in many
jurisdictions the operational response to terrorist incidents will include municipal police
forces and other first responders, acting in concert with the RCMP. There is also the
consideration tli.at some potential acts of terrorism, particularly CBRN terrorism, could
consist almost entirely of a consequence management response where the primary
jurisdiction and responsibility rests with the municipal and provincial/territorial
authorities.
For these reasons, the development of options for a national strategy must be carried out
in partnership and consultation with the provinces and territories.

1

On March 26, 1998, the Senate of Canada approved the formation of a Special Senate
Committee on Security and Intelligence with a mandate to conduct a review of the entire
Canadian security and intelligence sector. In the course of its hearings from MayNovember 1998, the committee heard from a wide range of experts drawn from the
federal and provincial governments, first responder organizations, academics and foreign
security intelligence officials.
As adopted by the Senate, the committee's final report contained 32 recommendations,
six of which specifically focussed on operational preparedness for terrorist incidents,
particularly preparedness for the threat of chemical, biological, radiological and nuclear
(CBRN) terrorism.

---
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PURPOSE
This discussion paper describes the current domestic terrorist threat, provides an
overview of roles, responsibilities and capabilities both in terms of training and response,
and identifies gaps in our capability.
The purpose of the paper is to provide a basis for consultation between the federal
government and the provincial and territorial governments. The overall objective of these
consultations is to identify and develop practical options for the various orders of
government to cooperate in improving Canada's capability for responding to the
consequence management aspects ofterrorist incidents at the local level, particularly
CBRN terrorist incidents.
The results of these consultations will be incorporated into proposals for a national
strategy that will be presented to federal government decision-makers.

SCOPE
This discussion paper focuses on preparedness and response capability for the
consequence management aspects of terrorist2 incidents.
•

Consequence management is the government-led (i.e. municipal,
provincial/territorial, federal) coordination and implementation of measures intended
to mitigate the damage, loss, hardship and suffering caused by acts of terrorism,
including measures to restore essential government services, to protect public health
and safety, and to provide emergency relief to affected governments, businesses and
populations.

ASSUMPTIONS

• The nature of Canadian federalism is such that preventing or responding to a
domestic terrorist incident shall require concurrent, cooperative and supportive action
by federal , provincial, territorial and municipal governments.

•

Canada (federal; provincial and local jurisdictions) already has response systems in
place to deal with non-terrorist events involving chemical and biological materials.
Developing options for a national strategy should build on this existing capability and
focus on what needs to be added to ensure a response capability for CBRN terrorist
incidents.
·

•

Speed is of the essence when responding to an incident of CBRN terrorism .
Therefore an effective response is dependent on the creation of a local response
capability.

2

For the purposes of this paper "Terrori sm" is define d as per section 2(c) of the Ca nadian Security
Inte lli gen ce Serv ice Act: "activities within or relating to Canada directed toward or in sup port of the threat
or use of acts of serious violence agai nst persons or property fo r the purpose of achi ev in g a political
obj ecti ve w ithin Canada or a fore ign state" .

5
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CBRN incidents can result from terrorist acts for political ends, criminal acts for
profit motives, or simply as the result of an accident, such as a train derailment.
Statistically, it is far more likely that a municipal CBRN response capability
developed as part of a national counter-terrorism strategy will be used to respond to a
non-terrorist incident (e.g. an industrial accident or a naturall y emerging biological
threat etc.,). The development of a national strategy should, therefore, be portrayed as
developing a response capability for any one of these contingencies and not, solely, as
a counter-terrorism initiative.

THREAT ASSESSMENT 3

Unlike some developed countries, Canada has escaped the worst ravages of terrorism.
However, we are not immune. Over the last thirty years, Canadians have been touched
by acts of terrorism. Examples include the Air India disaster and the attack on the Turkish
embassy in Ottawa, both in 1985.
There was also the December 1999 case of Ahmed Ressam, who was arrested trying to
cross into the United States from Canada while carrying bomb-making materials in his
car.
With the possiole exception of the United States, there are more international terrorist
groups active in Canada than any other country in the world and infrastructures exist to
support terrorist acts in Canada.
In the past, terrorist activity on Canadian soil was mainly confined to terrorist support
activities such as fund-raising, the exploitation of ethnic communities through
propaganda, advocacy and disinformation, the intimidation of immigrants and logistical
support for terrorist acts abroad . However, over the past fifteen years, there has been a
dis~urbing trend as terrorists move from significant support roles to actually planning and
preparing terrorist acts from Canadian territory. While precise numbers fluctuate, at the
present time the Canadian Security Intelligence Service (CSIS) under its counterterrorism program investigates approximately 50 organizational targets and
approximately 300 individual targets. There is also the consideration that Canada is
neighbour to the United States, the primary terrorist target in the world.
CBRN Terrorism Threat. There has tmdoubtedly been a good deal of exaggeration, on
the part of the popular media and some professional analysts, about the ease with which a
terrorist individual or group could acquire and use chemical, biological, radiological , or
nuclear (CBRN) materials to cause mass casualties. Any such individual or group would
have to overcome a number of diffi cult hurdles (see section bel ow: CBRN TERRORISM
-ANALYSIS), depending on the material chosen and the intended means or object of
attack, in order to successfully carry out such an action. However, these difficulties are
not insurmountable.

3

The information in the Threat Assessment portion of th is paper is suppli ed, in large part, by th e Canadian
Securi ty Inte lligence Serv ice.

, - - - - - - - - - - -- -- - - - - - - - - -- -- - - -- -- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -- -- - - - - - - - - - - - - - - - - -- - - - - - - - -
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Depending on the type of weapon and its intended use, a wide range of possible scenarios
involving the terrorist use of CBRN materials, of varying feasibility and likelihood, can
be envisaged. Among them, the infliction of mass casualties, although certainly not the
likeliest occurrence, is within the realm of possibility. As a classic case of a "lowprobability, high-consequence" event, this threat needs to be taken seriously.

CBRN Terrorism - Agriculture. In recent years, preparedness for CBRN terrorism
has, for obvious reasons, focussed largely on how best to protect human populations, and
the likely CBRN agents that might be used against human targets. However, there is now
a growing awareness that the agricultural sector, that is crops or livestock, has to be
considered a potential target for terrorist attacks. Dealing with such attacks would
require the resources of a number of government departments (both federal and
provincial), industry and non-government organizations. The agricultural sector should
also be taken to include the food-processing industry which is vulnerable to threats of
product contamination.
CBRN Terrorism : Economic Impact. Apart from the potential loss of life, a CBRN
terrorist attack (or even a hoax or threat) can also have devastating economic
consequences. A recent study by Health Canada has shown that a large-scale successful
bioterrorist attack on a major urban area could result in medical costs running well into
the billions of dollars without beginning to calculate the impact of job absenteeism on
business contin;.rity or the impact of potential contamination on trade and tourism.
· An attack on the agricultural sector could have equally devastating results. The 1989
contamination of a few Chilean grapes with cyanide cost the fruit growers of that country
an estimated $200 million in lost revenues, while Israel was reportedly forced to cut back
its orange exports to Europe by 40% after contamination with liquid mercury by
Palestinian terrorists or their sympathizers in the late 1970s. There is also the
consideration of the costs of associated disease eradication programs and trade
embargoes. For example, a 1998 natural outbreak of hog cholera in Holland resulted in
the slaughter of over one million hogs and cost over $US 3 billion. An outbreak of foot
and mouth disease in Taiwan in 1997 forced authorities to slaughter a quarter of the
island's 14 million hogs and cost in the region of$US 7 billion. There is also the
example of the current outbreak of foot and mouth disease in the United Kingdom where
over half a million animals are in the process of being slaughtered.

CBRN Terrorism : Incidents. There have been few actual attempts by terrorists to
cause mass civilian casualties using CBRN agents . Exceptions have included the
salmonella poisoning of 750 people (none fatally) by the Rajneesh sect in Oregon in
1984; and the several attempts by the Aum Shinri Kyo using both chemical and
biological agents, the most "successful" of which resulted in 7 dead and 270 requiring
medical attention in Matsmnoto, and 12 dead and 5,500 requiring medical attention in
Tokyo.
There have also been some limited attacks on nuclear power faciliti es worldwide;
numerous tmsubstantiated threats to trigger a nuclear explosive device; and at least one
reported case of the use ofradiological materials--albeit in a very limited manner (the
placing of a cesium capsule by Chechen rebels in a Moscow park)--by terrorists.

7
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There is circumstantial evidence that some major animal disease outbreaks may not have
been entirely accidental and there is factual evidence that anti-livestock and anti-crop
agents have been weaponized
Far more common have been unsubstantiated threats, hoaxes or relatively low-level
incidents causing few if any casualties. However, as information and capabilities spread
widely through such means as the Internet, it is becoming increasingly difficult for the
authorities to distinguish between a hoax and the real thing. There is also the potential
that in certain cases where the threat cannot be immediately substantiated and when the
actual results of the threat would not be seen for some time, e.g. the threat to spread a
disease that has a long incubati on period, there is the opportunity to cause economic
damage and create fear without actually carrying out the threat
This raises tough questions about the appropriate response to such threats, which may be
extremely disruptive of normal , day-to-day activities, and may afford terrorist individuals
and groups a potent instrument against society even in the absence of a real capability or
willingness to carry out an actual attack. For example, a recent hoax anthrax envelope
delivered to a federal building in Ottawa (January 2001) caused the shut-down ofthe
entire building for two days and sent approximately 600 employees home for the duration
ofthe shut-down.

CBRN Terrorism : Canadian Experience. Canada has not experienced any major,
mass-casualty !ncidents of CBRN terrorism. However, there has been a range of
potential, real and hoax incidents during the last decade involving the use, or threatened
use, of CB agents. The following, while not a comprehensive list, illustrates the nature of
the threat.
•

Aprill993: Canada Customs at an Alaska-Yukon border crossing seized 130 grams
of the deadly poison ricin a known biological warfare agent (ricin is produced from
castor beans) from a US resident possessing neo-Nazi literature and later linked to
" survivalist" groups.

•

In early 1996: Various news media outlets and guide outfitters received envelopes
containing razor blades purportedly coated with rat poison from an extremist animalrights group.

•

October 1996: Gas masks and chemical protection suits were among the items seized
from the cache in British Columbia of a US -based right-wing militia group in October
1996.

•

March 1998: A group calling itself the " World Islamic Front" made a series of
unsubstantiated threats to use "chemical or bacteriological products" against the
Montreal subway. The threats caused brief disruptions in the city.

•

1999: A sports bag containing a pipe bomb and the chemicals potassium cyanide and
procaine HCL (mixed with water these chemicals would produce a deadly gas) was
found in a luggage locker in the VIA train station in Edmonton.

8
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•

April 2000: A booby-trap consisting of a pipe bomb with a flask of liquid cyanide
attached was found in the home of a hydroponic marijuana grower in the lower
mainland area of British Columbia.

•

January and March 2001: Hoax letters threatening exposure to anthrax were received
in Victoria, Ottawa and Toronto.

There have also been threats to contaminate water supplies, as well as fairly frequent
claims of product contamination by animal rights or environmental extremists. Such
contamination has usually only been threatened rather than actually carried out, although
the threats have sometimes resulted in substantial economic losses as products were
withdrawn from the market. For example, activist groups in Canada have claimed to
have contaminated turkeys in supermarkets resulting in the product being removed from
the shelves and recalls issued.
There have not been any significant incidents of the threat or use of nuclear terrorism in
Canada. There have been suggestions in the past that terrorists might attack Canadian
nuclear facilities on the theory of the "path ofleast resistance," since they may be
perceived to be less well-guarded than their US counterparts. However, as with most
types of terrorism, a sophisticated and well-organized group is believed more likely to
target US interests directly.
CBRN Terrorism : Trends. While some traditional terrorist groups are likely to
continue to be constrained by such factors as the unfamiliarity of the weapon and its
questionable political utility, the likelihood of CBRN weapons use appears to be growing,
given trends such as the following:

•

the recent increase in high-casualty, indiscriminate attacks in general (as
exemplified by the World Trade Center, Oklahoma City, and East Africa embassy
bombings);

•

the proliferation of CBRN weaponry, materials, expertise, and technology
worldwide, including the availability of materials and weapons expertise from
existing or former state programmes; and

•

the increase in inter-ethnic and religiously-inspired violence, with fewer
humanitarian inhibitions .

.

Of particular concern is the emergence of groups--such as apocalyptic religious cults,
right-wing extremists, and ad-hoc extremist Islamic groups--whose aim is not to bargain
with governments or to win over public opinion to their point of view but rather, simply,
to cause the maximum possible amount of damage and disruption to a people or a system
that they consider especially abhorrent. Many of these groups are by nature difficult
targets for intelligence agencies, reducing the chances of advance warning of, or the
opportunity to prevent such an attack.

9
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Terrorist interest in the use of CBRN weapons has grown substantially since the Tokyo
subway attack. The FBI has reported that the number of"cases primarily dealing with
the use, threatened use, or procurement of chemical and biological materials with intent
· to harm within the United States" showed a steady increase after the "handful" recorded
in 1995, rising from 37 in 1996 to 74 in 1997, 181 in 1998, and 256 during the first
eleven months of 1999, compared to about a dozen per year in the late 1980s. Of the
1999 threats, over'72% allegedly involved biological agents (mostly anthrax) and all
turned out to be hoaxes.
However, many of the threats caused considerable civil disruption, inconvenience, and
expense. For example, after a series of such incidents in Southern California in late 1998,
police estimated that the financial cost of the local response to each case was at least
$500,000.
CBRN Terrorism : Likelihood of Attacks. Chemical or biological materials, given
their relative cheapness and ease of acquisition (as well as other attributes) are far more
likely to be used than a nuclear explosive device. Although often included when speaking
of "nuclear terrorism," the use of radiological materials is more akin to that of chemical
agents in this regard. It should be noted that there is an abundance of radioactive isotopes
(sources) in the industrial, medical and educational communities that have little or no
security surrounding them.

In general, based on past experience as well as common sense, it is obvious that
unsubstantiated threats, hoaxes, or relatively low-level incidents causing few if any
casualties are far more likely to occur than the kind of nightmarish, mass casualtyproducing horrors so often depicted in the popular media (Figure 1). To differentiate
further, the following list of different types of incidents may be considered representative,
in descending order of likelihood (but generally ascending order of magnitude in terms of
the potential number of casualties caused, as indicated in the brackets):
1. Threat of use, easily assessed as unsubstantiated;
2. Credible threat of use, requiring substantial government response and resources;
3. Contamination of a purely symbolic target or intended to deny use of an area, without
necessarily causing any casualties;
4. Individual assassination (which may of course be multiple);
5. Small-scale contamination of food or water supplies (less than 1,000 casualties);
6. Release of an agent in a small enclosed space, such as an office or banquet hall (less
than 1,000 casualties);
7. Release in a medium-to-large enclosed space, such as a domed sports stadium, indoor
shopping mall, or subway system (less than 100,000 casualties);
8. Open-air release from a single point within an urban area (less than 100,000
casualties); and
9. Widespread open-air release, ensuring blanket coverage of a large urban area (more
than 100,000 casualties).
The estimated casualty figures are deliberately vague, since they can vary considerably
depending on a number of variables, such as weather, time of day, method of
dissemination, population concentration and so on.

IFlED
Figure 1.

~es

In sum, society should continue to expect occasional "epidemics" of unsubstantiated
hoaxes, some of which can be quite costly in terms of disruption and financial cost
(interestingly, Canada has experienced relatively few of these to date as compared to the
US).
The credibility pf a hoax-enhanced by increased access to technical information through
such means as the Internet-is key here. In the face of a truly credible hoax, there is no
option but to respond as if to a real event, with all the consequent strains on resources that
that would entail. Also likely in the future are additional, low-level incidents of
contamination, assassination, and the use of CBRN materials in small-scale attacks.
Finally, the likelihood of a mass-casualty terrorist attack using CBRN materials may be
small, but it is not negligible, and the potential consequences are so severe as to justify
continual governmental concern, monitoring, intervention where necessary, and
preparation for mitigation in the unlikely event that one should occur.

CBRN TERRORISM - ANALYSIS
Biological VS. Chemical Terrorism (attacks against human targets) : Chemical
terrorist incidents are distinct from biological incidents (Figure 2). The principle
differences are:
•

Chemical
);>

In the most likely scenarios, a chemical attack would be carried out using
explosives, aerosols or simply air currents to disseminate the agent. In all three
scenarios the release of the agent would be quickly and readily apparent.
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~ The incident would be limited in time and measured in hours, not days

4

.

~

The total number of primary casualties would be known within hours due to
dispersion of agent. The estimate of secondary casualties may take longer
depending on the quantity of agent released and the potential downwind drift of
contaminated vapour.

~

Effective response would be dependent on the skills, capabilities and immediate
response of police, fire and emergency medical services.
Figure 2. Typical incidence by day after exposure/release
(on day 0) for a chemical vs a biological terrorist event
[1,000 casualties total for each]
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• Biological
)>

The release or dissemination of an agent may not become apparent for several
days until the incubation period (time between exposure and onset of illness) has
elapsed.

~

The incident will last for days, weeks, or even months, not hours. It may also
include secondary spread of the agent.

~

Total casualties may be more difficult to determine given secondary spread of the
agent as well as travel of those exposed.

~

Primary response "units" will be physicians in the community, hospital
emergency rooms, and public health units.

Feasibility: Acquisition of CB Materials. A wide range of potentially deadly chemical
and biological (CB) agents including various insecticides, industrial chemicals and potent
toxins such as ricin may be relatively easy to produce or otherwise acquire.

4

It should be noted however, that if the agent used is a ves icant (mustard) or a persistent nerve agent (VX)
it could, depending on weather and temperature, pe rsist for days or even months thereby creati ng a longterm environ mental problem.
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Some deadly pathogens can be obtained through the mail from scientific supply houses;
in other cases it is possible to harvest them from nature or to "grow your own" with
relatively unsophisticated equipment and limited expertise.

It may also be possible to steal agents from civilian research facilities or military
stockpiles, as reportedly has occurred--in the case of chemical weapons, at least--in the
former Soviet Union. Nor is it inconceivable that a state sponsor of terrorism--most if not
all of whom have active weapons of mass destruction programs of their own--would be
willing to provide terrorists with CB weapons or materials, if it could convince itself of
"plausible deniability" while using a surrogate group to deliver the agent.
However, the manufacture and weaponization of modern, weapons-grade nerve agents by
terrorists themselves may not be as easy as is often assumed given the technical
difficulties involved. In the case of biological agents the "principal obstacle is less the
development of a biological agent than the development of a genuinely lethal strain of the
agent in sufficient quantities to cause mass casualties" (US Congressional Report,
December 1999). Again, the technical difficulties involved are considerable.
Some serious animal pathogens that do not affect humans are obtainable, transportable
and relatively easily introduced into a susceptible population.

Feasibility: Dispersion of CB Materials. The effective dissemination of CB agen.ts is
generally consiaered to be more difficult than their manufacture. Factors such as quantity
of agent needed, meteorological conditions, air circulation patterns in buildings, size of
particles (in the case of biological agents), and finding the right equipment for, and
determining the correct rate of, aerosolization all present challenges to the effective
dissemination of CB materials.
Nevertheless, credible scenarios can be devised that, assuming optimal meteorological
conditions and the most effective means of dispersal possible, could result in significant
numbers of fatalities, ranging well into the thousands for chemical agents and into the
hundreds of thousands for biologicals.
Perhaps easiest of all for a terrorist chemical attack designed to cause mass casualties
would be the intentional release of deadly gases from the manufacturing or storage
facilities of toxic industrial chemicals, or while such chemicals are being transported. The
Bhopal accident in India a few years ago, causing thousands of fatalities, demonstrated
just how horrific the consequences could be. Here in Canada, we have had the example
of the Mississauga train derailment. Although there were no casualties in the incident, it
did demonstrate the potential downwind hazard and the related problems of carrying out
an evacuation in a large urban area.
In the case of agricultural terrorism, once introduced, animal diseases can spread quickly
helped by concentrated housing regimes, transportation trucks and persons travelling
from one farm to another. Swine fever and foot and mouth disease (as seen recently in
the United Kingdom) are easily spread with devastating economic consequences.

13
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Feasibility: Nuclear Materials. The most likely threat of nuclear terrorism would be
radiological. That is the dispersal of radioactive substances to contaminate air or water,
or to render unusable a particular area or facility.
Radioactive materials that could be used for such contamination are available from a
wide range of relatively insecure facilities, including hospitals, medical and research
laboratories, universities, waste dumps, and so forth.
However, the use of radioactive contamination to cause mass casualties is also more
difficult to achieve than commonly believed, requiring large quantities of material and, in
the case of water supplies, subject to some of the same constraints (in terms of filtering
mechanisms, etc.) facing some CB agents. Nevertheless, given the widespread public
anxiety about nuclear material in any form the mere th r eat of such use of radioactive
materials could be a potent terrorist tool. The same considerations would apply to attacks
on nuclear power facilities or on shipments of nuclear materials that could threaten
radioactive release of some kind.

COUNTER-TERRORISM RESPONSE - ROLES AND RESPONSIBILITIES
As previously noted, the federal government bears primary responsibility for the policy
and operational response to the criminal aspects of a terrorist incident.
The Solicitor General of Canada is the lead federal minister responsible for coordinating
Canada's preparedness for, and response to, terrorist· incidents occurring within Canada.
The Solicitor General's lead role reflects the Minister's responsibilities for both the
RCMP and the Canadian Security Intelligence Service.
The operational response to domestic terrorist incidents is, pursuant to the Security
Offences .Act (SOA), the primary responsibility of the RCMP. However, this has always
been interpreted as primary but not exclusive responsibility. It is recognized that in many
jurisdictions a joint force response would be necessary. To this end, the RCMP has
concluded agreements in most parts of Canada with other police services pursuant to subsection 6(2) of the SOA to clearly define respective roles and responsibilities in the event
of a terrorist incident.
·
Provincial and territorial governments, and their respective police services, are
responsible for law enforcement and public safety within their jurisdiction. Specifically,
this means, in a terrorist incident, mounting an operational response consistent with any
6(2) agreement or local arrangement that may be in place.
The provincia] and territorial governments also bear primary responsibility, together with
municipalities, for consequence management issues stemming from a terrorist incident.

In the case of a terrorist bombing, or in the case of casualties resulting from the terrorist
use of firearms, the scope of the provincial/territorial response, the capabilities needed,
and the issues involved are fairly straight-forward and clear.
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But in the case of a CBRN terrorist incident, responsibility for the consequence
management aspects is not clearly delineated either in legislation, federal policy or
explicit intergovernmental agreements. This is due to the comparatively recent
emergence of the threat, the overlapping concerns of all governments for public welfare,
and the variety of stakeholders involved.
However, based on the 1995 Federal Policy for Emergencies, and on the conventional
interpretation of the Constitutional division of powers in this area, it is assumed that the
provinces and territories have primacy and overall responsibility for managing the
consequenc;.:es of a CBRN terrorist incident assisted, if necessary and if requested, by the
federal government.
When provincial/territorial and local resources are overwhelmed in an incident federal
consequence management support can be requested. The Office of Critical
Infrastructure Protection and Emergency Preparedness (OCIPEP - formerly Emergency
Preparedness Canada) is the lead federal agency responsible for coordinating the
provision of consequence management assistance and support to affected
provinces/territories. Its specific responsibilities are to assist coordination in the
management of the consequences for public safety from major disasters including ones
that result from terrorist incidents. To support this role, OCIPEP Regional Directors
would serve as primary federal agents for the receipt of provincial/territorial requests, for
the negotiation of appropriate roles and tasks for federal agencies, and for the general
coordination o( regional federal support operations. This role will be fulfilled under
policy and operational guidance received from OCIPEPheadquarters.
However, exceptions are possible such as a CBRN terrorist incident involving a largescale threat to public health. In such a scenario, Health Canada given its broad mandate
to protect the health of Canadians, may be designated to play a lead role in the
coordination of federal support. This role would be particularly critical in an incident
involving radiological or biological materials.

CURRENT RESPONSE CAPABILITIES - CONSEQUENCE MANAGEMENT
•

National Response Plans. Four national response plans exist that could be employed
either singly or in combination to coordinate federal support (including the resources
listed below) in the event of a CBRN terrorist inc!dent. They are:

>
>
>

>

National Counter-Terrorism Plan (NCTP - Solicitor General Canada)
Federal Nuclear Emergency Plan (FNEP- Health Canada)
Food and Agriculture Emergency Response System (FAERS- Agriculture
Canada/Canadian Food Inspection Agency)
National Support Plan (NSP- Office of Critical Infrastructure Protection and
Emergency Preparedness)

,----------------------------------------------
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Federal CBRN Terrorism Response Resources

• RCMP/ Canadian Forces Joint Biological Chemical Radiological Response Team
(JCBRNRT). At present, the only fully equipped and trained team for responding to
incidents of CBRN terrorism in Canada is the RCMP/Canadian Forces Joint
Biological, Chemical, Radiological Response Team (JCBRNRT). The team is
composed of the Canadian Forces Nuclear, Biological, Chemical Response Team
based at CFB Borden, reinforced with members of the RCMP Explosives Disposal
and ·Technology Section based in Ottawa. The Canadian Forces portion of the team
consists of approximately 16 instructors augmented by approximately nine specialist
trades, all located at the Canadian Forces NBC school, CFB Borden. The team is
supported by scientific and technical expertise from the Defence Research
Establishments in Ottawa (DREO) for radiological and nuclear, and Suffield, Alberta
(DRES) for chemical and biological. The advanced party of the Canadian Forces
portion of the team is on eight (8) hours notice to move and is alerted through the
National Defence Command Centre which operates 24/7.
The JCBRNRTcan provide on-site advice and technical assistance to civil authorities
to help isolate, contain, assess and eventually dispose of a limited NBC hazard . Due
to its size the JCBRNRTis only capable of dealing with limited terrorist attacks. It
does not have the capability of undertaking large-scale consequence management
operations, such as decontamination and treatment of mass casualties or
decontamin'ation of vehicles, equipment, buildings or terrain.

It is important to note that in a terrorist attack where a chemical agent is actually
disseminated an immediate local response is necessary. In such a scenario. the
JCBRNRT. tmless it is near or actually at the incident site. can offer little to local
responders beyond advice. and after-the-fact decontamination and forensic services.

•

Canadian Transport Emergency Centre (CANUTEC). CANUTEC is operated by
Transport Canada. The centre is staffed by trained chemists 24/7 and can assist first
responders in handling dangerous goods emergencies, including incidents involving
nerve agents and biological materials. Specifically, CANUTEC can provide
immediate advice on:

>
>
>
>
>
>
>

Physical indicators of the chemical or biological attack;
Physical and toxicological chemical properties;
Health hazards and first aid;
Fire, explosion, spill or leak hazards;
Remedial actions for the protection of life, property and the environment;
Evacuation distances; and
Personal protective clothing and decontamination.

~ ---- --··

-
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•

National Environmental Emergencies Centre (NEEC) 5 • The NEEC is operated by
Environment Canada and staffed 24/7. In a terrorist incident involving CB materials
the NEEC provides first responders immediate access to the following specialized
services:

>
>
>
•
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Access to weather information through Meteorological Services of Canada
(MSC);
Limited air and water dispersion and trajectory modeling for predicting the path
and dilution of a released substance; and
Sampling and analytical capability for many chemical substances once a threat
has been removed.

Environment Canada Environmental Technology Centre (ETC). The department
has an ultra-trace chemical analytical capability with full personal protection
equipment to conduct analysis for most chemical hazards at its Environmental
Technology Centre located in Ottawa. The department also has additional laboratory
fac ilities at vari6us locations across Canada. These facilities do not have, at the
present time, the capability to analyze the full spectrum of CB agents, particularly
chemical warfare agents, that might be used in a terrorist attack.

• Environment Canada Meteorological Service of Canada (MSC). MSC has a
network of regional offices that operate 24/7. First responders can make
arrangements with the regional office in their area to obtain weather-related
information that they might require during an incident, terrorist or otherwise. The
Canadian Meteorological Centre (CMC) located in Dorval, Que., also operates 24/7
and has special access to sophisticated local scale dispersion modeling capability
through the U.S. Department of Defence Threat Reduction Agency. Responders can
make prior arrangements with the CMC to access this capability and other state-ofthe-art tools.

• Health Canada Emergency Response Assistance Plan (ERAP). The ERAPs teams
have been put in place to cover the responsibility of Health Canada to ensure an
appropriate response should there be a breach in the integrity of a package with a
biological specimen of high concern (Risk Group 4) en route to the Canadian Science
Centre for Human and Animal Health (in Winnipeg). Such a response includes
personnel who are specially trained and equipped to assess the situation and,
if necessary, to contain the hazard.
While the primary responsibility for the ERAP rests with Health Canada, the response
teams are constituted by the provinces (although federal personnel may be on the
teams). With additional training, ERAP teams could be used effectively to help deal
with a "package of concern" incident. The ERAP team in the National Capital
Region, for example, has agreed to assist theJCBRNRT.
5

It should be noted that Environment Canada also has Regional Environmental Emergencies Centres
(REECs) that operate 2417 and can provide limited access to air and water dispersion modeling. The
department also has protective equipment and substantial scientific and technical expertise. However, the
adequacy of the equipment has not been tested for the fu ll range of CB agents that may be used in a
terrorist attack and staff have not received training that would give them the capability to respond to a
terrorist CBRN incident.

-···------------

- - - - - - - -- - -- - - - - - - - - - - - - - -- - - - -
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• Special Threat Assessment Group (STAG). The STAG is chaired by Health
Canada and consists of chemical, biological, radiological and intelligence experts
drawn from the federal community. The STAG can:

=>
=>
=>
=>

•

Assess the nature, credibility and feasibility of a CBRN terrorist threat;
Assess the short- and long-term consequences of the execution of such a threat;
Recommend mitigating and preventative measures; and
Advise on recovery measures.

National Emergency Services Stockpile (NESS). Health Canada maintains an
emergency stockpile of materials, drugs and other equipment needed in times of
emergency and which is in a condition to be immediately shipped and used as
required upon request of a provincial authority. While there is some overlap, the
content of the NESS is geared for natural disasters as opposed to CBRN terrorist
incidents.

• Canadian Nuclear Safety Commission (CNSC).

The CNSC has a 24/7 duty officer
response network providing contact with technical experts, usually within 15 minutes.
CNSC has the following capabilities:

=> The det~ction and identification of radioactive materials and isotopes;
=> The provision of secure storage facilities; and
=> Access to provincial and non-government radiation protection assistance and
expertise.

•

Canadian Food Inspection Agency (CFIA) and Agriculture and Agri-Food
Canada. In the event of a biological attack targeting the agricultural sector, CFIA
and Agriculture Canada can provide:

=> Scientists to help identify the agent used in the attack;
=> Technical expertise in the areas of plant and animal health and food safety;
=> Laboratory diagnostic services (i.e. research capacities for animal and health
pathogens);
=> A level 4 containment facility; and
=> Personnel to assist with animal disease control and slaughter operations.

Provincial/Municipal Response Resources
•

Provincial and Municipal Response Plans. Provinces/territories and most
municipalities have emergency plans in place to respond to a wide range of
emergencies (e.g. train derailments, toxic spills, earthquakes, aircraft crash and so
on). It is not the intent when talking of bui lding consequence management counterterrorism response capability to duplicate these plans and capabilities, but rather to
build on them adding components specific to CBRN terrorism.
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• Firefighter HAZMAT Teams.

It is assumed that all major urban centres in Canada
have HAZMA T teams with the basic skills and equipment to provide a measure of
response capability to incidents of CB terrorism involving suspicious packages, or
small contained incidents. This response capability does not extend to explosive
devices with suspected Cor B agents. In such cases police EOD teams would have a
lead role.

• Hospitals/Local Health Authorities/Ambulance/Provincial Health Authorities. It
is assumed that there is already a robust emergency response, health care delivery and
public health system in place for health emergencies such as an influenza epidemic,
or some other disease outbreak. (This existing capability would need to be
augmented, not replicated, to meet the challenge of the CBRN terrorism threat).

• Heavy Urban Search and Rescue (HUSAR). At the present time, a HUSAR
capability exists in Vancouver and Calgary, and is developing in Regina, Ottawa and
Toronto .

• Radiation Protection Programs. All provinces have radiation protection programs
capable of providing some assessment of a radiological/nuclear incident. Ontario,
Quebec and New Brunswick have detailed nuclear emergency response plans and
programs to respond to accidents at the nuclear power facilities in their respective
jurisdictions. It is assumed that these programs could provide expertise and response
capability for terrorist incidents involving nuclear or radiological materials.

• Provincial Departments of Agriculture/Industry Resources/Surveillance
Mechanisms . It is assumed that there is a substantial agricultural infrastructureemergency response, trained staff, industry resources etc.,--that could be called into
play if there were a CBRN terrorist attack against an agricultural target.
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6

Chemical Terrorism (and small-scale biological incidents involving packages,
envelopes, and the like): Firefighter HAZMAT teams are trained to respond to chemical
accidents involving commercial chemicals. As well, the fire/HAZMAT services have
suitable, but limited, detection and protective equipment to deal with these incidents.
Other first responder (police/emergency medical services) agencies currently have nil to
limited capability to deal with these types of chemical incidents safely.

•

Protection: Firefighters and HAZMAT personnel are adequately protected for normal
chemical incidents. This equipment also offers adequate protection for most chemical
warfare agents and biological materials. However, in general, firefighters and
HAZMAT personnel are not aware of the protection afforded them by their standard
equipment. For the most part, police and emergency medical services have no
protective equipment but may well be the first on the scene of a terrorist incident.

• Detection: First responders currently do not possess detection equipment to detect or
identify chemical warfare or biological agents. First responders must rely on federal
assets to identify the agent. The end result is an unacceptable delay in agent
identification and treatment protocols, thereby increasing the risk of casualties,
particularly for first responders.

• Decontamination: The only capability for decontamination where a chemical warfare
agent is involved resides with the fire/HAZMAT first responder community.
Although they have decontamination protocols for industrial chemicals they do not
have the capability, knowledge or equipment to conduct mass decontamination when
non-commercial agents are used. The capability for other first responders
(police/EMS) to conduct effective decontamination is either extremely limited or does
not exist.
•

Medical Stockpile: (see Biological Terrorism section below)

6

This assessment of capability gaps is based on analysis of information from a wide
range of sources. This includes:
•

•
•
•
•

Consultation with other federal departments and agencies, most notably the Defence
Research Establishment Suffield (DRES), Office of Critical Infrastructure Protection
and Emergency Preparedness, and Health Canada;
Interviews with representatives from fire departments in five Canadian cities;
The US Department of Defense Soldier Biological Chemical Command (SBCCOM)
documents and courses;
Federal Emergency Management Agency (FEMA) training documents; and
US Department of Justice training documents and self-study courses.

-------~-----------------------
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Generic Emergency Response Plans: Most communities in Canada have municipal
emergency plans outlining respective roles and responsibilities for responding to
emergencies. However, there is no generic guide or response model for police,
firefighters, emergency medical services and local authorities for interagency
coordination and operational protocols to meet the demands of a chemical or
biological terrorist incident.

Biological Terrorism: An effective response to a biological terrorist incident depends
on rapid detection and early treatment of casualties (within 48 -72 hours of the release of
an agent). There is a~so the consideration that local and provincial response agencies
must be prepared and able to operate on their own for the initial 24 hours of a biological
attack to allow the coordination and mobilization of federal resources (i.e. Health
Canadal In that context, the following are key areas where capability gaps exist:
•

Surveillance: The most likely agents to be used in a biological terrorist attack
generate non-specific symptoms (e.g. 'flu-like' illness). As a result, it is unlikely that
current routine public health surveillance activities, including projects under the
National Health Surveillance Infostructure (NHSI), will detect suspected biological
terrorist attacks within 24 hours after cases first appear. Therefore additional or
modified surveillance systems are needed. This would require the development and
implementation and management at local, provincial and national levels of "realtime" surveillance mechanisms (e.g. syndrome-based passive alann/alert levels such
as surveillance based in selected university-affiliated hospital emergency
departments). This work should build on existing surveillance projects being carried
out under the auspices of the NHSL

•

Medical Stockpile: Local jurisdictions do not stockpile sufficient quantities of drugs
(e.g. smallpox vaccine, antibiotics for anthrax, atropine for nerve agents etc.,) to treat
the number of casualties that may result from a biological terrorist attack. Nor is it
practical for local jurisdictions to create, fund and manage such stockpiles. There is
also the consideration that some drugs have a shelf-life and need to be rotated or
replenished periodically. A stockpile that contains "sufficient" quantities of drugs
that can be rapidly mobilized is required.

•

Laboratory Detection: Initial symptoms of a biological attack may well be confused
with familiar diseases such as influenza, colds and pneumonia. Rapid preliminary
identification and subsequent definitive diagnosis are therefore critical elements of an
effective response to a biological terrorist incident. The most likely biological agents
to be used by terrorists are, for the most part, rare and are not covered by current
laboratory screening routines. Sophisticated laboratory testing (e.g. geonomic
characterization) is not usually available at clinical laboratories and may be necessary
to guide treatment or refine the epidemiology of a biological terrorist incident.

7

However, it is recognized that some Health Canada response could and would occur within that first 24hour period. This would include expert assessment and adv ic e, early coordination and preliminary
mobilization from the National Emergency Services Stockpile.
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At the local and provincial level this would require, at a minimum, university-based
and provincial public health laboratories to have the capability and environmental
safety standards to identify biological agents used by terrorists in an attack.

•

Generic Emergency Response Plans: There are no national guidelines or response
templates to guide municipal and provincial health services and officials in the
development of response plans for biological terrorist incidents. A generic response
plan setting out federal, provincial and municipal roles and responsibilities and
operational protocols is required.

Biological Terrorism Targeting the Agricultural Sector: Canada's capacity to deal
with agricultural terrorism through deterrence, detection, crisis management and
consequence management needs to be re-examined for a number of reasons including,
but not restricted to, the following:

• The scorched earth policy of quarantine and eradication presently used to respond to
disease outbreaks among crops and livestock may no longer be the only alternative
and may no longer be acceptable to the public, e.g. slaughtering a large number of
apparently healthy animals to contain an outbreak with the associated media
coverage.

• New vaccine technology, functional genomics (DNA testing), rapid detection
methodology and other new technology available from sources such as the military
needs to be incorporated into agricultural disaster mitigation and response planning to
ensure that leading-edge technology has been evaluated and utilized where feasible.
Apart from the obvious reasons for doing this, this is also an issue of "due
diligence".
•

Emerging threats such as new diseases, unusual patterns of disease spread, economic
terrorism and sabotage of the food supply, climatic events, etc. need to be planned
for.

•

The military, police and government departments at all levels that would play a key
role in dealing with an agricultural emergency need to be sensitized to their possible
role and brought to a minimal state of readiness so that valuable time is not lost in an
actual terrorist threat or incident. At this time their focus tends to be on threats
against the human population only.

•

Producers and agricultural professionals need to appreciate the possibility of these
threats (however remote) and be trained to recognize the early signs so that, for
example, the first signs of a serious disease outbreak are not ignored.

•

Legal issues need to be examined, particularly in the area of forensic evidence. For
example, the response to a biological terrorist attack against livestock would involve
the destruction of the di seased animals to control an outbreak. This could destroy
evidence thereby undermining any possible prosecution case.
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Agricultural disaster insurance programs and compensation programs need to be
reviewed in light of the potential impact of a terrorist attack targeting the agricultural
sector.

Radiologicai/NucJear Terrorism: In terrorist incidents involving radiological/nuclear
materials the hazard would be illness or death from close contact with a highly
radioactive source or increased risk of cancer over a lifetime from moderately active,
dispersed sources, as well as psycho-social trauma. The time factor in such incidents is
less critical than for CB terrorist incidents.

• Protection: Firefighters and HAZMAT personnel are adequately protected from
inhalation risks for radiological/nuclear incidents. Their equipment also offers
•
adequate protection from external radiation exposure by beta and alpha emitting
radionuclides but virtually none for gamma emitting sources. Police and EMS have
no protective equipment.

• Detection: The capability to detect or identify that a radiological or nuclear agent has
been used is available but not located with first responders who would rely on private
sector, provincial, or federal assets to identify the radiation type and hazard. As first
responders currently do not possess detection equipment for radiological/nuclear
agents the risk to them is greatly increased.

• Decontamination: Decontamination expertise rests with selected provincial/federal
authorities and with industrial, medical and educational organizations who own
radiological sources. It should be noted that radiation cannot be neutralized and that
removal and containment is normally the only decontamination method that will
work.

• Generic Response Plans: There is no national generic radiological/nuclear terrorism
municipal response model to guide police, firefighters, emergency medical services
and local authorities in the development of local plans, interagency cooperation and
coordination, and operational protocols.
Terrorist Bombings. The majority of major Canadian cities do not have a HUSAR
capability to respond to an Oklahoma-style terrorist bombing. OCIPEP has been working
with provincial and territorial officials to promote information exchange and provide
impetus to the development of a national HUSAR capability. That capability would be in
the use of trained teams and specialized resources to locate, extricate and provide initial
medical treatment to people trapped in collapsed structures.

Limited federal/provincial/territorial funding support has been provided under the Joint
Emergency Preparedness Program to encourage the development of this capacity.
Agricultural Terrorism: Many of the same capability gaps that exist for CBRN
terrorism targeting human populations (awareness training, detection, response plans,
improved use of.technology) apply to CBRN terrorism aimed at the agricultural sector.
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TRAINING
All first responder organizations with consequence management responsibilities (i.e.
firefighters , emergency medical services etc.,) have ongoing training programs related to
their areas of expertise and much of this training is applicable to a terrorist scenario.
However, preparedness for terrorist incidents requires training components that build on
existing skill sets and that are above and beyond training components currently offered at
the local level. This is particularly true in the case of CBRN terrorism where the training
emphasis is on awareness, use of specialized equipment and procedures, and interagency
cooperation and coordination.
At the present time the following organizations offer CBRN counter-terrorism training to
first responders:

• Solicitor General Canada Operational Readiness Program (ORP). For the last
three years training activities conducted under the ORP have included a significant
component dedicated to the CBRN terrorism. This component has focussed, in the
main, on awareness of the CBRN terrorism threat, federal resources that are available
to assist in such an incident, and the issues that such a threat poses for first responders
and emergency medical services at the local level.
Solicitor G~neral Canada bears the cost of this training. However, due to limited
resources the Department is limited to approximately six seminars a year and one
major command post or field exercise. These activities are often carried out in
conjunction with major international events happening in Canada.

• RCMP/National Defence CBRN Course for Police Explosive Ordnance Disposal
Technicians. This eight-day course is offered once a year at the Canadian Police
College. The aim of the course is to train police EOD technicians in responding to
and handling suspected chemical or biological devices, forensics and working in a
contaminated environment.

• Defence Research Establishment Suffield (DRES) Course for First Responders .
The Chemical and Biological Warfare Agents- An Introduction for First Responders,
is a two-day course offered on a cost-recovery basis and is designed to provide
participants with the basic technical information and background to effectively
manage a chemical or biological incident. However, it does not include components
on interagency coordination, consequence management roles and responsibilities,
response planning, site management and so on.

• Training for Physicians, Emergency Medical Services (EMS) Technicians,
Hospital Staff. Aside from ad hoc seminars and conferences, there is no CBRN
terrorism training program focussing on the needs of health professionals that is
offered on a regular basis. Although it is designed for operations in warfare, the CF
has courses that train their medical staff for operations in an NBC environment. The
course curriculum could be used to develop a program for CBRN counter-terrorism
training.

- - - - - - - - - - - - - - - - -- - - - -- - - - - - - - - - ,
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TRAINING - FUTURE OPTIONS
Contingent upon resources and receiving a mandate, there are several
organizations/institutions that have the potential to offer CBRN counter-terrorism related
training that focuses on consequence management. These include:

•

Canadian Emergency Preparedness College (CEPC). OCIPEP works in
partnership with the provincial and territorial governments to provide emergency
preparedness training to thousands of Canadian practitioners -- 85% of students are
municipal or city employees (police, fire, ambulance and other emergency planners);
10% are provincial/territorial officials; and approximately 5% are federal employees,
private sector employees and foreign students.
A recent survey of provincial/territorial officials, which was designed to identify
training needs, priorities, and gaps, confirmed the requirement for CEPC to
concentrate on establishing national standards, developing courses, offering
a_dvanced-level training programs, and delivering courses jointly with the
provinces/territories at the local/regional level. At present, the CEPC provides
courses in Emergency Operations Centre Management, Emergency Site Management,
and Emergency Public Information. In addition, it provides several other courses
jointly with the provinces/territories at the local/regional level.

•

Enhanced National Defence Training Support. The Canadian Forces Nuclear,
Biological, Chemical School (CFNBCS) located at Canadian Forces Base Borden
north of Toronto, exists to provide the Canadian Forces with NBC defence training in
operations. The NBC defence training expertise could be provided for CBRN
counter-terrorism defence on a cost-recovery basis. In addition, the Defence
Research Establishments at Suffield (DRES) and Ottawa (DREO) have scientific and
technical expertise in the defense against biological/chemical and radiological/nuclear
threats respectively. This expertise could be provided for training as required on a
cost-recovery basis.

•

Private Sector Training Program. A private sector Canadian company based in
Ontario was intimately involved in the development of a casualty decontamination
system, and a system used to neutralize and contain improvised explosive devices
containing biological or chemical agents. This system was developed under a
Canada-US government-led Counter-Terrorism Research and Development program.
The company has the license to sell and manufacture the system and has developed a
supporting 5-day training program based on a "train-the-trainer" concept. The eight
training staff are all ex-members of the CFNBCS.

•

Provincial/Territorial Training Centres. Another option is to develop a training
team that could deliver courses at provincial/territorial training centres (e.g. fire
schools, police colleges, emergency management training. facilities and so on).

•

Distance Learning. The use of "modern" methods of training, such as Internet
learning, webcasting, videoconferencing, CD ROM learning and so on, needs to be
further explored in the context of CBRN cOlmter-terrorism training.
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CBRN TERRORISM- A PLANNING BASELINE 8
As a basic first step, any emergency planner-federal, provincial or municipal--carries
out a risk assessment before developing an emergency plan for the community. This
means taking an objective look at the threats, likelihood of occurrence and potential
impact.
The current CSIS threat assessment for CBRN terrorism is "low probability, high
impact". While recognizing the constraints that prevent a more definitive threat
assessment, it has to be stated that this assessment does not provide a solid enough
foundation on which security officials and emergency planners can construct policy
options for a response capability.
·
Therefore, to develop realistic policy options for strengthening CBRN response
capability, there needs to be consensus on what we should be planning for in terms of a
CBRN terrorist attack. Based on discussions within the federal security, emergency
planning and health communities the following is offered as a planning baseline:
Spectrum of Likely CBRN Terrorist Attacks
•

CBRN hoaxes and threats;

•

CBRN contamination of food or consumer products;

•

Small-scale attacks (i.e. attacks on individuals, packages of concern, improvised
explosive devices); and

•

Crude dispersal of a CBRN agent in an enclosed area (e.g. subway, sports stadium,
convention hall).

It should also be noted that in carrying out actual attacks, it is held that terrorists are more
likely:

•

to use readily available industrial chemicals rather than chemical warfare agents; and

•

to use chemical rather than biological agents.

Based on this planning baseline, it is estimated a worst-case chemical attack would result
in 1,000 casualties needing medical care. For a worst-case biological attack, the upper
limit would be up to 100,000 persons exposed and in need of specific interventions (e.g.
prophylactic vaccine or antibiotics).

8

The threat environment is not static and this planning baseline may change over time depending on a
number of factors. For example, the world is. at present, witnessing a life-sciences revolution with huge
advances in biotechnology and genomics. This could have an impact on the potential power and diversity
of biological weapons. CSIS continues to closely monitor the CBRN terrorist threat.
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It is impossible to rule out altogether the possibility of a worst-case scenario CBRN
attack causing hundreds of thousands of casualties, particularly attacks using biological
agents. However, such attacks are at the extreme end ofthe likely range of terrorist
CBRN scenarios.
Further, it is not realistic, at the present time, to seriously think one could prepare (at an
affordable cost) for very large casualty loads compressed in time and in a single
geographic location (e.g. more than 10,000 in a week in Toronto).

THE WAY AHEAD- A FEDERAL PERSPECTIVE
The intent of this consultation project is to inform the federal government on how, in
concert with the provinces and territories, it might move ahead to build a capability to
respond to the consequence management aspects of a terrorist incident. Based on the
assumptions stated at the beginning of this paper: that is that we already have a response
capability for non-terrorist CBRN events; that we must focus on what needs to be added
to this to ensure a response capability for CBRN terrorist incidents; and that it is
statistically far more likely that such a capability will be used in a non-terrorist scenario,
the following perspective is offered as a starting point and to provide a focus for
consultations:
•

•

FederaUPr'ovinciaUTerritorial Shared Responsibility

>

Delivery ofTraining;

>

Purchase of equipment for first responders; and

>

Installation of decontamination facilities in select hospitals.

>

Upgrading ofNational Emergency Services Stockpile and possible creation of
regional stockpiles;

>

Improved surveillance, detection and diagnostic capabilities for biological attacks
against human or agricultural targets; and

>

Ensuring surge capacity in the response system, especially the health care system
(including the public health system) to provide the anticipated response that is
beyond the response needed for disasters not related to CBRN terrorism.

ProvinciaUTerritorial/Municipal Responsibility

>

Ongoing maintenance of equipment and decontamination facilities ; and

>

Maintenance of an effective first response and medical care (including public
health) capability at the municipal level.
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Federal Responsibility

>-

Developing national preparedness and response standards, guidelines, training
materials; and

>-

Improved intelligence and threat assessment.
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DISCUSSION POINTS
In preparation for consultations, we ask that provincial and territorial officials consider
the following questions.

• Do you see enhancing local preparedness for terrorist incidents, particularly CBRN
terrorism, as a priority issue that needs to be addressed as quickly as possible?

• Do you agree with the assessment of Canada's operational readiness for terrorist
incidents as laid out in this discussion paper? From a provincial/territorial
perspective, are there issues that have not been addressed?

• Do you agree with the planning baseline set out in this discussion paper?

• Do you see improving response capability for terrorist incidents at the local level,
particularly incidents of CBRN terrorism, as a joint responsibility shared with the
·
federal government?

• From a provincial/territorial perspective, what is the best way to provide equipment
and decontamination facilities for medical personnel and first responders? In
answering, please consider the following:

.>- How should the cost of equipment and decontamination facilities be met?

>

If a cost-shared initiative, what would be a reasonable federalprovincial/territorial split?

>

If a cost-shared initiative, would a program similar to the present Joint Emergency
Preparedness Program (JEPP) be an effective delivery vehicle?

.>- Who is respo·nsible for identifying appropriate equipment and equipment
standards?

>
•

Who is responsible for the ongoing maintenance of specialized equipment and the
replacement of outdated and used equipment?

From your perspective, what is the most effective way to provide CBRN counterterrorism awareness and operational training for first responders including medical
personnel? In answering this question, please consider the following:

>

Where should such training be provided (i.e. Central location?
Provincial/territorial training centres? Canadian Police College?)

.>- Do facilities exist in your province/territory that could provide CBRN terrorism
related training?

.>- Who should be providing training?

>

Should a 'train-the-trainer" approach be adopted?
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);>

How should costs be apportioned?

);>

How should training standards and curriculum be established?

);>

Should training be provided on an ongoing basis?

);>

CBRN terrorism awareness training is required for first responders,
medical/hospital/public health personnel and government and industry personnel
working in the agricultural sector. All of these target audiences have both
common and agency specific CBRN terrorism training needs. In devising a
training strategy, how do we best address common and organization specific
training needs?

);>

The Department ofNational Defence does not, at the present time, have a
mandate to provide CBRN awareness and equipment training, nor an operational
response role beyond that of the NBC Response Team and the scientific expertise
ofDRES/DREO. How do you view the role ofNational Defence in supporting
the development of a local response capability and/or the operational response to
a CBRN terrorist incident?

•

From your perspective, do major municipalities within your jurisdiction have the
capability and equipment (HUSAR capability) necessary to respond to a major
terrorist bombing such as happened in Oklahoma City in 1995?

•

What role should non-government organizations (e.g. Red Cross, chemical/oil
producers etc.,) have in building a better domestic counter-terrorism response
capability?
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