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FORE WORD
The purpose of this self-study package is to provide a general overview of the subject of
"Critical Infrastructure Assurance" in the North American context.
The workbook was developed by the Ontario Regional Office of Public Safety and
Emergency Preparedness Canada for the purpose of introducing regional colleagues to the
subject of critical infrastructure assurance.
The intention is to create a common understanding that will support the development of
the "National Critical Infrastructure Assurance Program" and the coordination necessary to
interface with the Ontario Critical Infrastructure Assurance Program. A common baseline of
knowledge is essential for policy formulation, the development of wide-ranging collaboration,
timely information sharing, understanding the evolving threat, identifying critical infrastructure,
and participating in risk analysis and business continuity processes for specific infrastructure
sectors.
This package is the result of many months of research and draws heavily on the
experience of the United States, in particular, the President's Commission on Critical
Infrastructure Protection - 1997". It also draws heavily on the Canadian experience with
preparations and lessons learned from the Y2K challenge.
Use of this self-study package will allow individuals to actively collaborate with public
and private sector professionals working in harmony to identify the elements of critical
infrastructure and the mitigation necessary to assure our collective safety, security and quality of
life.

Wayne Brocklehurst
Regional Director, Ontario
Public Safety Emergency Preparedness Canada

•
Canada

23 January, 2004
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CI STUDY PACKAGE
INTRODUCTION
General Guidance: The aim of this self-study package is to introduce you to the
subject of "Critical Infrastructure Assurance" in the North American context. The
content has been drawn from a wide variety of open sources and has been selected for
inclusion based on educational relevance. This is NOT a training manual designed to
qualify anyone nor should it be considered courseware in its ovvn right. The workbook
was designed as a self-paced adult education product that will also serve the user as an
excellent reference source.
Both. the Canadian and the United States governments now accept critical infrastructure
assurance as one very important aspect of a long-term commitment to national security.
It should not be perceived as a fixed-term govermnent program. It is in fact a family of
new and evolving initiatives for assuring the physical and cyber functioning of systems
which, if disrupted or destroyed, would have a serious impaet on the health, safety,
security or economic well-being of Canadians or the effective fimctioning of
governments in Canada.

This package consists of the workbook/binder with an accompanying CD ROM affixed to
the back cover. The subject material is organized into an Introduction and five study
modules. The modules are entitled: Canada, United States, Risk Analysis, Best
Practices and Cross Border.
If you are employed full-time in critical infrastructure staffing, it is recommended that
you install the CD ROM material on the hard drive of your computer. This will require
substantial hard drive space so you should assess the mega-bite requirement prior to
installation. The CD ROM material, once transferred to your hard drive, becomes the
backbone structure for the further accumulation of critical infrastructure material that you
can tailor to your specialized needs. A wide variety of Web Sites have been included for
both initial study and future monitoring to help you maintain currency with the rapidly
evolving subject of critical infrastructure assurance.
Each module consists of a Read First file that will provide study guidance for the
module and fin-ther weigh the differing value of documents, presentations and web sites.

•

Specific Guidance: Commence the package by reading the Foreword and the following
Public Safety Emergency Preparedness Canada document. This will give you the current
PSEP vision, mission, mandate, background and objectives. The following three pages
contain generally accepted critical infrastructure terms. These will serve you well
throughout the package.

1
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Next, read the paper by Professor David Charters, UNB, as this document explains the
evolution of the federal government's critical infrastructure initiatives in Canada. Two
important issues are mentioned in this paper. They are the now defimct Vital Points (VP)
Program and the historical role of the Canadian Forces in critical infrastructure protection
that is no longer valid. The future role of the Canadian Forces related to national security
in the context of civil assistance is currently under review and will likely be address in
the upcoming foreign affairs and defence review.
Firstly, you are cautioned against trying to directly link the concept and processes of the
Vital Points Program to =Tent critical infrastructure initiatives. This is because the
underlying philosophy of the former program was to protect the Canada-based
infrastructure required to support a national war effort in the context of World War II and
the Cold War. We have included two pages of notes relating to the Vital Points Program
since it is important that you be capable of responding to individuals who may wish to
relate this defunct program to cunent critical infrastructure initiatives. Secondly, you
should well remember that it is not a primary role of the Canadian Forces to participate in
domestic critical infrastructure protection, except as it affects the CF's own critical

infrastructure.
site by searching through
the
site
for
"the President's
its many pages and web links. Next you should visit
Commission on Critical Infrastructure Protection". You need only surf it in a general
manner at this time since the U.S. module will bring you back to this material in specific
detail. The value of this first visit is to give you an understanding of the scope of critical
infrastructure assurance in the U.S. context.

Web Sites: You should become familiar with the PSEP web

•

Finally, you may wish to visit the UK, AUS, and NZ government web sites related to
critical infrastructure.

Ed Gosden
Regional Coordinator, Ontario
National Critical Infrastructure Assurance Program
Public Safety Emergency Management Canada
4900 Yonge Street, Suite 240
Toronto, Ontario M2N 6A4
Tel: (416) 973-6343 Fax: (416) 973-2362
E mail: edward.gosden@ocipep.gc.ca
-

•
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Who We Are

In this section:
• About OCIPEP

• Mission & Mandate

Critical Infrastructure Protection and Emergency
Preparedness
Vision
Our vision is a safer, more secure Canada.

• Our Objectives
• Our Partnership
Approach
• Organizational

Structure

•

• Speeches

Mission
Our mission is to enhance the safety and security of Canadians in their
physical and cyber environment.

Mandate
VVe have two key mandates:

• News Releases

• to provide national leadership in a new, modern and comprehensive
approach to protecting Canada's critical infrastructure — the key
physical and cyber components of the energy and utilities,
communications, services, transportation, safety and government
sectors

• Contact Us

• to be the government's primary agent for ensuring national civil

• Articles

emergency_preparedness — for all types of emergencies.

Background
On February 5, 2001, Prime Minister Jean Chrétien announced the creation
of the Office of Critical Infrastructure Protection and Emergency
Preparedness which encompassed the functions of the former Emergency
Preparedness Canada.

"The protection of Canada's critical infrastructure from the risks of failure or
disruption is essential to assuring the health, safety, security and economic
well-being of Canadians," said the Prime Minister.
In December 2003, Prime Minister Paul Martin announced that the Office of
Critical Infrastructure Protection and Emergency Preparedness would be
integrated into a new portfolio, Public Safety and Emergency Preparedness.
The Honourable Anne McLellan has been named Deputy Prime Minister
and Minister of Public Safety and Emergency Preparedness.

•

Canada's critical infrastructure is found in the energy and utilities,
communications services, transportation and safety and government
sectors. This critical infrastructure constitutes the backbone of our national
economy and fabric, and is essential to the health, security, safety and

http://www.ocipep.gc.calwhoweare/index_e.asp
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economic well-being of Canadians and to the effective functioning of
governments.

In this "Information Age", critical infrastructure is a key enabler to the
modern economy. It is complex, interconnected and interdependent and
relies heavily on information technology. Disruptions in one infrastructure
could produce cascading disruptions across a number of other
infrastructures — with significant economic and social consequences to
Canada and Canadians.
The changing nature of our critical infrastructure dependency has brought
us a more complex risk environment with the possibility of failure or
disruption based on accidents, natural disasters or deliberate acts.
Governments and the private sector must assure that our critical
infrastructure is appropriately protected against the full range of risks.

VVe are developing and implementing a comprehensive approach to
protecting Canada's critical infrastructure. We provide national leadership to
help ensure the protection of this infrastructure — in both its physical and
cyber dimensions and regardless of the source of threats and
vulnerabilities.

VVe are also the government's primary agent for ensuring national civil
emergency preparedness. Our mandate under the Emergency
Preparedness Act is to safeguard lives and reduce damage to property by
fostering better preparedness for emergencies in Canada.

Objectives
• Build partnerships with the private sector, the provinces, territories
and municipalities and key international partners, the United States
in pa rt icular.
• Promote dialogue among Canada's critical infrastructure owners and
operators and foster information sharing on threats and
vulnerabilities.
• Provide a focal point for the Government of Canada's own cyber
incident analysis and coordination efforts as well as supporting
federal departments and agencies in meeting their responsibilities for
protecting their information technology systems and networks.
• Promote other areas of cooperation such as raising awareness,
enhancing education and training, promoting information technology
security research and development.

http://www.ocipep.gc.ca/whoweare/index_e.asp

1/29/2004

About Us: Critical Infrastructure Protection and Emergency Preparedness, Public Safety and ... Page 3 of 3

• Achieve an appropriate level of national civil emergency
preparedness.
These efforts support Government priorities in three areas: Connecting
Canadians; Govemment On-line; Strong and Safe Communities. The
success of e-commerce and Government On-line will depend on
establishing consumer and client trust in the security and privacy of
information networks and their information exchanges. Strong and safe
communities will benefit from assured emergency and government services
and from the ability of law enforcement to deal with serious crime including

cybercrime.
Lest Modified: 'I/13/2004
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Computer Emergency Response Team
An organization chartered by an information system owner to coordinate and/or accomplish
necessary actions in response to computer emergency incidents that threaten the availability
or integrity of its information systems.
Chief Information Officer
Agency official that provides advice and other assistance to the head of the agency and other
senior management personnel to ensure that information technology is acquired and information
resources are managed in a manner that implements the policies and procedures of the
Congress and the priorities established by the head of the agency.

Computer Forensics
The application of science and engineering to the legal problem of finding and properly
retrieviiig digital evidence from computers.
Critical Infrastructures
Those systems and assets — both physical and cyber — so vital to the nation that their
incapacity or destruction would have a debilitating impact on national security, national
economic security, and/or national public health and safety.

•

Cyber Attack
Exploitation of the software vulnerabilities of information technology-based control
components.
Cyberspace
Describes the world of connected computers and the society that surrounds them. Commonly
known as the Internet.
Information Assurance
Information operaticms that protect and defend information and information systems by ensuring
their availability, integrity, authentication, confidentiality, and non-repudiation. Includes
providing for restoration of information systems by incorporating protection, detection, and
reaction capabilities.

Information Sharing
The coordinated effort of interested parties to pass important information about vulnerabilities,
threats, intrusions, and anomalies.

•

•

Information Sharing and Analysis Center
Centers designed by the private sector that serve as a mechanism for gathering, analyzing,
appropriately sanitizing and disseminating p rivate sector information. These centers could also
gather, analyze, and disseminate information from the National Infrastructure Protection Center
for further distribution to the private sector. ISACs also are expected to share important
information about vulnerabilities, threats, intrusions, and anomalies, but do not interfere with
direct information exchanges between companies and the Government

Information Technology
The hardware and software that processes information, regardless of the technology involved,
whether computers, telecommunications, or others.
Infrastructure
The framework of interdependent networks and systems comprising identifiable industries,
institutions (including people and procedures), and distribution capabilities that provide a
reliable flow of products and services essential to the defense and economic security of the
United States, the smooth functioning of govenunents at all levels, and society as a whole.

•

Infrastructure Protection
Proactive risk management actions intended to prevent a threat from attempting to or
succeeding at destroying or incapacitating critical infrastructures. For instance, threat
deterrence and vulnerability defense.

Intrusion Detection System
Detection of break-ins or break-in attempts either manually or via software expert systems
that operate on logs or other information available on the network. Pertaining to techniques
that aftempt to detect intrusion into a computer or network by observation of secu rity logs or
audit data.
Office of Homeland Security
Created by an Executive Order of the President on October 8, 2001, the Office will develop
and coordinate the implementation ofa comprehensive national strategy to secure the United
States from terrorist threats or attacks. The Office will coordinate the executive branch's efforts
to detect, prepare for, prevent, protect against, respond to, and recover from terrorist attacks
within the United States.
Red Team
Independent and focused threat-based effort by an interdisciplinary, simulated adversary to
expose and exploit vulnerabilities as a means to improve the security posture of information
systems.

Response
Coordinated third party emergency, law enforcement, investigation, defense, or other crisis
management service aimed at the source of cause of the incident.

Risk Management
Deliberate process ofunderstanding risk and deciding upon and implementing actions to reduce
risk to a defmed level. Characterized by identifying, measuring, and controlling risks to a level
cormnensurate with an assigned value.
'Threat
A foreign or domestic entity possessing both the capability to exploit a critical infrastructure's
vulnetabilities and the malicious intent of debilitating defense or economic security. A threat
may be an individual, an organizaticm, or a nation.
Trojan horse
Program containing hidden code allowing the unauthoriz.ed collection, falsification, or
destruction of information.
Vulnerability
A characteristic of a critical infrastructure's design, implementation, or operation that renders
it susceptible to destruction or incapacitation by a threat.

•
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Vulnerability Assessment
Syswmatic examination of a critical infrastructure, the intemormected systems on which it relies,
its information, or product to determine the adequacy of security measures, identify security
deficiencies, evaluate security alternatives, and verify the adequacy of such measures after
implementation.

The Future of Canada's Security and Defence Policy:
Critical Infrastructure Protection and DND Policy and Strategy
David Charters
Centre for Conflict Studies, University of New Brunswick
Introduction and Overview
The phrase "Critical Infrastructure Protection" (CIP) does not appear in the 1994
Defence White Paper. Nor do the terms "Cyber-Terrorism" or "Information Warfare".
Today, all three are in common, if often misunderstood, use. The federal government
has now decided that CIP is a national security issue and has created an agency, to be
administered by the Department of National Defence (DND), to deal with it. That these
developments were not anticipated in 1994 is not an indictment of the White Paper.
Rather, it is a reflection of the rapid and unpredictable changes in the global security
environment that have occurred in the period since it was published. But, it is also yet
one more warning that the government needs a new defence policy statement.

11111

This paper will attempt to contribute to this process by examining the place of CIP within
Canada's defence and security matrix. First, it examines the current Canadian approach
to CIP, by defining Cl, identifying its key Canadian components, and describing current
efforts. Second, it assesses the vulnerabilities of Cl and the potential threats to them.
Finally, it attempts to delineate the roles of the Department of National Defence (DND)
and the Canadian Forces (CF) in CIP. It will recommend that their CIP roles remain very

1. CIP - The Canadian Approach
The concept of CIF' is not new, The modern program can trace its roots to the inter-war
era, when the Canadian government established what became known as the "Vital
Points" (VP) program. It was concerned with wartime security for key components of
Canada's infrastructure that would be essential for industrial production, military
mobilization, and transportation, in the event of war. The VPs to be protected in war
included bridges, canals, railyards, dockyards, and power plants. The VP program
continued into the Cold War, updated - at least in theory - to deal with the threat and
consequences of nuclear attack.
What is new today is the terminology, and the range of things included under the
umbrella of Cl. As an advanced 'post-industrial' nation Canada possesses - and
depends upon - a highly developed, sophisticated network of Cl that sustain life, provide
goods and services, move people and materials, facilitate communication, support the
economy, provide public health and safety, and permit effective government While a full
listing could take many pages, the most critical of the critical are the following:

1. Power Supplies: electricity generation and distribution; oil and gas production
and distribution
1

Vital Services Utilities: water and sewage
Food Industry: production, processing, and sales
Financial Services
Public Health and Safety: medical, police, and fire services
Telecommunications: voice, data, and imagery (phone, fax, LANs, Internet,
TV, radio)
7. Transportation and Delivery: land (road & rail), sea, and air (people and
products)
8. Government Operations

2.
3.
4.
5.
6.

Many of these are not new; they've been Cl for a long time. But Telecommunications
and computers have transformed their relationships and made them more
interconnected and interdependent. A new definition of Cl might read as follows:

"Those interdependent, interactive, interconnected networks of institutions,
services, systems, and processes that meet vital human needs, sustain the
economy, and maintain continuity of and confidence in government".
Until recently, CIP was responsibility of the small federal agency Emergency
Preparedness Canada (EPC), which was administered by DND, and the provincial
Emergency Measures Organizations. The CF responsibility was essentially limited to
disaster response. It never had a high priority in defence policy or commitment of
resources. The last major exercise to test VP/ CIP occurred in the early 1980s, and it
confirmed the obvious: the CF did not have sufficient resources to protect all of
Canada's VPs. With the end of the Cold War, the whole program seemed to disappear
into a 'black hole.' It did not begin to revive as a serious national security issue until the
mid-1990s.

•

Three things revived the concept in its' new guise as CPR first, American government
concern about new vulnerabilities of and threats to Cl created by the phenomena of
connectivity - the Internet - and 'Hackers'. This concern found expression in the
government study, Critical Foundations (1996), which identified American Cl, assessed
threats and vulnerabilities, and articulated the need for policy and leadership on the
issue. The study led directly to the issuing of Presidential Decision Directives 92 and 93,
which set policy and goals for secure government networks, and established the Critical
Infrastructure Assurance Office (CIAO) and the National Infrastructure Protection Centre
(NIPC) to implement the policy and achieve that goal. The CIAO has established
government-private sector partnerships for CIP, since most of the CI are owned and
operated by the private sector. The NIPC, established in 1998, provides 24/7 warning,
response, assessment, and investigation. It also does public and private sector training,
and facilitates information sharing. Because important US and Canadian Cl, such as
pipelines, power grids, and the Internet, are connected and shared, it was inevitable that
American concerns would become Canadian concerns as well. The Canadian

government was preparing to address these issues when two other problems
intervened.
The first of these was the infamous Ice Storm of January 1998, which plunged much of
Eastern Canada and New England into darkness in the dead of winter. it was a
shocking "wake-up call" that highlighted the vulnerability of Cl. As the power grid failed,
so did other essential services: heat, light, water and sewage, communications, medical
and emergency services, automated banking, and transportation. The blackout was
prolonged, lasting many weeks in parts of Quebec and Ontario. This was not merely an
expensive inconvenience; sixty people died as a direct result of the storm and the Cl
The rescue and recovery operation involved a major commitment of the
failure.
Canadian Forces for an wdended period.
The second was the Year 2000 (Y2K) 'rollover' problem. Computer 'experts' were
concerned that many computers contained embedded code that would not recognize
the 2000 date and thus might fail to work properly - or at all. The concern was that vital
systems would simply shut down on 1 January 2000, creating social and economic
chaos. To deal with the issue, the federal government established the National
Contingency Planning Group (NCPG), which oversaw a cross-government and private
sector effort to upgrade essential computers so that Cl would keep functioning. IDND
took a leading role in the NCPG effort, and in planning Operation Abacus - preparations
to provide military assistance to civil authorities should Cl cease functioning . In the
event, nothing serious occurred, and after a brief period, the military was stood down.
These two events temporarily 'derailed' the government's intention to examine CIP
issues, but, in fact both were very useful learning experiences. So, when the NCPG was
converted into the Critical Infrastructure Protection Task Force (CIPTF) in Spring 2000,
it already had a 'leg up' on the subject. During the rest of the year, the CIPTF assessed
CI threats and vulnerabilities, current protection measures, and issues such as
responsibility, jurisdiction, and public-private sector cooperation. It reported four key
findings: first, that the Canadian government does not have an overall policy or
operational framework for CIP. Second, C1P efforts in government and the private
sector are uneven. Third, Canada is not well prepared to detect and respond to
deliberate actions that either use cyber means or target the cyber dimension of C1P.
Finally, it concluded that while Canada is well placed to handle the threat and impact of
natural disasters and accidents on the physical aspects of Cl, it is not well-prepared to
deal with the cyber impacts. The Task Force further identified four elements needed for
a national CIP strategy: leadership by example; developing a national CIP policy and
operational capabilities; developing effective, targeted CIP programs; and building
creative and sustainable partnerships between government and the private sector, since
the latter owns and operates most of the Cl.
To it's credit, the government has responded to the Task Force report, with uncommon
speed. In December 2000, it stood up Government Information Protection Coordination
Centre (GIPCC). It is intended to be the Canadian equivalent of the American N1PC,
with a similar mandate: to collect information, assess threats, issue warnings, analyse
3

the impacts of incidents, and to establish links with other organizations (public and
private sector) and the public. Two months later, in February 2001, the government
announced the creation of the Office of Critical Infrastructure Protection and Emergency
Preparedness (OCIPEP). The Canadian counterpart of the US government's CIAO, the
OCIPEP will be responsible for providing national leadership on the CIP issue,
developing a comprehensive approach, and building partnerships - with other levels of
government, the private sector, and international partners, especially the US. It is
intended to promote dialogue and information-sharing among Canada's CI
owner/operators, and cooperation in CIP awareness, education and training, and R&D.
The new office also absorbed EPC and took on its functions of planning and response
for civil emergencies. OCIPEP is a stand-alone agency, but will be administered by
DND.
2.Vutnerabilities and Threats
By their very nature - their functions, structures, physical and electronic properties - Cl
are vulnerable to a wide range of natural and human-generated threats. Most of the Cl
in the open, exposed to the elements and to human activity. indeed, to function exist
properly and to be maintained, they must be accessible to people. Power lines and
pipelines, for example, cover huge distances; even where they are buried, they are
largely unprotected. Water supplies originate and travel in nature before being extracted
and stored for human use. Storage facilities and reservoirs are visible and accessible.
Financial services must interact with the public, government, and the business
community. Health services must be open to the public in order to serve the public.
Telecommunications, both voice and data, rely on power supplies and connectivity, and
their very utility depends upon being accessible. Telecommunications and computers
have altered the relationship of the various Cl sectors, linking them and thereby
increasing their mutual interdependence. They do not - and cannot - function in isolation
from each other. Threats or attacks against one part can become, through a 'ripple' or
'cascade' effect, an attack on the others. The Cl "system of systems" is only as strong
as it's weakest link.
The range of threats to CI is quite diverse, but they vary widely in terms of frequency
and the damage they can inflict. These include;
A. Natural Disasters
1.
2.
3.
4.

weather (floods, ice storms, hurricanes, tornadoes)
earthquakes
forest fires
organic contamination (eg., Walkerton water supply)

B. Accidents
1. industrial/construction (eg., digging up power lines)
2. transportation (eg., derailment of tanker car)
4

3. clerical and other human errors (eg., incorrect data entry)
C. Criminal Acts
1. fraud or embezzlement, money laundering, etc.
2, extortion
3. non-political sabotage (eg, releasing a virus)
D. Warfare
1. physical or electronic sabotage (eg., "a spanner in the works")
2, terrorist-type violence (eg., a bomb)
3. Information Warfare (IW) (eg., disinformation, altering data, taking control of a CI
system)
4. Electronic Warfare (EW) (eg., jamming, spamming, or Electro-Magnetic Pulse EMP)
5. Conventional Warfare (eg., aerial bombardment)
6. Weapons of Mass Destruction (eg., biological attack, attack on a nuclear power
station)
The first two categories account for most instances of physical damage to Cl. Weatherrelated damage to Cl systems also can cause fatalities. The Ice Storm was the most
dramatic case in recent times, but floods and severe storms have had similar effects on
local CI, for short or long periods of time. Arguably, the Walkerton case resulted from a
combination of natural and human activity: organic contamination, weather-related
excess water runoff, and human error. In July 1999 a maintenance accident caused a
small explosion and fire at the Bell Canada central office in Toronto. This disrupted
telecommunications (including telephone and Internet service) in the city and across
Canada for about six hours, causing financial losses to business and the stock
exchange. No saboteur has yet matched the destructive power of 'Mother Nature' or the
normal frequency of simple human error.
Criminal activity directed against the business community is also common. Financial
services is the most important business Cl sector because the economy depends on it.
It is also vulnerable because it must be open to human interaction in order to function.
Embezzlement, fraud, and money laundering are genuine threats because they can
compromise the integrity of financial institutions . Governments, businesses, and the
public trust the banks and similar firms to handle transactions with security and
discretion; violation of that trust could erode confidence in the security of other
institutions and in the economy itself. This sector faces threats from "Insider crime"
(disgruntled employees) and organized crime. The former usually has the advantage of
inside knowledge, legitimate access, and trust. The latter may use vast financial
resources and/or threats, violence and blackmail to gain access. The financial sector
takes these threats seriously.
5

Warfare is - so far - the rarest form of threats to Cl, but it is not new, even in Canada. In
the early 1960s the Sons of Freedom - a splinter group of the Doukhobor religious sect carried out some 60 attacks on infrastructure targets, more than half against electric
power poles and transformers, and another quarters against railway tracks, bridges and
rolling stock. Only one of these incidents caused significant damage and disruption: the
bombing of a power transmission tower knocked out power to four communities and an
industrial complex, leading to temporary layoffs. Between 1963 and 1971 the FLQ
separatist movement attacked infrastructure targets on 53 occasions. About half of
these were directed against the post office in 'symbolic' attacks. Financial services also
were targeted, including the most serious FL,Q bombing - of the Montreal Stock
Exchange, causing about $ 1 million damage. In May 1982 an anarchist group calling
itself "Direct Action" bombed a BC Hydro substation, as a political protest against
capitalism. The bomb caused about $ 5million in damage, but no power outage resulted
because the station had not entered service. In June 1985 a probable act of bomb
sabotage destroyed an Air India flight which originated in Canada, killing all 329 people
on board. Between 1996 and 1998, there were more than 160 incidents of industrial
vandalism and sabotage directed against the oil and gas industry in the Peace River
district of Alberta. These incidents of sabotage and terrorism constitute Canada's
experience of "warfare" against Cl up to this time. Few of them have been serious, and
concerted campaigns against CI have been very rare.
'Cyber-war so far has been mostly of the nuisance variety: annoying and sometimes
costly viruses, Denial of Service attacks, cyber 'Break and EnterThackine, and
snooping. But, even taken together, these do not yet constitute a serious threat to
national security. The widely touted "nightmare" scenarios, in which entire national
systems are "taken down" at the click of a mouse, have yet to occur anywhere. It may
be that motive, means, and opportunity have not converged to the degree necessary to
make such an attack possible. Moreover, the considerable redundancies built into
existing IT/CI systems and networks call into question the assumptions underlying the
'worst case' thinking. So, this type of threat remains unproven and possibly 'overhyped'. That said, there is no room for complacency. All the evidence points to
increasing sophistication among both recreational hackers and potential hostile actors.
And existing safeguards on Canadian government IT systems and networks may be
insufficient.
If Canada's experience with international terrorism over the last thirty years is any
guide, then its relatively low international profile and benign approach to international
affairs suggest that Canada is unlikely to be singled out for a CI attack in its own right.
However, various extremist groups appear to have used Canada as a 'springboard' for
attacks on other countries; the United States is the prime target, but this makes Canada
itself vulnerable as well. For example, if such groups shifted their attacks to Canadian
Cl, such as natural gas pipelines, electricity grids or telecommunications, they could
inflict serious consequences on the United States as well as Canada. In this context, Cl
Collective Security. Canada owes it to itself and to its primary ally to exercise security
"due diligence" in protecting CI. The only question is: whose job is it?
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3. CIP, DND, and the Canadian Forces

di

The Canadian Forces are responsible for conducting military tasks in relation ta the
defence of Canada and collective security commitments at home and abroad. CI
constitute a national resource; protecting CI is a national responsibility and task. But,
the role of the Canadian Forces in CIP is - and ought to remain - limited, for several
reasons. The first, and most important is jurisdiction. Most of Canada's CI are owned
and operated by the private sector or by provincial and local public utilities. They, not
the federal government, have the primary responsibility for ensuring the security of
Canadian Cl. It is for that reason that the main role of the OCIPEP will be facilitate
cooperative security efforts with the Cl stakeholders; it's executive authority will be
strictly limited. The constraints on the federal government's role in C1P apply to DND
and the CF. They cannot run Cl security programs for the provinces or for the corporate
sector. Even were such tasks appropriate, the level of threat at present coulci not justify
the diversion of scarce military resources (personnel, time, equipment, or funds) from
more pressing military tasks. In any case, in the Cl/IT field, the RCMP's Technical
Security Branch, private security, the financial services sector, and the IT industry itself,
are better equipped than the CF to handle CIP (although none of these have unlimited
resources either),
Recommendations

DND and the CF could - and should - play two useful, but limited roles in CIP. First, they
must exercise "due diligence' by 'ensuring that their own house is in order.' In short, the
CF and DND must secure their own Cl. This should include: increased and ongoing
cyber security awareness training for personnel; and development of incident response
procedures and plans for damage containment and recoveiy. Whether the CF ought to
develop an offensive cyber 1W capability beyond its current Information Operations and
EW capabilities is a matter worth further exploration; this issue has both resource and
legal implications. However, the CF does require some cyber IW/EW counterintelligence capacity, to ensure that it can anticipate, contain, and counter cyber
espionage and attacks directed at its own installations or against its deployed forces .
CF must ensure that its 'trusted' systems, networks, and communicationsFinaly,the
are sufficiently 'hardened' against cyber attacks, by employing physical and electronic
firewalls, cutting-edge encryption, and personnel and information handling security
procedures. The technical dimensions of this are the responsibility of the
Communications Security Establishment, which is responsible for COMSEC for the
government of Canada,
Second, the CF and DND should act as full partners with the OCIPEP, G1PCC and
other federal government agencies and departments in turning policies into plans,
capabilities, and actions, The CF should use its in-house expertise on IW and EW to
contribute to national threat assessments, especially with reference to the capabilities of
7

potentially hostile states and possible counter-measures . It should participate in
contingency planning and exercises that test the security of government systems and
the readiness to respond. DND should serve as the liaison with the US Department of
Defense on subjects of common concern and on shared (Canadian/ American)
responsibilities in the military Cl field, Finally, the CF should continue to maintain
capabilities and resources in the regular and reserve forces to assist civil authorities in
Cl protection and restoration, in the event of major attacks or disasters. All of that
notwithstanding, CIP should not be imposed as a drain upon the existing DND budget
and resources. If DND is to administer OCIPEP and to contribute to the related CIP
activities, then funding and other resources for this must be added; they should not be
at the expense of existing DND/CF needs, capabilities, and functions.
In an open, democratic society it is not possible to ensure the security of all Cl, at all
times and in all places. We must accept that we have to live with a degree of
vulnerability and risk. What the CF/DND can do is to minimize the risks to themselves,
and contribute to Cl risk reduction efforts of government, as suggested above. This will
allow them to make a useful but limited contribution to C1P, while they concentrate their
scarce resources on their primary role: performing effectively the essential military tasks
and missions that no other body can do.

BIBLIOGRAPHY
01111.,

Adams, James. The Next World War: Computers are the Weapons and the Front Line is
Everywhere.
New York: Simon and Schuster, 1998.
Alexander, Yonah, and Charles K. Ebinger, eds. Political Terrorism and.Energy: The
Threat and
Response. New York: Praeger, 1982.
Arquilla, John, and David Ronfeldt. In Athena's Camp: Preparing for Conflict in the
Information Age.
Santa Monica, CA: Rand Corporation, 1997,
Canada, National Defence, National Contingency Planning Group, Canada's Critical
Infrastructure:
An Overview. Ottawa: NCPG, 1999.
-----Vice Chief of the Defence Staff. Strategic Capability Planning for the Canadian
Forces Ottawa: DND, June 2000.
Charters, David A. Canadian Critical Infrastructure Security: A Pilot Study. Ottawa:
Solicitor General
Canada, 1999.
. "Future Directions in Critical Infrastructure Protection for Canada: A
Conference Report", Journal of Conflict Studies, vol. 21, no. 1 (Spring 2001).
(conference was organized by the Centre for Conflict Studies, UNB, 18 November 2000;
all papers will be posted on the Centre's website).
Denning, Dorothy E. Information Warfare and Security. Reading, MA: Addison Wesley
Longman, 1999.
8

Girard, Major J.J,M. Canada's Infrastructure Vulnerabilities: New Role for DND.
www.cfcsc.dnd.canrcinhinh9798/0034.html
Grove, Gregory, et al, "Cyber Attacks and International Law", Survival, vol. 42, no. 3
(Autumn 2000),
pp. 89-103.
Hoffman, Bruce. The Potential Terrorist Threat to Commercial Nuclear Facilities. Santa
Monica,
CA: Rand Corporation, 1988.
et al. Insider Crime: The Threat to Nuclear Facilities and Programs. Santa
----Monica, CA: Rand Corporation, 1990.
Libicki, Martin C. Defending Cyberspace and Other Metaphors, Washington, DC:
National Defense
, What is Information Warfare? Washington, DC: National
University Press, 1997.
Defense University Press, 1995.
McKenzie, Kenneth F., Jr. Revenge of the Melians: Asymmetric Threats and the Next
QDR.
Washington, DC: National Defense University Press, 2000.
Richter, Andrew. The Revolution in Military A ffairs and its Impact on Canada: The
Challenge and
the Consequences. Working Paper no, 28. Vancouver, BC: institute of International
Relations, UBC, March 1999.
Schwartau, Winn. Information Warfare: Chaos on the Electronic Superhighway. New
York:
Thunder's Mouth Press, 1994.
United States, President's Commission on Critical Infrastructure Protection. Critical
Foundations
Protecting America's Infrastructures. Washington, DC: US Government Printing
Office, October 1997,

9

The Vital Points Program During the 80s and Early 90s
• Program Aim: — to identify and determine the security
requirements of facilities and services vital to the nation during
peace & war emergencies.

• Primary Threats:- sabotage if cold war "heated up", terrorism

• VP Definition: — facility, resource or service essential to security
and continued functioning of the nation thus requiring extra
precautions to protect from disruption, destruction or disclosure.

• Operation: — Interdepartmental advisory committee (ACVP)
chaired by EPC coordinated assembly of VPs list. RCMP
maintained the list and inspected identified VPs as resources
permitted. Some provinces input VP info to federal list.

• CategorieS: - Cat I — so critical that the RCMP were assigned to
protect them in a crisis (totaled between 20 and 40)
- Cat II — less critical, to be protected by their
owners (between 1200 and 2000 of them)

•

•

Problems with the Vital Point Program at its Demise
• Lack of nation-wide provincial / territorial participation
• RCMP lack of resources to keep up with the inspections of identified
VPs, and to adequately protect Cat I VPs when threatened
• No means to compel private sector owners of VPs to cooperate,
especially with the inspection process

• OGDs decreasing interest and participation (due to lack of resources)
after end of the Cold War
• Difficulty in maintaining the currency of the list even when the
number of VPs had been greatly reduced to about 1200
• Decreased EPC staff to chair meetings and coordinate program
• Continued inability to respond to security/protection needs of even
the higher-scored Cat II VPs. Had to assume that owners would
make the appropriate arrangements when the threat situation
became sufficiently serious

•
D

•

•

CI STUDY PACKAGE
MODULE ONE CANADA
-

General Guidance: The aim of Module One is to introduce you to the "National
Critical Infrastructure Assurance Program" (NCIAP). While this program is still in its
infancy from a developmental standpoint, the module brings together existing policy and
developmental concepts to allow you to prepare for your participation as a valued partner
in the development and implementation of the national program.
Specific Guidance: You should commence by reading "National Critical Infrastructure
Assurance — the Case for Action". This will give you the underlying foundation for the
future development of the national program. As well, you should note the functional
relationships of Security, Critical Infrastructure, and Emergency Management as they are
embodied under the umbrella of Public Safety and Emergency Management Canada.

•

Next, you should read the introduction to the Ontario Critical Infrastructure Assurance
Program. Read the update and study the organizational structure of the provincial
program on the accompanying diagrams that are included in the workbooks. This
provincial organizational structure is important since it will be the vehicle through which
the regional representatives of federal departments vvill collaborate with the province to
advance the implementation of the NCIAP.

Once you have digested the focus and scope of the proposed NCIAP and the Ontario CI
Assurance Program, you should read "NCPG 2000" in the documents file of the CD
ROM. The first few pages are included in the workbook with guidance on how to
interpret this document that was a by-product of the national Y2K effort. This task will
consume considerable time if you vvish to gain a broad understanding of all the
infrastructure sectors. If your work area is focused on specific infrastructure sectors, you
can save time by reading only your respective sectors; however, we recommend that you
at least scan the other sectors due to the interdependencies of the critical infrastructures.
Next, you should read "Canada's Actions against Terrorism since September 11 ffi"
included in your workbook. This will facilitate an understanding of the distinction
betvveen the hnmediate responses and the evolving long-term initiatives of the PSEP

mandate.

•

Next, you should scan two additional electronic documents. These are the "Canadian
Government Sectuity Policy" and the "National Counter-Terrorism Plan". You should
focus on the roles, responsibilities and jurisdictional agreements betvveen the different
levels of govenunent and their respective agencies. You need to understand what is
meant by the "6(2) Agreements" relating to jurisdictional matters. The intention is NOT

1

to make links with the NCIAP, but rather to educate you to avoid conflicts in the staffing
of the NCIAP when dealing with secmity agencies.
Finally, sc an the remaining documents to gain a general understanding of their contents
for future reference.

Web Sites: You should become familiar with the EMO site that is located in the
"Provincial Orgs" sub-folder of the "Documents" file. Finally, briefly sca.n the remainder
of the web sites.
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NCIAP — a synopsis

National Critical Infrastructure Assurance
Canadians
depend on
complex
infrastructures to
provide essential
services

The National
Critical
Infrastructure is
growing more
complex and
vulnerable

Threat
environment
is changing

-

The Case for Action

Canada and Canadians depend on a network of physical and
computer-based infrastructures that provide essential energy,
transportation, communications as well as safety, financial, health
and emergency response services. These infrastructures -- collectively
referred to as National Critical Infrastructure or NCI -- are critical to
the health, safety, security and economic well-being of Canadians and
to the effective functioning of governments. The NCI includes
physical structures (bridges, canals and pipelines), as well as
information technology-based networks and services (in the fmancial,
telecommunications and energy sectors, for example). In addition to
infrastructures of national significance, Canada has infrastructures
that are essential to citizens living in a particular geographic region.
Canada's critical infrastructures are highly connected and highly
interdependent. Corporate consolidation, industry rationalization,
efficient business practices such as just-in-time manufacturing and
population concentration in urban areas have all contributed to this
situation. Perhaps most importantly, over the past decade or so, the
nation's critical infrastructures have become more dependent on
common information technologies, including the internet. Problems
can cascade through these interdependent infrastructures, causing
unexpected and increasingly more serious failures of essential
services. Interconnectedness and interdependence make these
infrastructures more vulnerable to disruption or destruction.

At the same time as vulnerabilities are changing and increasing, so
too are the threats. The frequency and impact of natural disasters that
affect the critical infrastructures are increasing. The infrastructures
are also vulnerable to a changing threat environment, one that
includes catastrophic terrorist attacks and destructive computer
viruses and worms (for example, like the September 11 attacks in the
U.S. and the Code Red worm attack on the world's computer
networks).

In order to provide Canadians with greater assurance of resilience and
survivability of these critical infrastructures, a partnership for action
is proposed.

•
11/1/2002
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Accountability and Co-operation
Critical
infrastructure is
primarily owned
or operated by
the private sector
Owners and
operators are
accountable for
the continuity of
their own
operations

Effective
preparation
and response
depends on
co-operation
and exchange

of information

Canadians
expect all levels
of government
and the private
sector to cooperate to assure
a resilient and
survivable
National Critical
Infrastructure

-

The Case for Partnership

Only a small portion of the NCI is publicly owned. About 85% is
controlled by private industry and other non-government
organizations.
The owners and operators of each component of the National Critical
Infrastructure are accountable for safeguarding their own critical
assets and ensuring the availability of their goods and services to their
customers and clients. They accept this responsibility as good
management of their organizations and businesses. The public sector
is accountable to citizens through their elected representatives.

We have learned through the Year 2000 experience, the Eastern
Canada ice storm, the Red River and Saguenay floods and the
September 11 attacks that it isn't enough for organizations,
governments, companies or even whole industry sectors to plan in
isolation. Effective protection planning and response to emergencies
need the co-operation of interdependent organizations, industry
sectors and governments. Effective planning for the continued
functioning of the National Critical Infrastructure requires an
exchange of information and a commitment to work together among
industry sectors, as well as between industry and government. Better
understanding of the new vulnerabilities and the changing threats
allows for better planning of consequence management.
Canadians expect the National Critical Infrastructure to continue to
function, regardless of which organizations own or operate the
component parts. They expect the federal govermnent to play a
leadership role in ensuring that this happens. They expect all levels
of govermnent and private sector ovvners and operators to co-operate
to assure the continuity of the services on which Canadians depend.
So much of both regional and national critical infrastructure is
international. Pipelines and highways do not stop at borders, cables
vital to information technology services are buried deep on ocean
floor beds. This means that international co-operation is also an
important component, particularly with our U.S. partners.
It is important to establish ongoing, dynamic national and
international partnerships among critical infrastructure
owners/operators and govermnents.

•
11/1/2002
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National Critical Infrastructure Assurance Program — NCIAP
OCIPEP is
launching NCIAP
to provide a
national
framework

The NCIAP will
create a
partnership and
provide a forum
for co-operation

The Government of Canada, through the Office of Critical
Infrastructure Protection and Emergency Preparedness (OCIPEP) is
initiating the National Critical Infrastructure Assurance Program. The
NCIAP will provide a national framework for co-operative action to
work toward a more resilient and survivable NCI.

The NCIAP will create a partnership among government and private
sector owners and operators, and others with a stake in the National
Critical Infrastructure. The partners will exchange timely information
about risks, vulnerabilities and threats and create a better
understanding of interdependencies. The NCIAP will promote an
ongoing forum where the constraints of competition, liability and
information sensitivity can be balanced with the benefits of a more
secure critical infrastructure. It will also help members of the
partnership deal more effectively with disruptions to their critical
services and with incidents that threaten those same services. It will
help provide more information to partners on specific threat situations
that will allow them to take actions to deal with their potential
consequences.

The NCIAP will
focus on overall
systems and
networks and the
ways they work
together

The traditional approach to protecting the national infr astructure has
been to identify specific physical assets of national importance and
develop plans for their protection. OCIPEP's consultations have
shown a need to focus instead on the overall systems and networks
that make up the National Critical Infrastructure and, more
importantly, on the associated interdependencies. The NCIAP will
emphasize the need for the resilience of interrelated systems and their
combined ability to continue to provide essential services.

The result is
better risk
management for
all partners

The responsibility and accountability of owners and operators to
make their own decisions and plans for protecting their own assets
will not change. However, through partnership arrangements a wide
array of tools and expertise can be shared and the level of awareness
about potential problems raised. The initial focus of the NCIAP will
encourage information sharing and protection relationships to enable
all partners to do better risk management.

•
11/1/2002
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Building the Program
The program will
be built through
the efforts of all
the pa rt ners,
government and
private sector

The short-term goals are to:
• bring the partners together to jointly develop objectives and
•

•

approaches;
agree on the roles of the participants; and
design the details of the partnership.

To stimulate discussion, the draft NCIAP Discussion Paper will be
distributed among industry groups, provinces/territories, nongovern mental organizations and the Govermnent of Canada
organizations that will form the partnership. We will distribute the
draft NCIAP Discussion Paper by November 1 and we intend to bring
key stakeholders together by December 13.
Government of
Canada will
contribute to
the program

The Government of Canada, through OCIPEP, law enforcement and
national security organizations and lead sector departments such as
Industry Canada, Natural Resources Canada, Finance Canada and
Transport Canada, will contribute to the NCIAP by:
-

-

NCIAP will
complement
activities of
partners

11/1/2002

providing overall national leadership and coordination;
assuring the Government of Canada's critical infrastructure;
working in collaboration with the Canadian security and
intelligence community on ways to enhance the sharing of threat
and vulnerability information;
increasing national critical infrastructure protection cooperation
between the United States and Canada;
examining the feasibility of a national alert system for critical
infrastructure;
issuing alerts, advisories and information notes on threats,
vulnerabilities, incidents and other matters related to assurance of
national critical infrastructure (both physical and cyber);
developing awareness and training programs;
developing a research and development program; and
developing a national exercise program.

Work on critical infrastructure assurance is already underway in
many parts of Canada -- led by individual provinces and/or industry
sectors. In addition, regional groups (for example, in the Pacific
North West area) are focusing attention on critical infrastructure
issues through exercises and conferences. The NCIAP will
complement these activities and provide an overarching national
framework in which local, regional and sector-specific programs can
succeed.
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NCIAP will
enhance
international
relationships

While the focus for the NCIAP is within Canada, the Government of
Canada, provinces, territories and sectoral associations are currently
involved in a range of Canada-United States and international
activities. These efforts vvill enhance the NCIAP.

Benefits of Participation
The NCIAP will
benefit all
Canadians and

the NCIAP
partners

•

The program will make our National Critical Infrastructure less
vulnerable to disruptions. It will help partners deal more effectively
with disruptions and incidents, or specific threat situations.
The program will benefit Canadians, Canadian industry and
governments at all levels in Canada:
•

Canadians will benefit from a more secure critical infrastructure.

•

All partners will benefit from organized support and better
information to carry out their own assurance programs
efficiently.

•

Governments will benefit from the ability to better meet the
expectations of Canadians and to promote Canada's interests
internationally; including with the United States.

•
11/1/2002
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Ontario Provincial Critical
Infrastructure Assurance
An Introduction
Program
-

What is Critical
Infrastructure?
Critical infrastructure is the assets or systems,
both physical and cyber, which, if disrupted or
destroyed, could have a critical impact on the
health, safety, security and economic well being
of human beings or adversely affect the
functioning of government.
It is the assets or systems that sustain the
economy, for example, water, sewage, electricity
and telecommunications infrastructure, which are
necessary for most businesses to function. Some
illustrations of critical infrastructure failure:
•

•

•

•

When water treatment
or
sewage
treatment cease to function, serious public
health problems arise which must be
addressed quickly to prevent the outbreak
of disease
Storm drains that fail due to damage or
overload of capacity can cause serious
flooding
Emergency services communications that
fail could have serious consequences for a
community's health and safety
The failure of heating and cooling systems
during very hot or very cold weather can
lead to heat exhaustion or hypothermia for
building occupants

Why Identify and
Assure Critical
Infrastructure?
The identification and assurance of critical
infrastructure will help to safeguard the health,
safety, welfare and property of the residents of

Ontario. Our residents, businesses, and
governments depend on a healthy and stable
Ontario.
The potential impact of natural disasters on
our critical infrastructure is increasing.
Catastrophic terrorist attacks are now feared.
Computer viruses and worms have proven to be
extremely destructive and costly. We have
learned through the Year 2000 experience, the
1998 Eastern Ontario Ice Storm, the September
11 th attacks in the United States, and the 2003
incidents: SARS epidemic, Blaster Worm
computer virus, and the electrical blackout, that
governments, organizations, companies or
industry sectors cannot plan in isolation. The
Provincial Critical Infrastructure Assurance
Program will bring together stakeholders to
assess and respond to threats to Ontario's critical
infrastructure.
As a society we also face increasing
vulnerability to the disruption or destruction of
essential services and industries. Ontario's
critical infrastructures are highly connected and
interdependent nationally and within North
America. Corporate consolidation, industry
rationalization, efficient business practices such
as just-in-time manufacturing, and population
concentration in urban areas have all contributed
to our increased vulnerability as a society.
Perhaps most importantly, over the past decade
or so, Ontario's critical infrastructures have
become more dependent on common information
technologies, including the Internet and intranets.
Due to our dependence on these common
information technologies, problems can cascade
through these infrastructures, causing unexpected
and increasingly more serious failures of essential
services. Interconnectedness and
interdependence make these infrastructures more
vulnerable to disruption, or destruction. The
Critical Infrastructure Assurance Program will
reduce the vulnerability of critical assets and
systems.
Human activities can contribute to a
disaster's increased intensity. Society's
vulnerability to natural hazards is the result of the
environments in which we live and the many
choices that shape our lives. For example, urban
expansion into inappropriate or high-risk areas,
such as flood plains or unstable slopes, exposes a

greater proportion of the population to natural
hazards. Ontario's Critical Infrastructure
Assurance Program can help to promote positive
action for the protection of critical infrastructure
while reducing human-caused disasters.
Ontario's residents expect critical
infrastructure to continue to function, regardless
of which organizations own or operate the
component parts. They expect governments to
play a leadership role in ensuring that this
happens. Ontarians expect all levels of
government and the private sector to co-operate
to assure the continuity of the services on which
they depend.
Communities and ministries have
traditionally had the responsibility to ensure the
safety of their residents. Assuring critical
infrastructure at a ministry and community level is
one way of building on the positive efforts that
have been accomplished to date in many
communities. The Emergency Management Act
provides communities and ministries with the
mandate to carry out critical infrastructure
assurance and directs Emergency Management
Ontario to assist with this process. Government
leadership in assuring critical infrastructure will
help to continue to make Ontario one of the safest
places in the world.

The Ontario Program
The Critical Infrastructure Assurance
Program (CIAP) is part of the overall Provincial
Emergency Management Program that will
identify Ontario's key facilities, systems and
networks, and their interdependencies. It is a
collaborative process with Ontario ministries,
Federal departments, communities, and
representatives of the private sector.
The Ontario Critical Infrastructure
Assurance Program aims to reduce the
vulnerabilities of critical infrastructure in both the
physical and cyber realms by decreasing the
frequency, duration and scope of disruptions and
by facilitating response and recovery. This is
achieved through the application of risk
management and business continuity
management processes and techniques.

The province has conducted a detailed
review of critical infrastructure assurance projects
in other jurisdictions, including the United States,
Britain, Australia and our federal government.
Ontario's Critical Infrastructure Assurance
Program) will recommend acceptable levels of risk
based on recognized risk management practices.
Mitigation solutions will be developed based on
best practices, legislation, codes and recognized
national and international standards. Program
participants will also implement recommended
mitigation solutions.
The basis for critical infrastructure
assurance is risk management, which consists of
assessing the likelihood and impact of events
from each of the hazards that has the potential to
seriously disrupt or destroy essential elements or
functions of the critical infrastructure.
The proposed process has four broad
aims: to reduce the probability of an adverse
event occurring; to reduce, eliminate, or transfer
risk impact before an event; to control, contain,
and reduce impact during an event; and to restore
and recover after the event.
The critical infrastructure assurance
program seeks first to identify the most critical
elements of infrastructure in each of the
commonly defined sectors. The next step is to
apply a detailed risk analysis to these critical
elements; this analysis should identify specific
vulnerabilities, assess the impact and
consequences of a risk even occurrence, account
for the mitigation measures and plans currently in
place, and recommend additional security and
mitigation measures to deal with any
unacceptable high residual risk created by new
and emerging threats.
The last step of the risk management
concept is sustainment based on reporting,
monitoring, information exchanges, exercises,
and the annual review of emergency
management programs.
Emergency Management Ontario has
identified eight sectors, which will serve as the
foundation of the Critical Infrastructure Assurance
Program. The sectors are as follows:

•

Food and Water

•
•
•
•
•
•
•

Electricity
Gas, Oil and Chemical
Transportation
Communication Systems
Financial Institutions
Public Safety and Security
Continuity of Government

Communities and provincial ministries will
identify and assure critical infrastructure within
these sectors.
Sector working groups will also be
established for each of the identified sectors. The
sector working groups will include broad
representation from communities, provincial and
federal governments, and from the private sector.
One ministry will take the lead in each sector
working group and will bring together
representatives with the expertise and knowledge
required. The work accomplished in these groups
will be forwarded to communities, ministries,
pertinent federal departments, and private sector
stakeholders to assist them in assuring their
critical infrastructure. Each sector working group
will report to the Ontario Critical Infrastructure
Assurance Committee (OCIAC). The OCIAC will
report to the Emergency Management
Coordinating Committee (EMCC).
These sector working groups, facilitated by
Emergency Management Ontario staff, will
identify critical infrastructure, adopt and apply a
risk management matrix, identify vulnerabilities,
propose mitigation strategies, and produce
guidelines. The sector working groups will also
implement mitigation solutions when they are
approved by the Ontario Critical Infrastructure
Assurance Committee and the Emergency
Management Coordinating Committee.

The Process Guidelines
The proposed process for Ontario's critical
infrastructure complements Emergency

•

Management Ontario's existing guidelines for
emergency management programs. Ministries
and communities should progress through three
levels of assurance for their critical infrastructure:
essential, enhanced, and comprehensive.
The Essential level will ensure compliance
with the requirements of the Emergency
Management Act. To achieve the essential level,
ministries and communities will prepare an
assurance plan identifying and prioritizing their
critical infrastructure. This work will be the
foundation for implementing assurance measures
in the enhanced and comprehensive parts of the
process. This plan should be reviewed annually.
At the Enhanced level, each community
will assess the vulnerability of its critical
infrastructure. Communities and ministries will
develop and implement assurance solutions
based on the prioritized critical infrastructure list.
At this level, communities and ministries will
develop an employee education program to
ensure that critical infrastructure
owners/operators understand and can effectively
implement the assurance solutions. The
enhanced program should be reviewed annually.
At the Comprehensive level, each
community will apply a recognized risk
management process to its critical infrastructure.
The community will then develop and
implement assurance solutions based on this risk
management process. The community also
needs to establish an employee training program
and public education program. At this part of the
process, a community will conduct a
comprehensive annual review of its critical
infrastructure assurance program.

Conclusion

•

Through the Provincial Critical Infrastructure
Assurance Program the Province's critical
infrastructure will be identified, and through
identified mitigation processes, assured, to help
safeguard the health, safety, welfare and property
of the residents of Ontario.

Ontario Critical Infrastructure Update
Critical Infrastructure Organization
In keeping with the intent to align its activities with its newly drafted doctrine,
Emergency Management Ontario (EMO) has recently renamed its headquarters
staff divisions to better reflect the four pillars of emergency management. The
former Plans Division

has been renamed

"Provincial

Mitigation

and

Preparedness Programs". Within this division there are two full time Critical
Infrastructure Programs Officers dedicated to the Ontario Cri-tical Infrastructure
Assurance Program.
In Ontario, the long established Emergency

Management Coordinating

Committee (EMCC) oversees the coordination and development of emergency
management policies, programs, plans and operating procedures. The PSEP
Ontario Region Director attends this committee in an advisory capacity.
Within the provincial critical infrastructure program, the Ontario Critical
Infrastructure Assurance Committee (OCIAC) is being established as a steering
committee to oversee the coordination and development of the eight sector
working groups of the Ontario Critical Infrastructure Assurance Program. The
first meeting is planned for February 12, 2004. The PSEP Ontario Region
Coordinator for the National Critical Infrastructure Assurance Program attends
this committee in an advisory capacity.

Ontario Critical Infrastructure Assurance Program
An Ontario critical infrastructure workshop took place on November 5, 2003 with
provincial ministry representatives and federal department counterparts in
attendance. The purpose of this workshop was to maintain a focus on critical
infrastructure as part of the provincial emergency management program. This

•

was the second occasion for provincial and federal counterparts to meet before

the inaugural meetings of the eight sector working groups expected early this
year.
The eight provincial CI sector working groups are being created with Ontario
Government ministry leads or co-leads to work through critical infrastructure
planning.

EMO staff is now actively suppor ting provincial ministry

representatives to assist them in establishing the sector worldng groups. Federal
department regional representatives with functional linkages to the respective CI
sectors will collaborate with their provincial ministry counterparts in the
development of the structure and future activities of the working groups.

Ontario Continuity of Government Sector
-

EMO is worldng in close collaboration with the Ontario Management Board

Secretariat (MBS) on continuity of operations planning. MBS is taldng a holistic

•

approach to continuity of government operations by brealdng down existing silos
and integrating the functions of sectuity, safety, critical infrastructure assurance
and business continuity planning under the umbrella of its emergency
management program. It is now clear that the key to the implementation of
critical infrastructure assurance in the Ontario Public Service is its business
continuity process with its associated risk management methodologies. Business
continuity planning workshops for all ministries are commencing February

9th,

2004

The MBS mission statement reads; "In support of our commitment to deliver quality
services and value for money to the Ontario public, MRS will effectively
government resources and provide ministries with

manage

standards, leadership and integrated

solutions to achieve government priorities."
EMO staff is worldng on continuity of operations guidelines for the end of

•

January 2004. A training program on continuity of operations planning is being
developed and training will be carried out early in the New Year.

•
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A coordinating committee for the coordination and
development of emergency management policies, programs,
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Ontario Critical Infrastructure Assurance Committee
(OC IA C
)

A steering committee overseeing the coordination and development of the
Ontario Critical Infrastructure Assurance Program
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Canadian Infrastructures and their Dependencies

Preface
When the National Contingency Planning Group (NCPG) was formed in October 1998, part of its
mandate was the production of a National Infrastructure Risk Assessment (NIRA). The NIRA's
objective was to better position the country for the transition to the Year 2000 by finding out which
infrastructures were most at risk. It set out to examine important Canadian infrastructures, determine
their criticality and assess their probability of failure. The criticality portion of the NIRA was first
published in May 1999 in a book called "Canada's Critical Infrastructure: An Overview" (CCI). To
determine the criticality, two criteria were used: impact on four tenets (direct impact on individual
Canadians), and degree of dependency (direct impact on Canadian Government, Industry and
Business). For example, a loss of telecommunications would have a great impact on individuals
through the first tenet (safety) as 911 services are affected. Also, telecommunication is very much
relied upon by most government services, industries and businesses, thus making it a highly critical
infrastructure element. Thirty-six infrastructure elements were agreed upon, ranging from physical
systems (such as electricity, telecommunications, jails and airports) to services (such as health,
finances, and search and rescue). A panel of subject matter experts was assembled in February 1999
to rank the criticality of the 36 infrastructures against each of the criteria. The details of the adopted
methodology are described in Annex A of the CCI document.

Later, NCPG was given the mandate to monitor and coordinate federal organizations through the
Year 2000 transition. One of the groups formed under NCPG was called the Infrastructure Analysis
Group (IAG). Its mandate was to predict potential impacts on the Canadian infrastructure and
critical government functions resulting from any Year 2000 failures. Given that Year 2000 failures
could surface just about anywhere and given that these potential impact analyses had to be produced
extremely quicldy during an emergency, the IAG required extensive preparations. Among the
preparations, IAG produced Infrastructure Profiles (IPs) on a total of 31 infrastructure elements. The
IPs' main purpose was to speed up impact assessments by providing as much relevant strategic level
information as possible. They included a description of the infrastructure, statistics, maps, contacts,
references, jurisdictions and, of course, a detailed analysis of the interdependencies. These included
the vulnerabilities of each infras tr ucture as well as an analysis of the impact of losing the
infrastructure element. Fortunately, in preparing the CCI document described above, much of the
groundwork for the analysis had already been done by the panel of subject matter experts. The result
was 31 large binders replete with information to support any potential impact analysis the IAG might
have been expected to perform during the transition.
Following the Year 2000 transition, it was decided that the binders would be transferred to
Emergency Preparedness Canada (EPC). At the same time, it was recognized that a more condensed
version would be useful to a broader audience. Therefore, it was decided that a summary version of
some Ts should be assembled under one cover. The result was this book.

*CONTENTS OF BOOK ON ACCOMPANYING CD ROM
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Canadian Infrastructures and their Dependencies

Introduction
Canada is one of the most developed countries in the world. The underpinnings of its prospe rity are
the systems that allow it to communicate, heat and light its homes and businesses, power its
transportation systems, provide health care for its citizens, run its banking and financial systems,
provide water, emergency services and food, and assure the continuity of gove rn ment. These are the
infrastructure elements on which it relies for its well being.
The National Contingency Planning Group (NCPG) was formed to assess the risk associated with the
transition to the Year 2000 on Canada's infrastructure and to coordinate contingency plans at the
national level. Over a two-year period, it amassed, for the first time, an overall picture of these
infrastructure elements.
The material in this book was assembled by NCPG analysts who worked with their colleagues across
the federal system to gain a better understanding of the essential components of each infrastructure
and their interconnections. As the title suggests, a key element of the book is the analysis of
dependencies (impacts and vulnerabilities) determining thresholds for system failures or
unacceptable levels of service. This analysis was based on four tenets, which are, in order of
priority:
•
•
•
•

No loss of life
Basic community needs are met
Business continues as usual
Confidence in government is maintained

Each chapter in this document outlines the profile of a particular infrastructure Infrastructures were
selected to represent the areas key to the proper functioning of our nation during potential
emergencies. Each chapter gives a description of the infrastructure, how it is organized, how it
functions, regional breakdowns where applicable, federal organizations involved in serving or
regulating the sector or industry, a dependency analysis and the jurisdictions involved. In some
instances, the chapter brings together disparate information across federal, provincial, municipal and
private sector systems, not usually available through a single federal department, agency or portfolio.
The book is meant to bring under one cover an overview of the major Canadian infrastructures and
how they interact with each other.

*NOTE — TERRORIST THREATS FACED TODAY WERE
NOT FACTORED INTO THE ANALYTICAL THREAT
ASSESSMENT; THEREFORE, THE CRITICALITY
ASSESSMENTS SHOULD BE SEEN IN THIS LIGHT.
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THE VALUE OF THIS DOCUMENT TO NCIPP PLANNERS
IS TO GAIN A BROAD OVERVIEW OF CANADIAN
INFRASTRUCTURES AND THE COMPONENT ELEMENTS.
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CANADA'S ACTIONS AGAINST TERRORISM
SINCE SEPTEMBER llth - BACKGROUNDER
Since September llth
The Government of Canada acted swiftly in response to the September 11 attacks and to
the global threat of terrorism.
• Within 45 minutes of the terrorist attacks on New York City and Washington, D.C.,
Canada began accepting 224 diverted planes and more than 33 000 passengers and
aircrew in airports across the country. In small communities like Gander,
Newfoundland and Labrador, 12 000 people were accommodated, although the local
population is only 10 000.
• Prime Minister Jean Chrétien established the Ad Hoc Cabinet Committee on Public
Security and Anti-Terrorism, chaired by John Manley, the Minister of Foreign Affairs,
to review policies, legislation, regulations and programs across the government to
strengthen all aspects of Canada's approach to fighting terrorism and ensuring public
security.
Government of Canada quickly implemented its Anti-Terrorism Plan, with five
The
•
clear objectives:

•

•

to prevent terrorists from getting into Canada;

•

to protect Canadians from terrorist acts;

•

to bring forward tools to identify, prosecute, convict and punish terrorists;

•

to keep the Canada-U.S. border secure and open to legitimate trade; and

•

to work with the international community to bring terrorists to justice and
address the root causes of terrorism.

The Government is supporting this anti-terrorism plan by introducing strong new
legislation and investing US $ 4.8 billion (C$ 7.7 billion) to fight terrorism and
reinforce public security since September 11th.

Putting more People, Technology and Capacity in Place

•

•

Canada invested $ US 176 million (C$ 280 million) in immediate measures — such
as enhanced policing, security and intelligence — in the wake of September 11. Key
initiatives included:
•

fast-tracking a permanent fraud-resistant resident card for new immigrants;

•

more front-end security screening for refugee claimants;

•

increased detention capacity;

•

increased deportation activity;

•

hiring of new staff to enforce upgraded security at ports of entry;

•

redeployment of over 2000 federal police officers to national security duties;

▪
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•

•

•

•

prevent, detect and respond to existing and emerging threats to
national security;

•

share information among criminal justice and other agencies; and,

•

undertake coordinated domestic and international law enforcement
responses and target cross-border criminal activity;

•

purchases of antibiotics to increase the national emergency stockpile system;

•

purchases of sensors and detection and other equipment and enhancements
for the national network of laboratories.

Budget 2001 builds on these initiatives through a comprehensive set of measures
designed to keep Canada safe, keep terrorists out and keep our border open. It
provides a total of US $ 4.8 billion (C$7.7 billion) over the next five years to enhance
security for Canadians and make Canada's borders more secure, open and efficient.
The Budget includes major investments to:
•

equip and deploy more intelligence and front-line investigative personnel,
improve coordination among agencies and boost marine security (US $ 1
billion /C$ 1.6 billion);

•

improve screening of immigrants, refugee claimants and visitors (including
detention and removals), for the quicker determination of refugee claims and
for new fraud-resistant Permanent Resident Cards (US $ 630 million /C$ 1
billion);

•

improve critical infrastructure protection, emergency preparedness and
response and an expanded anti-terrorism capacity for the military (US $ 1
billion /C$ 1.6 billion);

•

create a new air security organization, assign armed undercover police
officers on Canadian aircraft, purchase explosives detection equipment and
enhanced policing (US $ 1.4 billion /C$ 2.2 billion); and

•

enhancing border security and improving the infrastructure that supports
major border crossings to ensure the legitimate flow of goods and people (US
$ 756 million /C$ 1.2 billion).

Canada and the United States have increased vigilance of North American airspace
through our joint participation in NORAD (the North American Aerospace Defense
Command). Canada has made available additional CF-18 fighter jets to patrol our
shared airspace.

Preventing Illegal Migration and Efficiently Managing Legitimate Travel
Canada and the United States place the highest priority on ensuring our borders are safe
and efficient in order to facilitate the US $ 1.3 billion (C$ 1.9 billion) in daily trade across
our shared border.
•
On December 3, 2001, the governments of Canada and the United States signed a
Joint Statement of Cooperation on Border Security and Regional Migration Issues.

Canadian and American efforts will focus on deterrence. detection and prosecution of
security threats, the disruption of illegal migration and the efficient management of
legitimate travel through:

•

•

•

integrating Canadian officials on the US Foreign Terrorist Tracking Task Force;

•

reviewing visitor Visa policy;

•

developing joint units to assess information on incoming air passengers;

•

increasing the number of Immigration Control Officers overseas;

•

developing common biometric identifiers for documents;

•

developing a Safe Third Country Agreement;

•

expanding the Integrated Border Enforcement Teams; and

•

reinvigorating Project North Star.

Placing Immigration Control Officers overseas is a unique Canadian approach, which
has been successfully adopted by others, to stop terrorists, criminals and other
undesirables. In the past six years, Canadian immigration control officers abroad
have stopped more than 33,000 people with false documents before they boarded
planes for North America (over 6,000 this year alone).
The Integrated Border Enforcement Teams target cross-border crime through an
integrated law enforcement approach that brings together agencies at all levels in
Canada and their U.S. counterparts.

Strengthening Laws
The Government of Canada has introduced key pieces of legislation.
• The Anti-Terrorism Act, introduced on October 15, includes measures designed to:
•

identify, prosecute, convict and punish terrorists;

•

provide new investigative tools to law enforcement and national security
agencies; and

•

ensure that Canadian values of respect and fairness are preserved through
stronger laws against hate crimes and propaganda.

Measures include:
•

defining and designating terrorist groups and activities;

•

tougher sentences for terrorism offences;

•

making it a crime to knowingly participate in, facilitate or contribute to a
terrorist group;

•

making it a crime to knowingly collect or give funds in order to carry out
terrorism;

•

making it easier to use electronic surveillance against terrorist groups; and,
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conditions of release on suspected terrorists to prevent terrorist acts and save
lives.
Canada has ratified 10 of the 12 counterterrorism conventions of the United
Nations. The new Anti-Terrorism Act will allow Canada to ratify the remaining
two.

•

•

•

The Public Safety Act, introduced on November 22, will amend some 18
federal laws to further strengthened the Government's ability to protect
Canadians, prevent terrorist attacks and respond swiftly if a significant threat
should arise. Highlights include:

•

security requirements for the design or construction of aircraft, airports and
facilities;

•

screening people and goods entering restricted areas;

•

making it an offence to engage in any behaviour that endangers the safety or
security of a flight or persons on board;

•

requiring air carriers or those operating aviation reservation systems to
provide basic information on specific passengers or flights when it is needed
for security purposes; and

•

amendments to the Immigration Act to speed implementation of measures,
including:
•

suspending or terminating refugee determination proceedings if there
are reasonable grounds to believe that the claimant is a terrorist,
senior official of a government engaged in terrorism or a war criminal;

•

denying wanted persons the ability to evade justice by going to a
country of their choice rather than to the country where they are
wanted;

•

imposing stiff increases in penalties for people smuggling; and

•

giving immigration officers the authority to arrest and detain foreign
nationals in Canada who are unable to satisfactorily identify
themselves.

In addition, amendments to the Aeronautics Act will maximize the effectiveness
of the aviation security system and ensure that Canada continues to have one of the
safest aviation systems in the world.

Rooting out Terrorists and their Networks
Canadian law enforcement, security and intelligence organizations are collaborating and
actively participating in the largest international investigation in history to root out and
dismantle terrorist support networks in all their forms, wherever they exist.
Canada acted swiftly in support of UN Security Council Resolution 1373 to freeze the assets
of those who commit or facilitate terrorist acts and to prohibit the provision and collection of
funds for terrorist activities. Canadian financial institutions have frozen the US $ 217,000

(C$344.0001 associated with the 100 individuals and arouas desianated under the United
Nations Suppression of Terrorism Regulations.
The Government has invested an additional US $ 46 million (C$73 million) since Sept. nth
in the Financial Transaction Reports Analysis Centre of Canada (FINTRAC) to expand its
capacity to stop possible funding of terrorists.
Military Contribution
Canada committed direct military support for the U.S.-led international campaign against
terrorism. Known as Operation Apollo, the Government of Canada has contributed:
•

2 000 Canadian men and women of the Canadian Forces;

•

a Canadian Naval Task Group (two frigates, a destroyer and a supply ship) is
on station in the Arabian Sea;

•

another Canadian frigate is integrated with a U.S. Carrier Battle Group;

•

Canadian aircraft to conduct airlifts in the region; and,

•

a 1 000-strong light infantry unit is on seven days notice for possible
deployment within an international stabilization force.

Diplomatic Activities and Humanitarian Aid
Canada is working with other countries, individually and multilaterally, to broaden the
coalition to fight terrorism and to foster the establishment of a broadly representative,
accountable, stable, inclusive and multi-ethnic administration and government in
Afghanistan and in the reconstruction of that country.
.
• Canada is uniquely positioned as a member of the G-8, NATO (North Atlantic Treaty
Organization), the United Nations, the Commonwealth, la Francophonie, the
Organization of American States - among other international organizations - to
advance the anti-terrorism agenda and at nearly every summit and important
international gathering.
• Canada provided US $ 10 million (C$16 million) in emergency assistance to
Afghanistan since September 11. This is in addition to more than US $ 7.6 million
(C$12 million) contributed this year prior to the crisis and more than US $ 100
million (C$160 million) provided over the past 10 years.
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INTRODUCTION
1. With the advent of the personal desktop computer in 1980, the manner in
which the public and private sectors conduct business and provide services
to the public at large has changed. Over time, millions of computers and
thousands of dissimilar networks worldwide have been connected through a
global network of networks. Internet use has more than doubled annually for
the last several years to an estimated 40 million users worldwide in nearly
every country today. Connections between computer systems are growing
at an ever-increasing rate, with the Internet adding a new network about
every 30 minutes. This is especially true as businesses are beginning to
engage in e-commerce, or conduct business on-line, and governments
begin to provide information and services via an electronic environment, or
e-government. According to a report by the Computer Industry Almanac,
nearly 43 percent of Canadians use the Internet, which makes Canada one
of the leading countries for Internet use.
2. The growing dependence of governments, institutions, business, groups
and individuals on computer-based communications and information
technologies has resulted in a constantly changing view of what constitutes
threats in today's "information age." It is no longer necessary for "hostile
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actors"(i ) to have direct physical access to a computer to copy, destroy or
manipulate data. People can use a variety of techniques and software tools
to exploit a targeted system once they gain unauthorized access remotely
via the Internet or by dialling directly into the system using a telephone and
a modem. Most legislation and protective measures address physical
attacks on critical systems and data; however, they have been or are in the
process of being revised and updated to deal with the new class of
computer-based threats defined as Information Operations (10).

Information Operations
3. The concept of 10 has its root in that of "Information Warfare" (1W), which
is the physical and computer-based operations used by military forces in
time of conflict and near-conflict to compromise the access to and viability of
information received by the decision-makers of an enemy, while at the same
time protecting their own information and information systems. The term 10
is used to denote the use of 1W tools and techniques. The definition has
evolved over time to reflect the need for a state to maintain national security
by protecting its critical infrastructure. The critical sectors in a state's
infrastructure are those of: transportation; oil and gas; water; emergency
services; continuity of government services; banking and finance; electrical
power; and telecommunications.

4. 10 is the outgrowth of military doctrine that focussed on the use of
electronic warfare measures to degrade the capabilities of adversaries on
the battlefield. Operations conducted during the Desert Storm campaign in
1991 indicated that technological development had provided the military
with computer-based tools and techniques that could be used to degrade
not only military systems but those of government and the private sector as
well.
5. Within the realm of 10, there is no safe haven and territorial boundaries
become irrelevant as 10 can be conducted at any time against any sector,
public or private. All other "cyber" activity, such as cybercrime) ,
cyberterrorism, cyberwaral, netspionage and hacktivism is a subset of
10. However, most discussions relating to the use of computer-based tools
and techniques in the context of 10 have come to focus on information
assurance and the protection of computer-based systems and networks
from an intrusion or attack.

The Threat
6. Information Operations could be used to target national information
systems from anywhere in the world using inexpensive hardware and
software. M The potential threats to the critical infrastructure from a variety
of hostile actors with such tools and techniques include:

• the disruption of components of the national
infrastructure;
• the exploitation of information;
• the manipulation of information for political, economic, or
military purposes; and
• the destruction of information or infrastructure
components.
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7. Degrading of the operation of, or damaging, a targeted computer system
could have significant negative impacts on social, political and economic
activities, which would entail serious ramifications in the area of national
security. Although security measures are being created to protect these
infrastructures, the development of attack tools to circumvent these
protective measures is ongoing and these attack mechanisms have become
freely available through the Internet. The number of intrusions into
computer-based systems is on the rise and the tools used to exploit existing
vulnerabilities are growing in sophistication and simplicity. Although only a
small number of system intrusions are reported, indications are that the
level of reported incidents and vulnerabilities is doubling annually. In 2002,
statistics released by the Computer Emergency Response Team (CERT)
Coordination Center at Carnegie Mellon University in Pittsburgh show that
1,334 computer security incidents were reported worldwide in 1993,
compared to 21,756 in 2000 and 52,658 in 2001.

8 The threat of unauthorized intrusions into computer systems and networks
increases proportionately to the commonality of applications used and
degree of connectivity to external networks like that of the Internet. The
requirement for interoperability coupled with such connections create
vulnerabilities that can be exploited, for whatever reason, by hostile actors,
using malicious software such as viruses, Trojan Horses and wornne via
the Internet. In addition, physical attacks like cutting power cables or
destroying the hardware upon which the information infrastructure depends
are the equivalent of physical denial of service (DoS) attacks. The latter
form of attack prevents authorized users from gaining access to information
systems and data. Any of these hostile actors can attack vulnerable
infrastructure points using physical means and/or software. As a result, the
growing capability of a variety of hostile actors to make offensive use of 10,
in both its physical and non-physical forms, has the potential to threaten the
public safety of Canadians and the national security of Canada.
9. Discussions at the United Nations on the topic of the proliferation of 10
tools are couched in the rhetoric of weapons proliferation. The language has
evolved from mass destruction to include 10 tools and weapons of mass
corruption/disruption. The increasing reliance of states on computer
networks makes critical infrastructures attractive targets for attack and
exploitation, and many countries have embarked on programs to develop 10
doctrines and technologies.
10. According to American military and Congressional reports, Russia,
China, India and Cuba have acknowledged preparations for cyberwar and
are actively developing 10 capabilities; North Korea, Libya, Iran, Iraq and
Syria have some 10 capabilities. Even though many countries are
developing 10 capabilities, few have the means to fully integrate various 10
tools into a comprehensive attack which would cripple a country's
infrastructure. However, some could develop the required abilities to mount
such attacks over the next decade.
11. In his testimony before the Senate Select Committee on Intelligence on
the "Worldwide Threat 2001: National Security in a Changing World," 7
February 2001, Director of Central Intelligence George J. Tenet stated that
new communications technologies have enabled the efforts of terrorists,
who have used these technologies to advance their capabilities to raise
money, spread dogma, find recruits, and plan operations. He added that
some groups were acquiring rudimentary cyberattack tools. It is the Internet
which helps terrorist groups adopt the model of "leaderless resistance".
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Security of Systems and Data
12. The development of 10 tools and techniques is evolving in pace with the
rate of technological change in the communications and computer
industries. The ability to communicate and connect to networks worldwide
almost instantaneously has created both advantages and vulnerabilities.
13. As government departments and businesses globally have experienced
both intrusions into their networks and the loss of sensitive information, they
have attempted to install security measures to protect both systems and
data. Unfortunately, these security packages have a short life span. Surveys
and intrusion assessments conducted by private-sector security firms and
by government agencies worldwide indicate that a large number of security
packages and monitoring tools, many of which are commercially available,
are ineffective or misconfigured. A number of surveys conducted in the
United States and the United Kingdom indicate that more than 80% of
respondents in one case did not use firewalls or any other security
measures to protect their systems and data. Up to 93% of respondents in
another case were vulnerable to rudimentary attacks even if firewalls were
used.
14. As more and more persons, businesses and government departments
become dependent on computer-based communications and the operations
of interconnected networks, the configuration of interacting computer
networks and operating systems becomes more complex and creates
vulnerabilities. Natural forces (like storms), the normal development of new
hardware and software, and 10 tools could pressure these vulnerabilities
and cause failures entailing a profound effect, both short- and long-term, on
the operation of government and the private sector.
15. In his testimony before a Congressional subcommittee, the Director of
the Internet Security Alliance stated that 80% of all major security
vulnerabilities were common to all organizations. For the most part, this is
due to the use of the same vulnerable software. Generally, the ability to
network has far outpaced the ability to protect these networks. The private
sector, including some critical infrastructures, are installing and using
wireless networks to facilitate their activities. However, many of these
systems are not configured securely and are open to exploitation.

Examples of Information Operations
16. Many examples of 10-related activity can be drawn from the experience
of American government departments dealing with computer intrusions and
system exploitation. These experiences have been related in speeches
given before Senate and Congressional committees and in documents
produced by the U.S. General Accounting Office.
17. Extremist organizations, criminal groups and governments are acquiring
expertise in the area of 10 and could threaten various systems if they
possessed the proper tools and techniques to exploit vulnerabilities, and the
intent to do so. Testimony provided during committee hearings held within
government in the United States revealed the fact that an increasing
number of countries have or are developing offensive 10 programs. Further,
there is data indicating that an increasing number of extremist groups and
intelligence services are becoming proficient in developing and / or using of
10 tools and techniques. A number of these hostile actors may intend to use
10 tools to achieve traditional threat-related activities.
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18. Recent media reports indicate that protected military networks in the
United States have been easily hacked using rudimentary tools. American
government-sponsored examinations undertaken by the General
Accounting Office indicate that software tools obtained from hacker sites on
the Internet can not only degrade the operations of government
departments but also threaten the critical infrastructure. A recent National
Institute of Standards and Technology report highlights the fact that hackers
post approximately 30 to 40 new tools on hacking sites on the Internet every
month. An examination of system defacement statistics for 2001 indicates
there were 22,379 Web site defacements, and out of a total 29,000
defacements recorded for the period 1998 to 22 January 2002, sites in the
United States "domain" were defaced 868 times, those in the United
Kingdom "domain" numbered 519, those is the Australia "domain" totalled
345 and there were 205 defacements of sites in the Canada "domain."0)
While this type of data is incomplete, since all defacements and other
system attacks are not reported, the information indicates a trend, namely
that the number of system intrusions is on the rise.
19. In February 2000, national infrastructures suffered degradation from
virus and distributed denial of service (DDoS) attacks. The attacks, which
centred on a number of companies, each with a significant presence on the
Internet, were estimated to have caused damage in the order of billions of
dollars. The DDoS attacks of February 2000 acted as a proof of concept to
show that a number of computers that previously had been compromised by
hacker activity could be used in concert to focus attacks on a single target
or on a number of targets.
20. The subsequent infestation of computers around the world with the "I
Love You" virus had an even more profound effect on systems and
networks. This was due in part to the fact that the phrase "I Love You" in the
subject line of an e-mail message was a simple psychological operations
ploy that enticed many individuals to open the virus-laden e-mail attachment
and infect their computer systems. The digital threats posed by viruses,
worms and Trojan Horses result in billions of damage yearly; US$17.1
billion M in 2000 and US$13.2 billion in 2001, according to estimates issued
by the market research firm Computer Economics.
21. A 1997 Electric Power Risk Assessment conducted in the United States
concluded that the power grid was riddled with vulnerabilities. Some
elements of the grid used unsecured supervisory control and data
acquisition (SCADA) (1-0-) systems and were accessible through insider use of
corporate local area networks (LANs). In other instances, unsecured
SCADA systems could be accessed and controlled remotely via telephone.
Anyone with knowledge of the phone numbers required to gain such access
could affect the operation of the grid.
22. In Australia, in 2001, Vitek Boden was found guilty of using wireless
technology to hack into computers that used a SCADA system to control
some of the functions of a sewage treatment plant. His activities in early
2000 resulted in the release of sewage into local water systems. This was
deemed to be the first recorded instance of wireless hacking. SCADA
systems are used to control a variety of "critical infrastructure" processes
such as electrical power distribution, natural gas delivery, and sewage and
water distribution projects around the world, including those in Canada.
23. Regional, political tensions have resulted in hacking duels between
hacker groups and others in various countries:

• in 1999, there were hacking exchanges between China
http://www.csis-scrs.gc.ca/eng/miscdocs/200111_e.html
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and Japan over the issue of the Nan king massacre;
• between China and Taiwan over the issue of the latter's
independence of the former;
• between India and Pakistan over control of Kashmir;
• in 2000, Armenians placed false information in the
Azerbaijan daily newspaper "Zerkalo;"
• the 1999-2000 tensions between Israel and Palestinians
resulted in hacking activity by supporters on each side,
with the activity of pro-Palestinian supporters expanding
to include corporations and a pro-Israel organization in
North America as targets;
• supporters of the Former Republic of Yugoslavia
performed virus and denial-of-service attacks on NATO
computers;
• the collision between an American surveillance plane and
a Chinese fighter in April 2001 resulted in a hacking duel
between the supporters of the US and China; and
• the Alqaeda Muslim Alliance - a hacker coalition
composed of GForce Pakistan, the Pakistan Hackerz
Club, and the Anti India Crew that appears to support Al
Qaida and the Palestinian cause - hacked a number of
American sites, including that of the General Accounting
Office, threatening to continue attacks against Indian,
American, and Israeli sites.
24. Cyberattacks tend to accompany regional tensions and/or physical
attacks undertaken by hostile actors, and politically motivated computerbased attacks are increasing in volume and sophistication, and are
becoming more coordinated.

Protection of the Canadian Critical
Infrastructure
25. The Report of the Special Senate Committee on Security and
Intelligence, published in 1999, addressed the issue of the protection of
Canada's critical infrastructure. The critical infrastructure consists of both
physical and cyber-based systems that are essential to the day-to-day
operations of the economy and government. Historically, elements of this
critical infrastructure were physically segregated. However, these elements
gradually converged, became linked and became more interdependent.
Advances in computer and communications technologies resulted in a
growing level of automation in the operation of critical systems. The report
stated that the growth of, and our increased reliance on, the critical
infrastructure, combined with its complexity, has made it a potential target
for physical or cyber-based terrorism.
26. In its recommendations, the Committee suggested that the government
take action to protect the critical infrastructure and to:

• develop policies and resources to deal with any attacks;
• create the capability to assess and reduce infrastructure
vulnerabilities, and to prevent or respond to physical and
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cyberattacks;
• create public sector-private sector partnerships to protect
the critical infrastructure; and
• ensure that the National Counter terrorism Plan is
regularly reviewed and updated, especially with respect
to the impact created by new and emerging technologies
that may be used by terrorists.
27. Like other countries, the Canadian government recently created a new
agency designed to protect Canada's electronic infrastructure against
possible cyber-based attacks and natural disasters. The new agency, the
Office of Critical Infrastructure Protection and Emergency Preparedness, will
report to the Minister of National Defence and will collaborate with the
Solicitor General's department, the provinces and municipalities, private
industry and other countries.

The Post-11 September Threat
Environment
28. After the terrorist attacks of 11 September 2001, the issue of CIP
changed. While the urgency of the issue has not changed, the awareness
that there is an urgency has. In the United States, a number of new
agencies and legislation were created to deal with "Homeland Security," a
concept that has as its goal the defence of a nation's territory, critical
infrastructure and population from attack. Similar antiterrorist legislation was
formulated, discussed or enacted in Canada, the United Kingdom and
Australia. As a corollary to this growing security awareness, information
perceived as having the potential to be used by terrorists to target critical
infrastructures began to be removed from a number of Web sites that
provided data about critical infrastructure locations and contingency plans.
Overall, greater attention is being paid to the national security ramifications
of all types of cyber-based activity. What used to be viewed as an abstract
threat is now viewed by some as both possible and probable.

Outlook
29. One of the greatest challenges in countering the threat in the realm of 10
is that borders have become meaningless to anyone operating in a virtual
environment. Even if great diligence was taken in the effort to remove
vulnerabilities, it would be almost impossible to eliminate them entirely
because attack tools, networks and network control systems are in a
constant state of evolution.
30. As new technologies develop, so too will new attack tools and
mechanisms. As a result, governments will have to set procedures in place
to allow security initiatives to evolve to deal with new threats as they arise.
For example, the risks associated with e-government, the movement of the
private sector to an e-commerce environment, the initiatives within the
private sector to provide services and system interconnection via wireless
means, and the use of personal digital assistants all present challenges
from a security perspective.
31. Vulnerabilities can be reduced in number but cannot be removed totally
from computer-based systems. As a result, systems that are not protected
in a robust manner will continue to be compromised and exploited. In
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general, the tools and techniques to effect such attacks on systems are
becoming both easier to use and more sophisticated in their operation. A
variety of hostile actors appear to be developing 10 capabilities that could
become significant in the near future.

1. Hostile actors can be individuals, extremist groups, terrorist groups,
criminal organizations, intelligence services or armed forces.
2. A crime related to technology, computers and the Internet, but more
specifically, all forms of attack on automated data-processing systems.
3. While there are a number of definitions for the term, "cyberterrorism," in
the context of this paper, will be defined as premeditated, politically
motivated attacks against information, computer systems, computer
programs, and data which can result in violence against noncombatant
targets by subnational groups or clandestine agents.
4. A synonym for Information Warfare.

5. Hacktivism is the act of hacking or breaking into a computer system for a
politically or socially motivated purpose. It is the combination of hacking and
on-line activism.
6. The National Security Agency (NSA) conducted 37 computer intrusion
exercises during the past three and one-half years, and 99% of the attacks
performed on American computer systems were undetected. The attack
teams taking part in these exercises used only the tools and techniques that
could be acquired via the Internet.
7. A Trojan Horse is a destructive software program that masquerades as a
benign application. Unlike a virus, it does not replicate itself. A virus is
software code that reproduces itself by attaching to another program. It may
damage data directly or it may degrade system performance by taking over
system resources which cannot be made available to authorized users. A
worm is a program or piece of software code that resides in distributed
systems or networks. It replicates itself in order to use as much of the
system's resources for its own processing needs, clogging networks and
computer systems as it spreads.
8. These statistics are incomplete as they only represent reported
defacements. Some defacements and other forms of system compromise
and exploitation are not reported and/or recorded. The statistics for the
various "domains" that are mentioned above do not include the ".com, .net,
.org, .edu" and other non-country-specific "domains."
9. The higher level of damage for 2000 is due to the effects of the "I Love
You" virus.

10. SCADA is a software application program used for process control, the
gathering of data in real time from remote locations, and processes data in
order to control equipment. SCADA systems consist of hardware and
software components and provides warnings when operating conditions
become hazardous. SCADA is used in power plants, oil and gas refining,
telecommunications, transportation, and water and waste control.
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CI STUDY PACKAGE
MODULE TWO UNITED STATES
-

General Guidance: The aim of Module Two is to introduce you to the evolution of
critical infrastructure assurance in the United States of America. This module will focus
primmily on the work done by "The President's Commission on Critical Infrastructure
Protection" since this provides the baseline for understanding the evolving U.S.
initiatives that have occurred since the Commission's family of reports that were
published in 1997. It is important that you gain a good understanding of U.S. critical
infrastructure policy, initiatives and processes because they will have an influence on
Canadian critical infrastructure initiatives, particularly for cross-border and shared
dependency infrastructures in the North American context.
Specific Guidance: You should commence by reading "Cri-tical Infrastructure
Protection and Homeland Security" in the "Workbook". Next read "Critical
Foundations" from the Presidential Commission in order to gain the tmderlying
philosophy of the U.S. approach. Next, read "Homeland Security Presidential Directive —
7" dated 17 December, 2003 that deals specifically with critical infrastructure
identification, prioritization and protection. These readings will provide you with the
basic foundations upon which the U.S. Government built its critical infrastructure
protection philosophy as a vital part of the national homeland security challenge.
Next, in the "Documents" file you should read the following two key documents:
"National Homeland Security Strategy — July 2002" and "U.S. Public Confidence". You
should then scan the remaining documents to become familiar with them for the pmpose
of future reference.
Next, in the "Power Point" file you should view the salient points that have been
captured from each of the written sector reports produced by the 1997 President's
Commission. This task will consume considerable time if you wish to gain a broad
understanding of all the U.S. infrastructure sectors. If your work area is focused on
specific infrastructure sectors, you can save time by viewing only your respective sectors;
however, we recommend that you at least scan the other sectors due to the
interdependencies of the critical infrastructures.
Web Sites: You should scan all the web sites to familiarize yourself with their
content. The site that you should use as a constant reference in order to remain current of
U.S. happenings is the Department of Homeland Security website.
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Executive Session on
Domestic Preparedness
The Executive Session on Domestic Preparedness (ESDP) is a standing task
force of leading practitioners and academic specialists concerned with terrorism and emergency management. Sponsored by the John F. Kennedy School of
Government, Harvard University, and the
Office for Domestic Preparedness, U.S.
Department of Homeland Security, the
ESDP brings together experts with operational experience in diverse professional
fields that are essential to domestic preparedness -- emergency management,
law enforcement, fire protection, public
health, emergency medicine, national security and defense, and elected office,
The Perspectives an Preparedness series
aims to provide useful information to the
concerned professional communities
about how the nation can enhance its ability to respond to the threat of terrorism with
weapons of mass destruction. The ESDP
also produces discussion papers and
case studies. Visit the ESDP website at:
WVVW.ESDP.ORG

Critical infrastructures are the
fundamental underpinnings of modern
society. They are defined as the
"systems and assets—whether physical
or virtual—so vital to the United States
that the incapacity or destruction of such
systems and assets would have a
debilitating impact on security, national
economic security, national public health
or safety, or any combination of those
matters. " Americans rely on these vast
networks to provide everything from clean
water and gasoline to electricity and
telephone service. Most take their
operability and reliability for granted, until
natural disasters, human error, or
terrorists disrupt them. Then, of course,
they expect quick and complete
restoration.
U.S. critical infrastructures, as models
of efficiency and sophistication envied
around the world, have attracted more
menacing admirers: terrorists. For both
symbolic and practical reasons,
terrorists increasingly regard critical
infrastructures as targets—and for good
reason. A terrorist strike conducted with
the same planning and ferocity as the
attacks on September 11, 2001, could
produce even greater destruction.
Moreover, the ripple effect could be
broader and deeper, affecting lives and
economies far removed from any ground

zero. Even if an attack against critical
infrastructures were isolated to a
particular area or sector of the economy,
the resulting panic and uncertainty could
dwarf the "localized" effects. In this
sense, critical infrastructure attacks
appeal to terrorists because they inflict
both physical damage and psychological
distress.
The security of critical infrastructures in
the United States has improved since
September 11, 2001, but much remains
to be done. Security experts and
government officials understand this
reality and have taken additional steps
to mitigate vulnerabilities, rethink
protection strategies, and prepare for
contingencies. However, developing and
implementing critical infrastructure
protection policies that are both
meaningful and realistic is no easy task.
Competing interests, variations in
approach, and even the sheer size and
number of critical infrastructures make
protection a challenge of the highest
order. Ensuring infrastructure
functionality and usability can be difficult
enough. Add security to the mix, and
the task can seem overwhelming.
Critical infrastructure protection must
assume a principal place on the U.S.
homeland security agenda and be backed
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by action. The failure to do so would leave the
United States unnecessarily vulnerable; worse,
it would undermine the very notion of homeland
security, since critical infrastructure protection
is arguably the aspect of homeland security
that affects all Americans directly and
underpins all other homeland security efforts.
So important are critical infrastructures that
when President George W. Bush gave Saddann
Hussein an ultimatum to leave Iraq or face war,
the president, in the same nationally televised
address, also stated that he "directed additional
security at our airports and increased Coast
Guard patrols of major seaports." He also
added that "the Department of Homeland
Security is working closely with the nation's
govemors to increase armed security at critical
facilities across America." 2
By demonstrating the degree to which critical
infrastructures represent a fundamental part of
any domestic security strategy, this policy
perspective arguesthat a more robust approach
to critical infrastructure protection is needed
in the United States. To do so, several areas
are discussed including: critical infrastructure
sectors and interdependencies, critical
infrastructure vulnerabilities and protection
strategies, and govemment and private sector
responsibilities in the context of critical
infrastructure protection.

Critical Infrastructure History,
Sectors, and Interdependencies
History
The likelihood that terrorists will continue to
attack the United States speaks to the urgency
of critical infrastructure protection initiatives.
In prosecuting the war on terror, intelligence
organizations and law enforcement agencies
have uncovered plots that reveal terrorist plans
to strike critical infrastructures. Yet, while the
gravity of the current terrorist threat might be
new, critical infrastructure protection is not.
From the early 1800s, when Secretary of War
John C. Calhoun wrote that "a judicious system
of roads and canals...is itself among the most
efficient means for the more complete defense
of the United States," to the creation of the
Federal Emergency Management Agency
during the Cold War, safeguarding critical
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infrastructures has been an important
component of domestic security. 3
The current focus on critical infrastructure
protection antedates the September 2001
attacks. In July 1996, following the first World
Trade Center bombing (February 1993), the
Oklahoma City bombing (April 1995), and the
Khobar Towers bombing in Saudi Arabia (June
1996), the Clinton administration established
the President's Commission on Critical
Infrastructure Protection. The commission's
WOrk influenced the May 1998 proclamation of
Presidential Decision Directive 62 and
Presidential Decision Directive 63. By creating,
among other things, the National Infrastructure
Protection Center and the Critical Infrastructure
Assurance Office, these directives continue to
underpin critical infrastructure protection
endeavors today. 4 As such, the Bush
administration and Congress have rightly
channeled the strengths of previous initiatives
to guide and improve critical infrastructure
protection now and in the future.

Sectors
Critical infrastructures are not static; rather,
they evolve to reflect both changing threats and
the nature of the economy. Prior to September
11, security experts and government officials
classified eight sectors as critical
infrastructures. Efforts to strengthen critical
infrastructure protection after September 11,
highlighted by the Bush administration's
proclamation of the National Strategy for
Homeland Security, the National Strategy for
the Physical Protection of Critical
Infrastructures and Key Assets, and the
creation of an Information Analysis and
Infrastructure Protection Division within the new
Department of Homeland Security, expanded
the classification of critical infrastructures to
include thirteen specific sectors: 5
Agriculture, including feed, animals,
animal products, crop production, and the
post-harvesting components of the food
supply chain.

-

Food, including retail food distribution
and consumption.
-

Water, including fresh water supply and
wastewater collection and treatment.
-
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- Public Health, including hospitals,

Interdepenciencie

nursing homes, pharmaceutical
stockpiles, and the national blood supply.

On the surface, it might appear that most
infrastructure sectors operate distinctly, as
mutually exclusive spheres serving various
parts of the national economy. Nothing could
be further from the truth. Every critical
infrastructure sector complements and
depends on others, creating economies of
scale and the accumulation of human and
material capital.

- Emergency Services, including police,
fire, and emergency medical/rescue
services.
- Government Servicea including
programs such as Social Security and
Medicare.
- Defense Industrial Base , including the
production and distribution of military
hardware as well as the goods and
services critical to military readiness.
-Information and Tele-communicationg

including voice and data services as well
as Internet access and wireless
capabilities.
- Energy, including electricity, oil, and

natural gas.
Transportation, including air, rail,
maritime, pipeline, highway, truck, bus,
and public mass transit.

-

Banking and Finance, including
banking operations, financial markets, and
financial utilities, such as electronic
payment systems.
-

- Chemicals and Hazardous Materials,

including substances used for agricultural,
industrial, and commercial use.
- Postal and Shipping, including the

movement and handling of letters,
packages, and cargo.
This is not to suggest that safeguarding critical
infrastructures is the duty of govemment alone.
To the contrary, critical infrastructure protection
is unique precisely because the government
cannot act unilaterally. It must rely on the
cooperation and innovation of its private sector
allies, which own and operate 85-90 percent
of all critical infrastructures nationally. Publicprivate partnerships promote the shared
responsibility of critical infrastructure protection
and strengthen relationships to ensure
reciprocity in cost, time, and resources.

Some infrastructure relationships are obvious.
Some are less so, but equally important: For
example, the diminished capacity to produce
fertilizer or to distribute water would hamper
agricultural production, inevitably threatening
public health. Similarly, a compromised
banking and finance sector might interfere with
government social security payments that, in
turn, would limit the financial ability of some
recipients to buy food or gasoline. These are
obvious examples; in truth, every sector of the
critical infrastructure impinges on every other.
Interconnectivity complicates critical
infrastructure protection. Its consequence is
the cascading effect, and occurs when an
assault against one infrastructure negatively
affects the ability of another sector to function.
The cascading effect may also be indirect or
exploitative: Indirect effects include financial
and human opportunity costs, as well as
resource reallocations that must occur to repair
the damage and respond to an attack.
Exploitive effects occur when terrorists attack
critical infrastructures not as ends in
themselves but as means to an end, such as
destroying a petroleum tank farm located near
an interstate highway to kill passing motorists,
rather than to hamper petroleum distribution. 6
Clearly, the varying manifestations of the
cascading effect provide an opportunity for
result-based terrorism. Attackers can more
readily predict the type and scope of damage
that will result, thereby making adjustments
according to desired objectives. This differs
from other forms of terrorism, where the effects
may be more isolated and less certain.
Whatever the result, the cascading effect acts
as a force multiplier that makes destroying a
"single" infrastructure more enticing than
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attacking a lone building, military base, or
historic landmark. For this reason alone,
assaulting critical infrastructures comports with
the terrorist modus operandi and, in doing so,
all but induces and ensures the eventuality of
such attacks.
Examples of this scenario are plentiful.
Consider an assault against one of America's
most well known critical infrastructures and
landmarks of industrial and engineering
prowess, the Hoover Dam. The incapacitation
or destruction of the dam would produce
devastating results: millions without electricity,
the closing of a major interstate artery
connecting Arizona and Nevada, and most
seriously, flooding (if massive Lake Mead were
destabilized). 7 The emotional and psychological
distress that would follow would be equally

traumatic. 8
Because the Hoover Dam has not suffered a
terrorist assault, the ramifications of an attack
remain conjecture. But two events in 2001—
the California energy crisis and the derailment
of a freight train in a Baltimore, Maryland
tunnel—illustrate the actual consequences of
large-scale, cascading, critical infrastructure
failures.
Created by forces other than terrorism,
California's energy problems reached a
breaking point in 2001 when citizen-consumers
endured involuntary rolling blackouts. The
state's unstable and unreliable electrical
infrastructure not only posed a threat itself but
also affected the operation and viability of
dependent critical infrastructures that rely on
electricity for operation. The cascading effect
caused by the rolling blackouts was particularly
severe
in the information and
telecommunication infrastructure, where
computer system crashes caused data loss
and hardware damage. As a result, some of
those affected even dusted off Y2K contingency
plans and invested in costly backup
generators.°
A July 2001 freight train derailment accident
exemplifies how terrorists could easily strike
urban critical infrastructures. The 60-car train,
whose cargo contained thousands of gallons
of propylene glycol and hydrochloric acid,

derailed inside the 106-year-old, one-and-ahalf-mile-long Baltimore tunnel. The ensuing
fire and smoke knocked out a principal water
main that, in tum, left more than 1,000 people
and businesses without electricity. Commuter
transportation snarled to a stop. Internet
service providers reported delays as far away
as Seattle and Los Angeles as web traffic on
the eastern seaboard, disrupted by the
derailment, had to be rerouted.'°

Vulnerabilities to Critical
Infrastructures
General Themes
Critical infrastructure protection is challenging
because vulnerabilities are diverse and
omnipresent. Diversity is reflected by a dual
method of attack, namely cyber exploitation
and physical exploitation. Although history has
shown that terrorists typically strike using
explosives, they need not depend on
gunpowder, dynamite, or Semtex alone. The
electronic, software-dependent nature of
modem critical infrastructures relies on a binary
momentum that (increasingly) could be
assaulted with ones, zeros, and a stream of
electrons. The likelihood or societal impact of
cyberterrorism continues to be debated. Yet,
as terrorists become more sophisticated, as
networks converge, and as electronic
vulnerabilities remain uncorrected,
cyberterrorism becomes a matter of when, not
if.
Those who remain unconvinced need look no
further than al-Qaeda laptops discovered in
Afghanistan. It is now well known that al-Qaeda
used the Internet not only to communicate but
also to visit websites that offer information and
programming instructions for digital switches
used to control specific electronic functions of
critical infrastructures. Furthermore, the notion
that attacks in or through cyberspace stay in
cyberspace and do not affect critical
infrastructure operations "on the ground" is
false." The January 2003 Slammer SQL
Internet worm did have real-world
repercussions. It not only slowed web traffic
but also incapacitated the 911 emergency call
dispatch center in Seattle, shutdown
thousands of Bank of America ATMs, and
delayed a handful of Continental Airlines'

flights.12
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In a nation of approximately 66,000 chemical
plants, 104 nuclear power plants, 5,000 public
airports, 2 billion miles of telecommunication
cable, and 5,800 registered hospitals, critical
infrastructures are plentiful and geographically
dispersed. 13 Whereas military installations,
historic or iconic landmarks, and government
buildings are limited both in number and
location, every city and town has critical
infrastructures. With pipelines, power lines,
and communications networks distributed
across the landscape, even remote areas now
constitute target-rich environments. An
absence of "classic" terrorist targets no longer
provides immunity from attack or reason for
inaction.
Common lnstrastructure
Vulnerabilities
With every corner of the United States a
potential target, antiterror efforts that had been
localized, parochial, or even nonexistent must
now become national, all encompassing, and
ubiquitous. Those responsible for the security
and operation of critical infrastructures must
acknowledge the threat and mount a defense
across borders and jurisdictions. In doing so,
they need to recognize several common
factors that account for critical infrastructure
vulnerabilities. They are:

- the concentration of infrastructures
within a particular area.
- the surroundings of the infrastructute.
the age and durability of the
infrastructure.

-

the number and access rights of
personnel who work in or around the
infrastructure.

-

- the presence or absence of current
security measures, the general "softness"
of the infrastructure, and the ability of the
infrastructure to repel concurrent attacks.

- the degree of security interaction and
cooperation with first responders.

Concentration
The more infrastructures per given area implies
greater connectivity, and thus increases the
potential for cascading failures. This represents
both a vulnerability and an incentive for attack,

since zoning laws, logistical concerns, and
practical considerations often force
infrastructure sectors to exist in close proximity
to each other. At the very least, concentrated
infrastructures typically share common water,
electrical, communication, and transportation
nodes. Attack or delay any one of them, and
the others will surely suffer. Infrastructures that
exist in close proximity to each other also rely
on emergency services drawn from the same
group of first responders. As the cascading
effect materializes, first responder resources
may be stretched thin, and their efficacy may
be compromised.
Moreover, when infrastructures are
concentrated, linkages are not simply
numerous and explicit but also metaphoric. In
the short term, the blowing up of a chemical
plant a few miles fronn a hospital will cause the
hospital's emergency room to surge to capacity
or past it. Yet, in the long term, if physicians
and patients associate the hospital's physical
location with terrorism or the risk of terrorism,
they will shift to hospitals they deem more
"secure." Allocated resources inevitably will
follow.

Surroundings
The United States has thousands of miles of
high-pressure petroleum pipeline. In the most
desolate areas, the pipeline itself is the only
evidence of human presence. Destroying it
would kill no one. In fact, it might take hours
to determine the exact location of the break
and dispatch personnel to repair the damage.
Only later would law enforcement arrive to
investigate. But destroy the same pipeline
where it parallels a railroad track or runs near a
school, and the consequences would be much
more serious. Scores or even thousands of
people may die.
In this regard, population density and
vulnerability are directly proportional: As the
human density of the surroundings increases,
so too does the infrastructure's overall
vulnerability to terrorism—and its value as a
target. Terrorists who opt to strike for exploitive
reasons understand this. They thus may attack
a more secure infrastructure located in an urban
setting, rather than a similar, less secure
infrastructure located in a rural setting.
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Age and Durability
An editorial in the Baltimore Sun, written after
the aforementioned train derailment, stated that
"as long as disasters don't happen, we don't
seem to be bothered by leaky wooden water
pipes that may be a century old, tottering
bridges, or cramped subterranean train tunnels
that are inadequate for today's needs."14
Intended to draw attention to the problem of
aging infrastructures generally, this editorial
appeared less than two months before
September 11, 2001, but speaks volumes about
critical infrastructure protection.
Countless critical infrastructures are decades
old and, quite obviously, were never designed
with terrorism in mind. As a result, many have
few system redundancies but multiple points
of potential failure. Their designs are not robust
while their structural strength is overtaxed, even
under normal conditions. Contingency plans
and back-up capabilities are often nonexistent.
For those that do exist, most did not develop
organically in consideration of the particular
infrastructure, but have been retrofitted with a
"one size fits all" approach. Even modern
infrastructures, constructed to comply with
tougher building codes and safety requirements
(especially in areas plagued by natural
disasters such as earthquakes and hurricanes),
afford an extra degree of durability and
resilience (against a bomb blast, for instance),
but few designers build with "security
consciousness" in mind. 15

Personnel
Hundreds of thousands of people work in, with,
or near critical infrastructures every day. This
creates a problem of access and controlling
that access. It also heightens the insider
threat. Insiders are employees and others who
have legitimate access to and knowledge of
the inner workings of a critical infrastructure.
They hold positions of trust that provide insight
about security measures, contingency plans,
employee work schedules, and the location of
specific systems. They are better positioned
to pinpoint operating weaknesses and soft
points in the defensive perimeter.
Holding positions of trust does not imply that
insiders can be trusted. Terrorists or terrorist
sympathizers who gain legitimate access to a
6
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critical infrastructure via employment pose a
vulnerability that is often discounted. Screening
and hiring procedures are still uneven, and little
prevents terrorists from infiltrating critical
infrastructures to gain the expertise and
knowledge necessary for sabotage. This very
scenario unfolded in the summer of 2002 when
U.S. intelligence alerted the government of
Saudi Arabia that "employees of the stateowned oil company sympathetic to al-Qaeda
were discussing sabotage plans."16 Even in the
face of evidence proving that terrorists are
patient and will engage in complex schemes,
most critical infrastructure owners and operators
still subscribe to the dangerous assumption
that all employees are trustworthy and their
ends legitimate.

Soft Targets
Given the improved security in and around
federal buildings, embassies, and even
seemingly innocuous sites such as the historic
Liberty Bell, it is clear why critical
infrastructures have become enticing targets.
Critical infrastructures remain mostly "soft"
targets that have not been adequately secured.
Most have few, if any, measures to limit their
vulnerability to direct assault or their potential
to contribute to a cascading failure. Too often,
the security that does exist would do little to
stop high school vandals, let alone international
terrorists. Rather than confronting concrete
jersey barriers, high-technology motion
detectors and door locks, adequately armed
guards, and surveillance worthy of a Las Vegas
casino, terrorists are more likely to face a
chain-link fence and a maintenance crew.
Even nuclear power plants, which must comply
with security measures mandated by the federal
Nuclear Regulatory Commission, suffer as a
result of an uneven security playing field.
Security guards at the Indian Point nuclear
power plant, located about 35 miles from
Midtown Manhattan, cannot carry automatic
weapons. Can security guards with handguns
alone repel terrorists wielding machine guns?
Some New York state lawmakers think not and
have introduced legislation to better arm those
who must protect Indian Point'' , Furthermore,
a lack of meaningful security encourages
simultaneous assaults because fewer
attackers can accomplish the same objective.

CRITICAL INFRASTRUCTURE PROTECTION AND HOMELAND SECURITY

If it takes six terrorists to strike a well-defended
infrastructure but only three to strike the same
poorly defended one, then a balance of three
terrorists is free to attack another target.

First Responders
Logic assumes that the owners and operators
of critical infrastructure have proactive
contingency and response plans and prepare
them in conjunction with first responders. Early
planning and coordination not only provides an
opportunity to share information and ideas
regarding protection and response strategies,
but it also spots correctable problems that would
hamper rescue efforts during an actual
emergency.
Although the quick thinking and leadership of
public and private actors saved lives on
September 11, 2001, "more lives may have been
saved and less money lost if the public and
private planners had focused on joint
preplanning, exercising, and training:18 Yet
moving along the critical infrastructure
protection leaming cu rve in conjunction with first
responders requires an investment in time and
resources that few owners and operators have
been willing to make. Still believing that critical
infrastructure protection and response is the
purview of federal authorities, industry remains
hesitant to accept the notion that the federal
government will not appear within minutes to
put out the fires, aid the injured, and secure
the scene. Local police, fire, and medical
personnel will arrive at a terrorist ground zero
long before federal authorities can respond. If
first responders must do so without knowing
the intricacies of the affected infrastructure(s)
that could have been learned and accounted
for earlier, they will be forced to improvise a
response during an emergency. This would
increase the chance of a cascading failure, to
say nothing of the number of lives that may be
lost needlessly.

Critical Infrastructure Protection
Strategies
Correcting these vulnerabilities to critical
infrastructures requires comprehensive
protection strategies. There is not, however, a
"one size fits all approach": Each critical
infrastructure sector must adopt a protection

strategy that addresses its particular
vulnerabilities while recognizing the larger
impact that an attack could have on the
nation's stability as a whole. The size of the
task, coupled with the seriousness of the
threat, makes protection difficult though not
impossible. Progress has been made, though
much more must be done. Toward this end,
three cross-cutting themes—innovation,
cooperation, and vision—must be applied when
creating and implementing critical infrastructure
protection strategies.

Innovation: Use new antiterror technologies
and processes.
September 11, 2001, has made security an
industry like no other; scores of manufacturers
offer security innovations to defend against
almost every conceivable threat. For instance,
biometrics are now smaller and more affordable.
They offer a virtually foolproof way to manage
and monitor personnel access to sensitive
locations and systems and have been adopted
to address a range of security solutions,
including many encountered in critical
infrastructure protection. Biometrics
specifically designed to control physical
access can safeguard areas that house
sensitive equipment far better than traditional
locks. Others designed to authenticate the
users of computers and information systems
eliminate the need for traditional passwords.
Surveillance camera images that once had to
be monitored from a nearby television screen
can be digitized and sent over the Internet.
Real-tinne surveillance of remote locations,
once impractical, is now commonplace.
Innovative structural designs and materials can
make critical infrastructures resistant to
attacks. Ballistic glass and super-strong
composites, coupled with architectural designs
that emphasize the use of reinforcing steel and
concrete, make critical infrastructure assets
durable and blast resistant. The Pentagon
Renovation Program, which began well before
September 11, 2001, is the seminal example. 19
As part of the multiyear, $2.1 billion effort to
modernize the nation's most complex office
building, the Department of Defense made
security a top priority. Engineers and architects
reinforced the Pentagon using an array of
7
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antiterror innovations. Blast-resistant windows,
Kevlar-lined walls, and steel beams bolted to
each of the five floors complemented the steelreinforced columns and crisscross beam-andgirder systems that were part of the original
Pentagon design. These improvements saved
lives: When American Airlines Flight 77 hit the
Pentagon on September 11, 2001, the building
was better able to absorb the impact energy,
which prevented it from immediately c,ollapsing,
thereby allowing people to escape?)
Led by Sandia and Los Alamos national
laboratories, the National Infrastructure
Simulation and Analysis Center (NISAC) aims
to map, model, and simulate interdependences
and vulnerabilities across critical infrastructure
sectors. NISAC will aid other initiatives, such
as those designed to safeguard supervisory
control and data acquisition (SCADA) systems
and distributed control systems (DCS). SCADA
and DCS control or manage many electronic
aspects of critical infrastructure operations that
cyberterrorists might seek to exploit.z)

Cooperation: Work with private sector and
govemment allies.
The private sector controls 85-90 percent of
all critical infrastructures. Although govemment
has a role to play, it is the responsibility of
critical infrastructure owners and operatorswho each have a common stake in the security
of critical infrastructures—to share relevant
information, ideas, and lessons learned.
Indeed, the National Strategy for Homeland
Security makes clear that "in many cases
private firms, not the government, possess the
technical expertise and means to protect the
infrastructures they control.' 22
Cooperation takes many forms: sharing
vulnerability information with local law
enforcement agencies, participating in sectorspecific information-sharing organizations, or
even engaging the Department of Homeland
Security directly. Mechanisms intended to
encourage cooperation through voluntarily
information sharing currently exist. Several
critical infrastructure sectors have Information
Sharing and Analysis Centers (ISACs). Critical
infrastructure owners and operators use ISACs
to exchange threat information, vulnerability
8
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data, protection strategies, and security best
practices and lessons leamed with each other
and, sometimes, with the federal govemment.
Since ISACs are sector specific, "the value of
the ISAC approach is found in the ability to
acquire and share information with the group
in a way that individual group members cannot
accomplish."23 Similarly, the Partnership for
Critical Infrastructure Security (PCIS) is a
nonprofit, public-private partnership that
encourages and facilitates protection activities
across critical infrastructure sectors. This is
still a work in progress. Many are reluctant to
join information-sharing organizations. Others
who join do not actively participate.
Privacy concerns continue to prevent the free
flow of information with the Department of
Homeland Security. Industry worries that critical
infrastructure security information shared with
the federal govemment (or that may flow to the
government via an information-sharing
organization) may be disclosed under the
Freedom of Information Act (FOIA). These
fears are not unfounded. It is well known that
FOIA has been used by attorneys to acquire
information used in litigation and by competitors
to uncover business secrets. Furthermore,
industry generally views the nine enumerated
FOIA exemptions, which preclude disclosure
in specific circumstances, as weak and
uncertain.
The Homeland Security Act of 2002 addresses
this issue by providing a FOIA exemption:
Critical infrastructure security information
voluntarily provided to the Department of
Homeland Security is now exempt fronn
potential FOIA disclosure. Since the language
of the statutory FOIA exemption can be
interpreted broadly, encompasses cyber as well
as physical considerations, and provides
mechanisms for ensuring compliance, industry
now has less reason to withhold information
from the federal government. 24
Vision: View critical infrastructure protection
holistically, provide the necessary resources,
and lead by example.

VVhether to collect intelligence, develop new
technologies, or execute military operations,
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people are the most important asset in the war
on terrorism. Arguably, critical infrastructure
protection is one of the greatest homeland
security challenges; it does not merely require
skilled people but true visionaries, especially
in the private sector. Notwithstanding the
specific security challenges posed within each
critical infrastructure sector, visionaries share
common axioms that must be part of any
successful critical infrastructure protection
program:
First visionaries understand that critical
infrastructure protection is an ongoing
process. Like the war on terrorism, critical
infrastructure protection has no defined
end date, only new challenges.
-

,

Second, visionaries maintain a nimble
approach, realizing that security strategies
and practices must be agile if they are to
adapt to changing threats and
vulnerabilities. Their approach is also
forward-looking and attempts to predict
and prevent contingencies before they
occur.
-

Third, visionaries balance competing,
and sometimes conflicting, interests.
Securing critical infrastructures can mean
the implementation of safeguards that
hamper efficiency, limit operability, or
otherwise upset the status quo. In
extreme cases, protection may require
the temporary cessation of operations.
Moreover, all counterterrorism initiatives
draw from a limited resource base. Finding
the necessary money and personnel can
be difficult. Even after September 11,
2001, companies remain reluctant to fund
security. During tough economic times,
security dollars are often the first to vanish.
Visionaries buck the trend and provide
resources to protect critical infrastructures
even if it would be cheaper and easier not
to. Indeed, they view security an
investment that will yield positive returns.
-

Fourth, visionaries take calculated
chances. They are not reluctant to try
new approaches and engage new partners
who face similar critical infrastructure
protection challenges.
-

Fifth, visionaries lead by example. They
provide expertise and insight within and
across sectors. Most significantly, their
actions challenge others to accept the
security responsibilities that accompany
stewardship of critical infrastructures. A
March 2003 report by the General
Accounting Office stated that chemical
plants are attractive terrorist targets
because an attack could release toxic
substances that would affect thousands
of people who live nearby or downwind.
In response to the report, the American
Chemistry Council (ACC), an association
that represents some of the nation's
leading chemical manufacturers, issued
an unusual and courageous statement.
Rather than downplaying the importance
of the report or passing the buck, the ACC
urged Congress to legislate security
compliance and enforcement within the
chemical infrastructure. 26 For industry to
encourage regulation and federal oversight
to enhance security is a bold move; nnany
would not even consider it—let alone
promote it publicly. Although securitymandating legislation may not be the only
approach—or even the best approach—it
may be part of the solution. Whatever
the result or point of view, industry
associations can be visionaries for their
willingness to consider it.
-

Conclusion
Protecting the critical infrastructures of the
United States is no small task. Progress has
been made, but at best, we have witnessed
only the end of the beginning. Security at
critical infrastructures remains inconsistent and
incomplete. Terrorists understand this reality
and will invariably exploit it to the detriment of
all Americans, as all Americans rely directly
on the safe and efficient operation of critical
infrastructures. For this reason alone, critical
infrastructure protection must be synonymous
with homeland security. It cannot be an
afterthought, which would only beg the question:
After what?
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President George W. Bush
For Immediate Release
Office of the Press Secretary
December 17, 2003

December 17, 2003 Homeland Security Presidential Directive/Hspd-7
Subject: Critical Infrastructure Identification, Prioritization, and Protection
Purpose
(1) This directive establishes a national policy for Federal departments and agencies to identify and prioritize United
States critical infrastructure and key resources and to protect them from terrorist attacks.
Background
(2) Terrorists seek to destroy, incapacitate, or exploit critical infrastructure and key resources across the United
States to threaten national security, cause mass casualties, weaken our economy, and damage public morale and
confidence.
(3) America's open and technologically complex society includes a wide array of critical infrastructure and key
resources that are potential terrorist targets. The majority of these are owned and operated by the private sector and
State or local governments. These critical infrastructures and key resources are both physical and cyber-based and
span all sectors of the economy.
(4) Critical infrastructure and key resources provide the essential services that underpin American society. The
Nation possesses numerous key resources, whose exploitation or destruction by terrorists could cause catastrophic
health effects or mass casualties comparable to those from the use of a weapon of mass destruction, or could
profoundly affect our national prestige and morale. In addition, there is critical infrastructure so vital that its
incapacitation, exploitation, or destruction, through terrorist attack, could have a debilitating effect on security and
economic well-being.
(5) While it is not possible to protect or eliminate the vulnerability of all critical infrastructure and key resources
throughout the country, strategic improvements in security can make it more difficult for attacks to succeed and can
lessen the impact of attacks that may occur. In addition to strategic security enhancements, tactical security
improvements can be rapidly implemented to deter, mitigate, or neutralize potential attacks.
Definitions
(6) In this directive:
(a) The term "critical infrastructure" has the meaning given to that
term in section 1016(e) of the USA PATRIOT Act of 2001 (42 U.S.C.
5195c(e)).
(b) The term "key resources" has the meaning given that term in section

•

2(9) of the Homeland Security Act of 2002 (6 U.S.C. 101(9)).
(c) The term "the Department" means the Department of Homeland Security.
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(d) The term "Federal departments and agencies" means those executive

departments enumerated in 5 U.S.C. 101, and the Department of Homeland
Security; independent establishments as defined by 5 U.S.C. 104(1);
Government corporations as defined by 5 U.S.C. 103(1); and the United
States Postal Service.
(e) The terms "State," and "local government," when used in a

geographical sense, have the same meanings given to those terms in
section 2 of the Homeland Security Act of 2002 (6 U.S.C. 101).
(f) The term "the Secretary" means the Secretary of Homeland Security.
(g) The term "Sector-Specific Agency" means a Federal department or

agency responsible for infrastructure protection activities in a
designated critical infrastructure sector or key resources category.
Sector-Specific Agencies will conduct their activities under this
directive in accordance with guidance provided by the Secretary.
(h) The terms "protect" and "secure" mean reducing the vulnerability of

critical infrastructure or key resources in order to deter, mitigate, or
neutralize terrorist attacks.
Policy
(7) It is the policy of the United States to enhance the protection of our Nation's critical infrastructure and key
resources against terrorist acts that could:
(a) cause catastrophic health effects or mass casualties comparable to those from the use of a weapon of mass
destruction;
(b) impair Federal departments and agencies' abilities to perform essential missions, or to ensure the public's health
and safety;

(c) undermine State and local govemment capacities to maintain order and to deliver minimum essential public
services;
(d) damage the private sector's capability to ensure the orderly functioning of the economy and delivery of essential
services;
,

-

(e) have a negative effect on the economy through the cascading disruption of other critical infrastructure and key
resources; or
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(f) undermine the public's morale and confidence in our national economic and political institutions.

(8) Federal depa rt ments and agencies will identify, prioritize, and coordinate the protection of critical infrastructure
and key resources in order to prevent, deter, and mitigate the effects of deliberate efforts to destroy, incapacitate, or
exploit them. Federal departments and agencies will work with State and local gove rn ments and the private sector to
accomplish this objective.
(9) Federal departments and agencies will ensure that homeland security programs do not diminish the overall
economic security of the United States.
(10) Federal departments and agencies will appropriately protect information associated with carrying out this
directive, including handling voluntarily provided information and information that would facilitate terrorist targeting of
critical infrastructure and key resources consistent with the Homeland Security Act of 2002 and other applicable legal
authorities.
(11) Federal departments and agencies shall implement this directive in a manner consistent with applicable
provisions of law, including those protecting the rights of United States persons.
Roles and Responsibilities of the Secretary
(12) In carrying out the functions assigned in the Homeland Security Act of 2002, the Secretary shall be responsible
for coordinating the overall national effort to enhance the protection of the critical infrastructure and key resources of
the United States. The Secretary shall serve as the principal Federal official to lead, integrate, and coordinate
implementation of efforts among Federal departments and agencies, State and local governments, and the private
sector to protect critical infrastructure and key resources. (13) Consistent with this directive, the Secretary will
identify, prioritize, and coordinate the protection of critical infrastructure and key resources with an emphasis on
critical infrastructure and key resources that could be exploited to cause catastrophic health effects or mass
casualties comparable to those from the use of a weapon of mass destruction.
(14) The Secretary will establish uniform policies, approaches, guidelines, and methodologies for integrating Federal
infrastructure protection and risk management activities within and across sectors along with metrics and criteria for
related programs and activities.
(15) The Secretary shall coordinate protection activities for each of the following critical infrastructure sectors:
information technology; telecommunications; chemical; transportation systems, including mass transit, aviation,
maritime, ground/surface, and rail and pipeline systems; emergency services; and postal and shipping. The
Department shall coordinate with appropriate departments and agencies to ensure the protection of other key
resources including dams, government facilities, and commercial facilities. In addition, in its role as overall crosssector coordinator, the Department shall also evaluate the need for and coordinate the coverage of additional critical
infrastructure and key resources categories over time, as appropriate.
(16) The Secretary will continue to maintain an organization to serve as a focal point for the security of cyberspace.
The organization will facilitate interactions and collaborations between and among Federal departments and
agencies, State and local governments, the private sector, academia and international organizations. To the extent
permitted by law, Federal departments and agencies with cyber expertise, including but not limited to the
Departments of Justice, Commerce, the Treasury, Defense, Energy, and State, and the Central Intelligence Agency,
will collaborate with and support the organization in accomplishing its mission. The organization's mission includes
analysis, warning, information shàring, vulnerability reduction, mitigation, and aiding national recovery efforts for
critical infrastructure information systems. The organization will support the Department of Justice and other law
enforcement agencies in their continuing missions to investigate and prosecute threats to and attacks against
cyberspace, to the extent permitted by law.
(17) The Secretary will work closely with other Federal departments and agencies, State and local governments, and
the private sector in accomplishing the objectives of this directive.

Roles and Responsibilities of Sector-Specific Federal Agencies
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(18) Recognizing that each infrastructure sector possesses its own unique characteristics and operating models,
there are designated Sector-Specific Agencies, including:
(a) Department of Agriculture — agriculture, food (meat, poultry, egg products);
(b) Health and Human Services — public health, healthcare, and food (other than meat, poultry, egg products);
(c) Environmental Protection Agency — drinking water and water treatment systems;
(d) Department of Energy — energy, including the production refining, storage, and distribution of oil and gas, and
electric power except for commercial nuclear power facilities;
(e) Department of the Treasury — banking and finance;
(f) Department of the Interior — national monuments and icons; and
(g) Department of Defense — defense industrial base.
(19) In accordance with guidance provided by the Secretary, Sector-Specific Agencies shall:
(a) collaborate with all relevant Federal departments and agencies, State and local governments, and the private
sector, including with key persons and entities in their infrastructure sector;
(b) conduct or facilitate vulnerability assessments of the sector; and
(c) encourage risk management strategies to protect against and mitigate the effects of attacks against critical
infrastructure and key resources.
(20) Nothing in this directive alters, or impedes the ability to carry out, the authorities of the Federal departments and
agencies to perform their responsibilities under law and consistent with applicable legal authorities and presidential
guidance.
(21) Federal departments and agencies shall cooperate with the Department in implementing this directive,
consistent with the Homeland Security Act of 2002 and other applicable legal authorities.
Roles and Responsibilities of Other Depa rtments, Agencies, and Offices
(22) In addition to the responsibilities given the Department and Sector-Specific Agencies, there are special functions
of various Federal depa rtments and agencies and components of the Executive Office of the President related to
critical infrastructure and key resources protection.
(a) The Department of State, in conjunction with the Department, and the Departments of Justice, Commerce,
Defense, the Treasury and other appropriate agencies, will work with foreign countries and international
organizations to strengthen the protection of United States critical infrastructure and key resources.
(b) The Department of Justice, including the Federal Bureau of Investigation, will reduce domestic terrorist threats,
and investigate and prosecute actual or attempted terrorist attacks on, sabotage of, or disruptions of critical
infrastructure and key resources. The Attorney General and the Secretary shall use applicable statutory authority and
attendant mechanisms for cooperation and coordination, including but not limited to those established by presidential
directive.

lb
•

•

(c) The Department of Commerce, in coordination with the Department, will work with private sector, research,
academic, and govemment organizations to improve technology for cyber systems and promote other critical
infrastructure efforts, including using its authority under the Defense Production Act to assure the timely availability of
industrial products, materials, and services to meet homeland security requirements.

http://www.whitehouse.govinewskeleases/2003/12/print/20031217-5.html

1/30/2004

December 17, 2003 Homeland Security Presidential Directive/Hspd-7

Page 5 of 7

(d) A Critical Infrastructure Protection Policy Coordinating Committee will advise the Homeland Security Council on
interagency policy related to physical and cyber infrastructure protection. This PCC will be chaired by a Federal
officer or employee designated by the Assistant to the President for Homeland Security.
(e) The Office of Science and Technology Policy, in coordination with the Depa rt ment, will coordinate interagency
research and development to enhance the protection of critical infrastructure and key resources.
(f) The Office of Management and Budget (OMB) shall oversee the implementation of government-wide policies,
principles, standards, and guidelines for Federal government computer security programs. The Director of OMB will
ensure the operation of a central Federal information security incident center consistent with the requirements of the
Federal Information Security Management Act of 2002.
(g) Consistent with the E-Govemment Act of 2002, the Chief Information Officers Council shall be the principal
interagency forum for improving agency practices related to the design, acquisition, development, modernization,
use, operation, sharing, and performance of information resources of Federal departments and agencies.
(h) The Department of Transportation and the Department will collaborate on all matters relating to transportation
security and transportation infrastructure protection. The Department of Transportation is responsible for operating
the national air space system. The Department of Transportation and the Department will collaborate in regulating
the transportation of hazardous materials by all modes (including pipelines).
(i) All Federal departments and agencies shall work with the sectors relevant to their responsibilities to reduce the
consequences of catastrophic failures not caused by terrorism.
(23) The heads of all Federal departments and agencies will coordinate and cooperate with the Secretary as
appropriate and consistent with their own responsibilities for protecting critical infrastructure and key resources.
(24) All Federal department and agency heads are responsible for the identification, prioritization, assessment,
remediation, and protection of their respective internal critical infrastructure and key resources. Consistent with the
Federal Information Security Management Act of 2002, agencies will identify and provide information security

protections commensurate with the risk and magnitude of the harm resulting from the unauthorized access, use,
disclosure, disruption, modification, or destruction of information.
Coordination with the Private Sector
(25) In acc,ordance with applicable laws or regulations, the Department and the Sector-Specific Agencies will
collaborate with appropriate private sector entities and continue to encourage the development of information sharing
and analysis mechanisms. Additionally, the Department and Sector-Specific Agencies shall collaborate with the
private sector and continue to support sector-coordinating mechanisms:

(a) to identify, prioritize, and coordinate the protection of critical infrastructure and key resources; and
(b) to facilitate sharing of information about physical and cyber threats, vulnerabilities, incidents, potential protective
measures, and best practices.
National Special Security Events
(26) The Secretary, after consultation with the Homeland Security Council, shall be responsible for designating
events as "National Special Security Events" (NSSEs). This directive supersedes language in previous presidential
directives regarding the designation of NSSEs that is inconsistent herewith.

Implementation
(27) Consistent with the Homeland Security Act of 2002, the Secretary shall produce a comprehensive, integrated

National Plan for Critical Infrastructure and Key Resources Protection to outline national goals, objectives,
milestones, and key initiatives within 1 year from the issuance of this directive. The Plan shall include, in addition to
other Homeland Security-related elements as the Secretary deems appropriate, the following elements:
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(a) a strategy to identify, prioritize, and coordinate the protection of critical infrastructure and key resources, including
how the Department intends to work with Federal depa rtments and agencies, State and local governments, the
private sector, and foreign countries and international organizations;
(b) a summary of activities to be undertaken in order to: define and prioritize, reduce the vulnerability of, and
coordinate the protection of critical infrastructure and key resources;
(c) a summary of initiatives for sharing critical infrastructure and key resources information and for providing critical
infrastructure and key resources threat warning data to State and local governments and the private sector; and
(d) coordination and integration, as appropriate, with other Federal emergency management and preparedness
activities including the National Response Plan and applicable national preparedness goals.
(28) The Secretary, consistent with the Homeland Security Act of 2002 and other applicable legal authorities and
presidential guidance, shall establish appropriate systems, mechanisms, and procedures to share homeland security
information relevant to threats and vulnerabilities in national critical infrastructure and key resources with other
Federal departments and agencies, State and local governments, and the private sector in a timely manner.
(29) The Secretary will continue to work with the Nuclear Regulatory Commission and, as appropriate, the
Department of Energy in order to ensure the necessary protection of:
(a) commercial nuclear reactors for generating electric power and non-power nuclear reactors used for research,
testing, and training;
(b) nuclear materials in medical, industrial, and academic settings and facilities that fabricate nuclear fuel; and
(c) the transportation, storage, and disposal of nuclear materials and waste.
(30) In coordination with the Director of the Office of Science and Technology Policy, the Secretary shall prepare on
an annual basis a Federal Research and Development Plan in support of this directive.
(31) The Secretary will collaborate with other appropriate Federal departments and agencies to develop a program,
consistent with applicable law, to geospatially map, image, analyze, and sort critical infrastructure and key resources
by utilizing commercial satellite and airborne systems, and existing capabilities within other agencies. National
technical means should be considered as an option of last reso rt. The Secretary, with advice from the Director of
Central Intelligence, the Secretaries of Defense and the Interior, and the heads of other appropriate Federal
departments and agencies, shall develop mechanisms for accomplishing this initiative. The Attorney General shall
provide legal advice as necessary.
(32) The Secretary will utilize existing, and develop new, capabilities as needed to model comprehensively the
potential implications of terrorist exploitation of vulnerabilities in critical infrastructure and key resources, placing
specific focus on densely populated areas. Agencies with relevant modeling capabilities shall cooperate with the
Secretary to develop appropriate mechanisms for accomplishing this initiative.
(33) The Secretary will develop a national indications and warnings architecture for infrastructure protection and
capabilities that will facilitate:
(a) an understanding of baseline infrastructure operations;
(b) the identification of indicators and precursors to an attack; and
(c) a surge capacity for detecting and analyzing patterns of potential attacks.
In developing a national indications and wamings architecture, the Department will work with Federal, State, local,
and non-governmental entities to develop an integrated view of physical and cyber infrastructure and key resources.
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(34) By July 2004, the heads of all Federal departments and agencies shall develop and submit to the Director of the
OMB for approval plans for protecting the physical and cyber critical infrastructure and key resources that they own
or operate. These plans shall address identification, prioritization, protection, and contingency planning, including the
recovery and reconstitution of essential capabilities.
(35) On an annual basis, the Sector-Specific Agencies shall report to the Secretary on their efforts to identify,
prioritize, and coordinate the protection of critical infrastructure and key resources in their respective sectors. The
report shall be submitted within 1 year from the issuance of this directive and on an annual basis thereafter.
(36) The Assistant to the President for Homeland Security and the Assistant to the President for National Security
Affairs will lead a national security and emergency preparedness communications policy review, with the heads of
the appropriate Federal departments and agencies, related to convergence and next generation architecture. VVithin
6 months after the issuance of this directive, the Assistant to the President for Homeland Security and the Assistant
to the President for National Security Affairs shall submit for my consideration any recommended changes to such
policy.
(37) This directive supersedes Presidential Decision Directive/NSC-63 of May 22, 1998 ("Critical Infrastructure
Protection"), and any Presidential directives issued prior to this directive to the extent of any inconsistency.
Moreover, the Assistant to the President for Homeland Security and the Assistant to the President for National
Security Affairs shall jointly submit for my consideration a Presidential directive to make changes in Presidential
directives issued prior to this date that conform such directives to this directive.
(38) This directive is intended only to improve the internal management of the executive branch of the Federal
Government, and it is not intended to, and does not, create any right or benefit, substantive or procedural,
enforceable at law or in equity, against the United States, its departments, agencies, or other entities, its officers or
employees, or any other person.
GEORGE W. BUSH
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U.S. C1P/EP-related Organizations
Government Agencies
Computer Security Resource Center (CSRC)
Computer Security Resource Center (CSRC) is maintained and updated by the Computer Security
Division at the National Institute of Standards and Technology (NIST).
The Computer Security Division's activities are focused into the following five areas: 1. Cryptographic
Standards and Applications; Security Research / Emerging Technologies; 3. Security Management and
Guidance; 4. Security Testing; 5. Outreach, Awareness and Education

http://csrc.nist.qov/index.html
Critical Infrastructure Assurance Office (CIAO)
The Critical Infrastructure Assurance Office (CIAO) was created in response to Presidential Decision
Directive 63 (PDD-63) in May 1998 as a mechanism to assist in the coordination of the Federal
Government's initiatives on critical infrastructure protection.

•

http://www.ciao.gov/index.htm
Federal Computer Incident Response Center (FedCIRC)
The Federal Computer Incident Response Center (FedCIRC) is the central coordination and analysis
facility dealing with computer security related issues affecting the civilian agencies and departments of
the Federal Government.
FedCIRC's incident response and advisory activities bring together elements of the Department of
Defense, Law Enforcement, Intelligence Community, Academia and computer security specialists from
Federal Civilian Agencies and Departments forming a multi-talented virtual security team.

http://www.fedcirc.qov/index.html
Federal Emergency Management Agency (FEMA)
The Federal Emergency Management Agency (FEMA) is an independent agency of the federal
government, reporting to the President. Since its founding in 1979, FEMA's mission has been clear: to
reduce loss of life and property and protect: the USA's critical infrastructure from all types of hazards,
through a comprehensive, risk-based; emergency management program of mitigation, preparedness ,
response and recovery.

http://www.fema.qov
Infrastructure Assurance Center
(Argonne National Laboratory)
Each infrastructure component--whether telecommunications, energy systems, transportation networks,
water supply systems, banking and finance, emergency services, or government operations--presents its
03/22/02

1

own complexities and issues. Computer and electronic technologies connect these infrastructures and
make them interdependent. A breakdown in one area can affect others and has the potential to
significantly disrupt the economy, national security, and our quality of life. Argonne's Infrastructure
Assurance (IA) Center provides service and support to public and private organizations working in the
areas of infrastructure protection, mitigation, response, and recovery. Based on core competencies
required for understanding the problems and threats, the Center uses a comprehensive approach and
builds upon a rapidly growing base of programs in this area. The Center's goal is to identify and develop
innovative, cost-effective, and useful solutions for infrastructure assurance problems.
http://iac.anl.qov
National Information Assurance Partnership (NIAP)
The National Information Assurance Partnership (NIAP) is a U.S. Government initiative designed to meet
the security testing, evaluation, and assessment needs of both information technology (IT) producers and
consumers. NIAP is a collaboration between the National Institute of Standards and Technology (NIST)
and the National Security Agency (NSA) in fulfilling their respective responsibilities under the Computer
Security Act of 1987. The partnership, originated in 1997, combines the extensive security experience of
both agencies to promote the development of technically sound security requirements for IT products and
systems and appropriate metrics for evaluating those products and systems. The long-term goal of NIAP
is to help increase the level of trust consumers have in their information systems and networks through
the use of cost-effective security testing, evaluation, and assessment programs. NIAP continues to build
important relationships with government agencies and industry in a variety of areas to help meet current
and future IT security challenges affecting the nation's critical information infrastructure.
http://niap.nistgov
National Infrastructure Protection Center (NIPC)
National Infrastructure Protection Center (NIPC). Located in the FBI's headquarters building in
Washington, D.C., the NIPC brings together representatives from U.S. government agencies, state and
local governments, and the private sector in a partnership to protect U.S. critical infrastructures.
Established in February 1998, the NIPC's mission is to serve as the U.S. government's focal point for
threat assessment, warning, investigation, and response for threats or attacks against critical
infrastructures. These infrastructures, which include telecommunications, energy, banking and finance,
water systems, government operations, and emergency services, are the foundation upon which an
industrialized society is based.
http://www.nipc.gov/index.html
Office of Homeland Security (White House)
The Office of Homeland Security is coordinating national strategy to strengthen protections against
terrorist threats or attacks in the United States.
http://www.whitehouse.wv/homeland

Sandia National Laboratories

•

Sandia is, first and foremost, a systems engineering laboratory whose primary mission is guaranteeing
the surety of the nuclear weapons stockpile. Additionally, it has a mission to improve the surety of the
nation's energy infrastructure.

03/ 22/ 02

2

http://www.sandia.gov/Main . htm I
Special Advisor to the President for Cyberspace Security (White House)
The President's Special Advisor for Cyberspace Security will coordinate interagency efforts to secure
information systems. In the event of a disruption, the Special Advisor will coordinate efforts to restore
critical systems.
The Special Advisor will work in close coordination and partnership with the private sector, which owns
and operates the vast majority of America's critical infrastructure. The Special Advisor will be the
President's principal advisor on matters related to cyberspace security and report to the Assistant to the
President for Homeland Security and to the Assistant to the President for National Security Affairs.
The Special Advisor will also serve as chairman of a government-wide board that will coordinate the
protection of critical information systems (the President is expected to sign an Executive Order soon
establishing the board).
[no un]

Educational & Research Bodies
Alliance Center for Collaboration, Education, Science and Software (ACCESS)

•

The National Computational Science Alliance is a partnership to prototype an advanced computational
infrastructure for the 21st century and includes more than 50 academic, government and industry
research partners from across the United States.
ACCESS, brings the technological advances of the National Computational Science Alliance to all sectors
of society in order to strengthen the competitiveness of business, enrich the educational environment and
improve the overall quality of life in our nation.

http://calder.ncsa.uiuc.edu/ACCESS/whoweare.html
Center for Education and Research in Information Assurance and Security (CERIAS)

CERIAS / Purdue University the world's foremost university center for multidisciplinary research and
education in areas of information security (computer security, network security, and communications
security), and information assurance.
http://www.cerias.purdue.edu
Centers of Academic Excellence in Information Assurance Education
See Appendix A
Center for Infrastructure Assurance and Security (CIAS)
Located at the University of Texas in San Antonio (UTSA)
[no information available]
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Center for Internet Security (CIS)
The Center for Internet Security mission is to help organizations around the world effectively manage the
risks related to information security. CIS provides methods and tools to improve, measure, monitor, and
compare the security status of your Internet-connected systems and appliances, plus those of your
business partners.
CIS is not tied to any proprietary product or service. It manages a consensus process whereby members
identify security threats of greatest concern, then participate in development of practical methods to
reduce the threats. This consensus process is already in use and has proved viable in creating Internet
security benchmarks available for widespread adoption.

http://www.cisecuritv.orq
Center for Secure Information Systems (CSIS) George Mason University
The Center for Secure Information Systems (CSIS) is recognized as one of the top national research and
academic security centers in the United States. CSIS differentiates itself from other centers by working in
a broad spectrum of security topics and issues.
CSIS is part of the Department of Information and Software Engineering (ISE) in the School of
Information Technology and Engineering (SITE) at George Mason University (GMU).

http://www.isse.qmu.edu/—csis/intro.html
Center for Strategic and International Studies (CSIS)
CSIS is led by John J. Hamre, formerly Deputy Secretary of Defense, who has been president and CEO
since April 2000. It is guided by a board of trustees chaired by former senator Sam Nunn and consisting
of prominent individuals from both the public and private sectors.
The CSIS staff of 190 researchers and support staff focus primarily on three subject areas. First, CSIS
addresses the full spectrum of new challenges to national and international security. Second, it maintains
resident experts on all of the world's major geographical regions. Third, it is committed to helping to
develop new methods of governance for the global age; to this end, CSIS has programs on technology
and public policy, international trade and finance, and energy.

http://www.csis.orceindex.htm
Center for Wireless Networking and Internet Security
The New Jersey Institute of Technology and Princeton University on Monday (Dec. 17, 2001)
unveiled the Center for Wireless Networking and Internet Security, a collaborative effort by the two
schools aimed at thwarting both hackers and terrorists bent on disrupting electronic commerce.
The center, funded by a $2.6 million five-year grant from the New Jersey Commission on Science and
Technology and based at NJIT, will put about 20 doctoral candidates from both schools to work solving
problems such as how to make wireless networks more secure.

http://www.bercien.com/tech/center18200112187.htm
CERT® Coordination Center (CERT/CC)
The CERT® Coordination Center (CERT/CC) is a center of Internet security expertise, at the Software
Engineering Institute, a federally funded research and development center operated by Carnegie Mellon
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University. We study Internet security vulnerabilities, handle computer security incidents, publish security
alerts, research long-term changes in networked systems, and develop information and training to help
you improve security at your site.

http://www.cert.org
[Note: Jeffrey Hunker, dean of the Heinz School of Public Policy and Management at Carnegie Mellon,
served until Jan. 2001 as the senior director for critical infrastructure at the National Security Council.]
Cyberspace Policy Institute at The George Washington University School of Engineering and Applied
Science
The Cyberspace Policy Institute, established in October 1993, is a center for GW and the Washington area to
promote the analysis of policy problems that have a significant computer systems component. Inside GW, the
Institute brings together researchers with interests in these areas, bridging discipline barriers, much as the new
information age is bridging cultural and geopolitical barriers. Outside of the University, it works with government and
private organizations to examine important issues in computer and communications systems policy.
http://www.coi.seas.owu.edullindex.html

Disaster Research Center
The Disaster Research Center, the first social science research center in the world devoted to the study
of disasters, was established at Ohio State University in 1963 and moved to the University of Delaware in
1985. The Center conducts field and survey research on group, organizational and community
preparation for, response to, and recovery from natural and technological disasters and other communitywide crises.

http://www.udel.edu/DRC/index.html
Georgetown Institute for Information Assurance (GIIA)
The Georgetown Institute for Information Assurance (GIIA) is an interdisciplinary institute that aims to
provide leading edge research and education in information assurance and related disciplines, including
information security, privacy, intellectual property protection, information warfare, computer crime and
forensics, fraud prevention and detection, and perception management. It seeks to advance the practice
of information assurance and to offer beneficial approaches to the policy, social, ethical, legal, and
technology issues.
The GIIA is a collaborative effort across Georgetown University's Main Campus, Law Center, and Medical
Center. It brings together academic departments and University Information Services (UIS) in order to
address pressing real-world problems and challenges, particularly as they relate to computer networks.
Equally important, it serves to identify and promote all research and education in information assurance at
Georgetown University regardless of its particular home.

http://www.georgetown.edu/giia
Institute for Crisis, Disaster, and Risk Management (ICDRM)
Established in August, 1994, the George Washington University Institute for Crisis, Disaster, and Risk
Management is an interdisciplinary academic center affiliated with the University's School of Engineering
and Applied Science, School of Medicine and Health Sciences, School of Public Health and Health
Services, and Elliott School of International Affairs. The capabilities of the Institute are enhanced by its
close links with other GW academic and research centers.
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The goal of The Institute for Crisis, Disaster, and Risk Management is to improve the disaster,
emergency, and crisis management plans, actions and decisions of government, corporate, and not-forprofit organizations by transforming theory into practice.
http://www.seas.qwu.edu/—icdm
Institute for Security Technology Studies (ISTS)

The Institute for Security Technology Studies at Dartmouth was initiated to conduct a nationally defined
and coordinated academic agenda with a focus on cyber-security, infrastructure protection and related
counter-terrorism technology research, development and assessment. Its work serves the threat
assessment, intelligence, interdiction, prevention, response and recovery needs of federal, state and local
preparedness and law enforcement agencies, as well as the needs of private and public organizations.
Supported by the National Institute for Justice (NU) through its Office of Science and Technology, it was
created to have a major role in providing technical support to NIJ and to the National Domestic
Preparedness Office (NDPO).
http://www.ists.dartmouth.edu/index.htm
MITRE

•

MITRE is a not-for-profit national technology resource that provides systems engineering, research and
development, and information technology support to the government. It operates federally funded
research and development centers for the DOD, the FAA, and the IRS, with principal locations in Bedford,
Massachusetts, and Northern Virginia.
http://www.mitre.orq
Multi-Sector Crisis Management Consortium

The number one priority for those of us involved in this endeavor is to support communication and
collaboration among people from all sectors of society on the applications of information technology to
meet the critical needs of crisis management.
The mission of the Consortium is to advance the research, development, knowledge, and application of
information technology for crisis management and emergency response among government agencies,
academia and the private sector. The MSCMC offers its members the benefits of a neutral convening
entity as well as a portal to national leaders in the research and development community for rapid
technology transfer focused on decision support, crisis responders, and consequence management
requirements. The Consortium also offers a network for exchange among colleagues and peers and a
mechanism for problem solving.
The work of the MSCM Consortium is supported by the National Center for Supercomputinq Applications
at the University of Illinois at Urbana-Champaiqn.
http://archive.ncsa.uiuc.edu/mscmc
SANS (System Administration, Networking, and Security) Institute

•

The SANS (System Administration, Networking, and Security) Institute is a cooperative research and
education organization through which more than 96,000 system administrators, security professionals,
and network administrators share the lessons they are learning and find solutions to the challenges they
face. SANS was founded in 1989.

03/ 22/ 02
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•

The SANS community creates four types of products: System and security alerts and news updates;
Special research projects and publications; In-depth education; Certification

http://www.sans.orq/newlook/home.php

Information Sharing and Analysis Centers (ISAC)
Energy Information Sharing and Analysis Center (ENERGY/ISAC)
All organizations are encouraged to take advantage of the first industry-wide database of electronic
security threats, vulnerabilities, incidents, and solutions. The Energy Information Sharing and Analysis
Center (ENERGY/ISAC) offers a confidential venue for sharing security vulnerabilities and solutions. It
facilitates trust among its participants. Members benefit from the ENERGY/ISAC's unique proactive
means of mitigating cyber-security risks.

http://www.enerqvisac.com
Financial Services Information Sharing and Analysis Center (FSIISAC)
The FS/ISAC is exclusively for, and designed by, professionals in the banking, securities and insurance
industries. No US Government agency, regulator or law enforcement agency can access the FS/ISAC.
FS/ISAC allows the profiling of potential threats and vulnerabilities resulting in an early warning capability
by an alert and notification system.
Global Integrity, a wholly owned subsidiary of Science Applications International Corporation (SAIC)
administers the FS/ISAC, which became fully operational on October 1, '1999.
http://w ww.fsis ac .com
National Coordinating Center for Telecommunications-ISAC (NCC-ISAC)

The NCC leverages its unique joint government/industry structure and all-hazard emergency response
capabilities to coordinate the initiation, restoration, and reconstitution of United States government
national security and emergency preparedness telecommunications services both nationally and
internationally.
In January 2000, the National Security Council recognized the NCC as an ISAC; and in March 2000, the
NCC began initial operations as an ISAC for the telecommunications sector. In this role, the NCC-ISAC
gathers information about vulnerabilities, threats, intrusions, and anomalies from the telecommunications
industry, Government, and other sources, and then analyzes the data with the goal of averting or
mitigating effects on the communications and information infrastructures. Results are sanitized and
disseminated in accordance with information sharing agreements established by the NCC-ISAC
participants.

http://www.ncs.qov/ricc text/main-p.html
Water-ISAC
Presidential Decision Directive 63 (PDD-63) designated the water sector as a critical infrastructure. An
attack on any of the nation's infrastructures may be capable of significantly harming the health and
economic wellbeing of communities in the United States.

•

The water sector is susceptible to two types of attack, physical and cyber, resulting in interruptions to the
supply of water. Attacks can cause disruptions to the source water, treatment plant or distribution system.

.)
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Additionally, Supervisory Control and Data Acquisitions (SCADA) systems and other process controls,
may be susceptible to intrusion potentially causing changes in water quality or flow.
The Water ISAC will be a highly secure, Inter-net-based communications tool. It will be designed to
facilitate communication among drinking water and wastewater utilities and counter-terrorism
and law enforcement experts. The VVater ISAC will serve three purposes:
• To disseminate early warnings and alerts concerning threats against the physical infrastructure and
cyber systems of drinking water and wastewater utilities
• To allow drinking water and wastewater utilities to share with each other information on security
incidents
• To provide an opportunity for utilities to have security incidents analyzed by counterterrorism experts.
The U.S. Environmental Protection Agency (EPA) is the lead federal agency for the water sector. The
EPA appointed the Association of Metropolitan Water Agencies (AMWA) to coordinate the water sector.
AMWA, under a grant from the U.S. Environmental Protection Agency, is developing the Water ISAC.

http://www.amwa.net/isac/index.html
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APPENDIX A
Centers of Academic Excellence in Information Assurance Education

The National Security Agency issued press releases on 11 May 1999 and 14 April 2000 and 22 March
2001 announcing the results of the first three offerings of the Centers of Excellence in Information
Assurance Education Program. Twenty-three universities have been designated as Centers of Academic
Excellence in Information Assurance under the Centers of Academic Excellence Program. NSA granted
the designations following a rigorous review of university applications against published criteria based on
training standards established by the National Security Telecommunications and Information Systems
Security Committee

(NSTISSC).

NSA's establishment of this program was spurred by the growing demand for professionals with
Information Assurance expertise in various disciplines. The Centers for Academic Excellence may
become focal points for recruiting and may create a climate to encourage independent research in

Information Assurance.
The
are:

23

universities designated as Centers of Academic Excellence in Information Assurance Education

•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Carnegie Mellon University
Drexel University
Florida State University
George Mason University
Georgia Institute of Technology
Idaho State University
Information Resources Management College of the National Defense University
Iowa State University
James Madison University
Mississipi State University
Naval Postgraduate School
Norwich University
Purdue University
Stanford University
Syracuse University
University of California at Davis
University of Idaho
University of Illinois at Urbana-Champaign
University of Maryland, Baltimore Couunty
University of North Carolina, Charlotte
University of Tulsa
U.S. Military Academy, West Point
West Virginia University

Each year, newly designated Centers of Academic Excellence in Information Assurance Education are
recognized in a formal presentation at the annual Conference of the National Colloquium for Information
Systems Security Education. The colloquium conference provides a forum for key officials in government,
industry, and academia to focus on current and emerging requirements in Information Assurance
education, and to encourage the development and expansion of curricula at graduate and undergraduate
levels. Colloquium information is available at http://www.ncisse.orq .

Source: http://www.nsa.gov/isso/programs/nietp/newspg1.htm#Universities
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CI STUDY PACKAGE
MODULE THREE RISK ANALYSIS
-

General Guidance: The aim of Module Three is to introduce you to risk analysis in the
context of critical infrastructure assurance. PSEP, the RCMP and several other federal
government deparianents provide guidance on the mitigation of risk with respect to all
hazards. It is incumbent upon you to understand the aims and concepts associated will all
these initiatives in order to actively participate in the development of critical
infrastructure risk analysis initiatives to better prepare all stakeholders, public and
private, for all hazards risk mitigation.
The Processes: In order to achieve the function of "Risk Analysis" you will encounter
the processes of "Risk Management" and "Business Continuity Planning". It is important
that you have a good understanding of the aims and concepts for these processes since
they are not interchangeable despite having many seetningly common elements.

•

It is now widely accepted that RM programs assesses all elements of a system or
enterprise in order to reduce risk exposure to an acceptable level. On the other hand,
BCP focuses only on the most critical elements of a system or enterprise for the purpose
of assuring their continued functioning tlarough mitigation aimed at increasing system
resilience. It is paramount that you keep this in mind. Remember, if you are not
conducting a BCP process, then you are not performing critical infrastructure assurance.
Risk Management (RAI): Risk management within the federal government is
recognized as a fundamental element of modern comptrollership to be understood and
practised throughout government. Government RM policy and approaches have
generally been based on need in specific areas and result in department specific
integrated risk management methodologies. The focus has been on safeguarding
resources, aiming to minimize or eliminate risks and adverse consequences for the federal

govermnent.
RISK refers to the uncertainty that surrounds future events and outcomes. It is the
expression of the likelihood and impact of an event with the potential to influence the
achievement of an organization's objectives.
RISK MANAGEMENT is a systematic approach to setting the best course of action
under uncertainty by identifying, assessing, understanding, acting on and communicating
risk issues.

•

INTEGRATED RISK MANAGEMENT is a continuous, proactive and systematic
process to tmderstand, manage and communicate risk from an organization wide
perspective. It is about making strategic decisions that contribute to the achievement of
an organization's overall corporate objectives.

Business Continuity Planning (BCP): The federal Government Security Policy (GSP)
prescribes the application of safeguards to reduce the risk of injury. It is designed to
protect employees, preserve the confidentiality, integrity, availability and value of assets,
and assure the continued deliver), of services. Since the Government of Canada relies
extensively on information technology (IT) to provide its services, this policy emphasises
the need for departments to monitor their electronic operations.
In accordance with sections 10.14 and 10.12.4 of the Government Security Policy (GSP),
the continued delivery of government services must be assured through baseline security
requirements, business continuie planning, including IT continuity planning, and
continuous risk management. The GSP and its associated standards describe these
baseline secmity requirements. They are based on a government-wide threat and risk
assessment and are designed to protect the resources on which the government relies to
deliver services: employees, information and other assets.

Specific Guidance: You should work your way through the Power Point presentations
in order to gain a quick overview of the concepts and processes being covered. Next,
scan the Documents file and then decide for yourself what you vvish to focus on. In both
file directories the files have been divided into Risk Management and BCP with the BCP
files further broken down into those of the Government of Canada (GoC) and the
Province of Ontario. From a critical infrastructure assurance perspective, the BCP files
are the important ones you should focus your attention on.
Web Sites: You should visit the two web sites. The first is the Argonne Labs
"Infrastructure Assurance Center" and the second is the Office of the Ontario Fire
Marshal. Both sites provide valuable information for evolving risk analysis for critical
infrastructure assurance.
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1 INTRODUCTION
1.1

OBJECTIVE

This report provides a high-level overview of the vulnerability assessment methodology that is
being developed and validated by the U.S. Department of Energy's Office of Energy Assurance
(OEA) as part of its multifaceted mission to work with the Energy Sector in developing the
capability required for protecting the nation's energy infrastructures. Over the last three years, a
team of national laboratory experts, working in partnership with the energy industry, has
successfully applied the methodology as part of 0EA's Vulnerability Assessment and Survey
Program to help energy-sector organizations identify and understand the threats to and
vulnerabilities (physical and cyber) of their infrastructures. Lessons learned from these
assessments, as well as best practice approaches to mitigate vulnerabilities, are documented in
related reports.
1.2

BACKGROUND

The U.S. Department of Energy established the Office of Energy Assurance to direct the
Department's activities in accordance with Presidential Decision Directive 63 (PDD-63) and the
priorities established by the Secretary of Energy. A primary mission of the Office is to work
with the national Energy Sector in developing the capability required for assurikg the Nation's
energy infrastructures. This mission encompasses the physical and cyber components of the
electric power, oil, and natural gas infrastructures, the interdependencies among these
components, and the interdependencies with the other critical national infrastructures. The
mission also includes identifying DOE technologies and capabilities that can help assure our
nation's critical energy infrastructures and facilitating their use by the private sector and other
federal agencies.
The vulnerabi lity assessments and. surveys are an integral part of the overall OEA strategy in
Critical Infrastructure Protection where the Department, as the federal govemment lead agency
for the Energy Sector, partner's with industry to address vital issues of mutual interest. The
specific objective of the program is to partner with the energy industry (electric power, oil, and
natural gas) to "develop and implement a Vulnerability Awareness and Education Program for
their sector" to enhance the security of the energy infrastructure, as directed by PDD-63. To
accomplish the mission, the program is designed to develop, validate, and disseminate an
assessment methodology with associated tools to assist in the implementation; provide training
and technical assistance; and stimulate action to irtitigate significant problems.
Eleven voluntary assessments have been completed under this initiative (several more are in
progress and in the planning stages). The initial assessments focused on the electric power
industry, with efforts aimed at the broadest level of the industry . Assessments addressed key
energy organizations whose operations, if disrupted, would have broad regional or national
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impact. More recently, assessments have included the natural gas industry, and discussions have
begun with the oil industry.
1.3

REPORT ORGANIZATION

The remainder of this report is organized as follows. Section 2 discusses the motivation for the
program and provides an overview of the three steps in the assessment process—pre-assessment,
assessment, and post-assessment. Sections 3-5 discuss each of these steps. Finally, Section 6
summarizes 0EA's strategy for refming and validating the assessment methodology.

2
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2 ASSESSMENT METHODOLOGY

This section discusses the importance of conducting vulnerability assessments and provides an
overview of the assessment process and phases.
2.1

BENEFITS OF ASSESSMENTS

Energy utilities should routinely perform vulnerability assessments to better understand threats
and vulnerabilities, determine acceptable levels of risk, and stimulate action to mitigate identified
vulnerabilities. The direct benefits of performing a vulnerability assessment include:
• Build and broaden awareness. The process of doing an assessment directs senior
management attention to security. It surfaces security issues, risks, vulnerabilities,
mitigation options, and best practices. Awareness is one of the least expensive and most
effective methods for improving the overall security posture of an organization.
• Establish or evaluate against a baseli ne. If a baseline has been previously established,
an assessment is an opportunity for a "check up" to gauge the improvement or
deterioration of an organization's security posture. If no previous baseline has been
performed (or the work was not uniform or comprehensive), an assessment is an
opportunity to integrate and unify previous efforts, define common metrics, and establish
a defi nitive baseline. The baseline also can be compared against best practices to provide
perspective on an organization's security posture.
• Identify vulnerabilities and develop responses. Generating lists of vulnerabilities and
potential responses is usually a core activity and outcome of an assessment. Sometimes,
due to budget, time, complexity, and risk considerations, the response selected for many
of the vulnerabilities may be non-action, but alter completing the assessment process,
these decisions will be conscious ones, with a documented decision process and item-byitem rationale available for revisiting issues at scheduled intervals. This information can
help drive or motivate the development of a risk management process.
• Categorize key assets and drive the risk management process. An assessment can be
a vehicle for reaching corporate-wide consensus on a hierarchy of key assets. This
ranking, combined with threat, vulnerability and risk analysis is at the heart of any risk
management process. For many organizations, the Y2K threat was the first time a
company-wide inventory and ranking of key assets was attempted. An assessment allows
an organization to revisit that list from a broader and more comprehensive perspective.
• Develop and build internal skills and expertise. A security assessment, when not
implemented in an "audit" mode, can serve as an excellent opportunity to build security
skills and expertise within an organization. A well-structured assessment can have
elements which serve as a forum for cross-cutting groups to come together and share
3
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issues, experiences, and expertise. External assessors can be instructed to place an
emphasis on "teaching and collaborating" versus the traditional role of "evaluator."
Whatever an organi7ation's current level of sophistication, a long-term goal should be to
move the oraanization towards a capability for self-assessment.
• Promote action. Althouah disparate security efforts may be underway in an
oraanization, an assessment can crystallize and focus management attention and
resources on solvina specific and systemic security problems. Often the people in the
trenches are well aware of security issues (and even potential solutions) but are unable to
convert their awareness to action. An assessment provides an outlet for their concerns
and the potential to surface these issues at appropriate levels (legal, fmancial, executive)
and achi.eve action. A well-designed and executed assessment not only identifies
vulnerabilities and makes recommendations, it also gains executive buy-in, identifies key
players, and establishes a set of cross-cutting groups that can convert those
recommendations into action.

• Kick off an ongoing security effort. An assessment can be utilized as a catalyst to
involve people throughout the organi7ation in security issues, build cross-cutting teams,
establish permanent forums and councils, and harness the momentum generated by the
assessment to build an ongoing institutional security effort. The assessment can lead to
the creation of either an actual or a virtual (matrixed) security organization.

2.2

OVERVIEW OF ASSESSMENT PHASES

Figure 2.1 provides an overview of the assessment methodology. As shown, the methodology is
divided into three basic phases: pre-assessment, assessment, and post-assessment. Each phase
consists of a series of elements or tasks that have been designed by the tearn of national
laboratory experts to ensure comprehensiveness and confidentiality of the assessment results.
Lessons learned are captured and used to enhance and, when appropriate, expand the
methodology. The specific elements or tasks associated with each assessment phase can be
tailored to meet the assessment objectives. Although the methodology has incorporated unique
elements that leverage the expertise of the national laboratories, the methodology can be adapted
for self-assessment.
A number of assessment techniques, methods, and approaches used by other organizations
(public and private-sector) have been examined in developing the methodology shown in
Figure 1. This includes information gathered through open literature, presentations, classroom
instructions, and discussions. In addition, elements of the methodology have been derived from
on-going DOE security and infrastructure assurance programs. In particular, the significant
investment by DOE in the development of policies, procedures, processes, and technologies to
solve the challenge of protecting the nation's most sensitive information and special nuclear
materials has provided a foundation for this initiative. The basic philosophy is to leverage
vulnerability assessment techniques, methods, and approaches that have proven to be useful and
useable.

4
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Pre-Assessment
• Define Objectives and Scope of Assessment
• Establish Information Protection Procedures
• Identify and Rank Critical Assets

=MIMI]
Terms of
Reference

L

•
•
•
•
•
•
•
•
•
•

Analyze Nehvork Architecture
Assess Threat Environment
Conduct Penetration Testing
Assess Physical Security
Conduct Physical Asset Analysis
Assess Operations Security
Examine Policies and Procedures
Conduct Impact Analysis
Assess Infrastructure Interdependencies
Conduct Risk Characterization

1
Findings and
Recommendations

I---->
Lessons Leamed and
Methodology Improvements
—

I

Figure 1 Vulnerability Assessment Phases
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Post-Assessment
•
•
•
•

Prioritize Recommendations
Develop Action Plan
Capture Lessons Learned and Best Practices
Conduct Training
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3 PRE-ASSESSMENT
The pre-assessment phase involves defming the scope of the assessment, establishing appropriate
information protection procedures, and identifying and ranldng critical assets. Each of these
activities is critical in ensuring the success of the assessment.

SCOPE OF ASSESSMENT

3.1

A wide range of activities are involved in defming the scope of the assessment. These include
identifying the assessment objectives and measures of success, specifying the elements of the
methodology that will be included in the assessment, engaging knowledgeable personnel and
ensuring access to resources and information, deciding on the type of assessment (internal,
facilitated, external, hybrid) to be conducted, and developing an assessment schedule.
Assessment objectives and measures of success defme the assessment and must be tailored to the
organization. Possible objectives include the following:
•

Identify all critical vulnerabilities—physical and cyber—and develop appropriate
response options.

•

Identify and rank all key assets from a security perspective.

•

Develop the business case for making security investments and organizational changes
that will enhance security.

•

Enhance awareness and make security an integral part of the business strategy.

The process of setting the assessment objectives will help to defme the specific elements of the
methodology that will be included in the assessment. As shown in Figure 1, ten assessment
activities are included in the methodology. The appropriateness of each must be examined in the
context of the assessment objectives.
As defined below, there are four basic strategies for conducting assessments:

• Internal. In-house teclmical and organizational expertise is used to perform the
assessment. In most cases, internal staff have the distinct advantage of having a clear
understanding of the domain, organization, technology, and policies and practices
cuirently in effect. In addition, in-house experts often bring both an historical
perspective and a sense of future plans.

•

Facilitated. In-house technical experts are used, guided by an outside facilitator. This
option allows a company to offload the organizational and methodological aspects of the
assessment to the facilitator and more efficiently leverage internal staff for their specific
domain and teclmical expertise.
6
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•

External. An exte rn al assessment team, such as the OEA national laboratory

•

Hybrid. In this approach, some elements or tasks are performed by inte rn al staff and

vulnerability assessment team, conducts the assessment. This approach bring outside
objectivity, intra- and inter-industry perspectives, visibility into trends and benchmarks,
access to specialized staff with specific expertise, and o ft entimes increased credibility
with executive management.
some are conducted by external experts.

Because organizations typically do not have the breadth or depth of in-house expertise available
to conduct comprehensive vulnerability assessments of the scope defined in Figure 1, external
expertise is both necessary and desirable. It is also important to note that effective planning,
scheduling, coordination, and logistics are as important to completing a successful assessment as
assembling a qualified assessment team.
If external expertise is used, well-defined information protection procedures must be established.
When the team conducts an assessment, a non-disclosure agreement (NDA) is typically
developed that defmes the policies for the storage, transmission, handling, and disposition of all
sensitive data gathered and generated during the assessment.

•

The fmal pre-assessment task is to identify and rank critical assets. This is an enterprise-wide
ranking of the vital systems, facilities, processes, and information necessary to maintain
continuity of service. The objective is to focus the assessment and support the risk analysis
process (a process that culminates in ranked options for action). Lists created for Y2K and
contingency planning can be a helpful starting point, but a careful analysis of critical assets is
needed to ensure that current threats and new critical infrastructure assurance considerations,
such as interdependencies, are addressed.
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4 ASSESSMENT

As delineated in Figure 1, the assessment methodology consists of ten elements—analyze the
network architecture; assess the threat environment; conduct penetration testing; assess physical
security; conduct a physical asset analysis; assess operations security; examine policies and
procedures; conduct an impact analysis; assess infrastructure interdependencies; and conduct a
risk characterization. Each of these elements is described below.
4.1

NETWORK ARCHITECTURE

This element provides an analysis of the information assurance features of the information
network(s) associated with the organization's critical information systems. Information to
examine includes network topology and connectivity (including subnets), principal information
assets, interface and communication protocols, function and linkage of major software and
hardware components (particularly those associated with information security such as intrusion
detectors), and policies and procedures that govern security features of the network.
Procedures for information assurance in the system, including authentication of access, and
management of access authorization should be reviewed. The assessment should identify any
obvious concerns related to architectural vulnerabilities, and operating procedures. The
assessment should also review existing security plans and analyze results of any prior testing.
Results from this element include potential recommendations for changes in the information
architecture, functional areas and categories where testing is needed, and suggestions regarding
system design that would enable more effective information and information system protection.
4.2

THREAT ENVIRONMENT

Developing a clear understanding of threats is a fundamental element of risk management. This
understanding, combined with an appreciation of the value of the information assets and systems,
and impact of unauthorized access and subsequent malicious activity, provides a basis for better
defining the investment that might be prudent to prevent such access. 'While there are legitimate
concerns regardimg transnational organizations (e.g., information warfare by intelligence
agencies of other nations), the primary focus of this portion of the assessment is those individuals
or organizations motivated by fmancial gain, accomplishing extremist goals (e.g., environmental
terrorists or anti-nuclear advocates), embarrassing one or more orga.nizations, or who derive
personal pleasure from such penetration (e.g. recreational hackers or disgruntled employees).
Characterizing these and other threats, trends in these threats, and ways in which vulnerabilities
are exploited should be conducted in this task. To the extent possible, the characterization of the
threat environment should be localized to the organization's service area.

8

Vulnerability Assessment and Survey Methodology

4.3

PENETRATION TESTING

The purpose of network penetration testing is to utilize active scanning and penetration tools to
identify network vulnerabilities that might be easily exploited by a determined adversary.
Penetration testing can be customized to the specific needs and concerns of the utility. In general
the penetration testing should include a test plan and details on the rules of engagement for the
testing. Penetration testing should also include a general characterization of the access points to
the critical information systems and communication interface connections, modem network
connections, access points to principal network routers, and other external connections. Lastly,
the penetration testing should include identified vulnerabilities and particularly whether access
could be gained to the control network or specific subsystems or devices that have a critical role
in assuring continuity of service.
4.4

•

PHYSICAL SECURITY

The purpose of the physical security assessment is to examine and evaluate the physical security
systems in place or planned, and to identify potential physical security improvements for the
sites evaluated. The physical security systems include access controls, barriers, locks and keys,
badges and passes, intrusion detection devices and associated alarm reporting and display, closed
circuit television (CCTV) (assessment and surveillance), communications equipment (telephone,
two-way radio, intercom, cellular), lighting (interior and exterior), power sources (line, battery,
generator), inventory control, post-ings (signs), security system wiring, and protective force. The
physical security systems are reviewed for design, installation, operation, maintenance, and
testing.
The focus of the physical security assessment should be those sites that are directly related to the
critical facilities, including information systems and assets required for operation. Typical
facilities to include are sites housing critical equipment or information assets or networks
dedicated to the operation of electric or gas transmission, storage, or delivery systems. Other
facilities can be included based on criteria specified by the organization being assessed.
4.5

PHYSICAL ASSET ANALYSIS

The purpose of the physical asset analysis is to examine the systems and physical operational
assets to ascertain whether vulnerabilities exist. This includes examining asset utilization,
system redundancies, and emergency operating procedures. Consideration should be given to the
topology and operating practices for electric and gas transmission, processing, storage and
delivery, looldng specifically for those elements which either singly or in concert with other
factors provide a high potential for disruption of service.
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4.6

OPERATIONS SECURITY

Operations Security (OPSEC) is the systematic process of denying potential adversaries
(including competitors or their agents) information about capabilities and intentions of the host
organization. This is accomplished by identifying, controlling, and protecting generally nonsensitive activities concerning planning and execution of sensitive activities. The OP SEC
assessment reviews the processes and practices employed for denying adversary access to
sensitive and non-sensitive information that might inappropriately aid or abet any individual's or
organization's disproportionate influence over system operation (e.g., electric markets or grid
operations). This should include review of security training and awareness programs,
discussions with key staff, and tours of appropriate principal facilities. It should also include a
review of information that may be available through public access.
4.7

POLICIES AND PROCEDURES

The policies and procedures by which security is administered provide the basis for identifying
and resolving issues, establishes the standards of reference for policy implementation, and
defines and communicates roles, responsibilities, authorities and accountabilities (R2A2) for all
individuals and organizations which interface with critical systems. They provide the backbone
for decisions and day-to-day security operations. The security policies and procedures become
particularly important where multiple parties must interact to effect a desired level of security
and where substantial legal ramifications may result from policy violations. The policies and
procedures should be reviewed to determine whether they (1) address the key factors affecting
security, (2) will enable effective compliance, implementation and enforcement, (3) reference or
conform to established standards, (4) provide clear and comprehensive guidance, and (5)
effectively address the R2A2.
4.8

IMPACT ANALYSIS

A detailed analysis should be conducted to determine the influence that exploitation of
unauthorized access to critical facilities or information systems might have on an organization's
operations (e.g., market and/or physical operations). In general, this will require thorough
understanding of (1) the applications and their information processing, (2) decisions influenced
by this information, (3) independent checks and balances that naight exist regarding information
upon which decisions are made, (4) factors that might mitigate impact of unauthorized access,
and (5) secondary impacts of such access (e.g., potential destabilization of organizations serving
the grid, particularly those affecting reliability or safety). Similarly, the physical chain of events
following disruption, including the primary, secondary, and tertiary impacts of disruption should
be examined.
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4.9

INFRASTRUCTURE INTERDEPENDENCIES

The terrn "infrastructure interdependencies" refers to the physical and electronic (cyber)
linkages within and among our nation's critical infrastructures — energy (electric power,
oil, natural gas), telecommunications, transportation, water supply systems, banldng and
finance, emergency services, and government services. This task identifies the direct
infrastructure linkages between and among the infrastructures that support critical
facilities as recognized by the organi7ation. This requires a detailed understanding of
organization functions, internal infrastructures, and how these link to external
infrastructures.
4.10

RISK CHARACTERIZATION

This task provides a framework for prioritizing recommendations across all task areas. The
recommendations for each task area are judged against a set of criteria to help prioritize the
recommendations and assist the organization in determining the appropriate course of action.
This provides a framework to assess vulnerabilities, threats, and potential impacts (determined in
the other tasks). In addition, the existing risk analysis and management process at the
organization should be reviewed and, if appropriate, utilized for prioritizing recommendations.
The degree to which corporate risk management includes security factors is also evaluated.
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5 POST ASSESSMENT

The post-assessment phase involves prioritizing assessment recommendations, developing an
action plan, capturing lessons learned and best practices, and conducting training. The first two
tasks are aimed at focusing attention on high-priority security concerns and ensuring that these
concerns are addressed in systematic and timely manner. As part of 0EA's initiative, lessons
learned and best practices are captured and disseminated to enhance education and awareness
within the energy industry. In the future, training and other technical support activities, such as
workshops, will be provided by °EA to supplement the assessment activities.

•

•
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6 SUMMARY

The dra ft vulnerability assessment methodology described in this report is being developed by
DOE's Office of Energy Assurance to help energy-sector organizations identify and understand
the threats to and vulnerabilities of their infrastructures. The methodology is multi-faceted,
addressing physical, cyber, and interdependencies-related vulnerability concerns. Through its
initiative, the methodology has been successfully applied by a team of experts from DOE's
national laboratories to assist Energy Sector organizations in understanding the risks they face,
and what steps might be taken to mitigate those risks. The development process is evolutionary
in nature, and lessons learned from the assessments, as well as best practice approaches to
mitigate vulnerabi lities, are documented in related reports.
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1 Introduction
The Department of Energy (DOE) is concerned about the security and
reliability of the nation's energy infrastructure (electric, oil, gas), in
particular about the possibility of terrorist attacks that could target that
infrastructure. The possibility of terrorist attacks is especially problematic
in the post-September 11 world. For example, the Federal Bureau of
Investigation issued a warning in mid-November that Osama bin Laden
may have ordered retaliatory attacks against North American natural gas
facilities if he is captured or killed.
In response to these concerns, teams have been formed to assess the
nation's energy infrastructure in coordination with energy oversight
organizations and individual utilities located within our 50 states.
Specifically, DOE is concerned with critical points within the energy
infrastructure that could give terrorists an opportunity to cause
catastrophic events.
In a recent interview on CNN, Tom Ridge, director of the Office for
Homeland Security, said, "We need to talk to our energy companies. We
need to just ramp up our ability to be alert, ramp up our security and deal
with what may occur." The "we" referred to by Governor Ridge includes
governtnent officials at all levels — federal, state, and local.
To best address these vital concerns, a system is needed to identify and
prioritize vulnerabilities. It is not possible to defend every conceivable
target equally to the same level. The nation may quickly need to institute a
tougher assessment of risk and determine which defensive measures
provide the most benefit for each dollar.
DOE's long-term objective is to develop an integrated federal, state, local,
and industry vulnerability mitigation and consequence management
architecture for the energy infrastructure. Historically, DOE has worked
with many states to help identify and reduce vulnerabilities in our energy
infrastructure. Our key goal is to work in support of the states in building a
national strategy for protecting our critical energy infrastructure.

1.1 DOE's Approach
To achieve the goal of protecting our critical energy infrastructure, DOE's
Office of Emergency Operations will assemble teams to work in support
of states. Other federal agencies (e.g., the Department of Transportation,
Office of Pipeline Safety) may participate. The teams will encompass a
variety of specialized skills, including but not limited to physical security,
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cyber security, emergency management, and energy infrastructure
interdependency.
To start things off, a small DOE team met with emergency planning and
public utility officials in Texas on November 9 and in California on
November 16. The objectives of these initial face-to-face visits included
identifying areas for additional effort and determining areas that can
benefit from assistance by DOE.
Using the knowledge gained from these first meetings, DOE will meet
with additional states and work with representatives of the energy industry
to continue to develop and define the overarching effort. After the initial
assessment, DOE and state teams will meet with energy sector
representatives to secure their participation in the assessment process.
In addition, ten states have been identified as "bottleneck" states because
they have large concentrations of energy production and distribution
infrastructure. Representatives from these ten states will be invited to
work with DOE to develop and improve methods for conducting
assessments within their states and in other states. The results from these
assessments will be used to develop a national strategy based on identified
priorities to protect our energy infrastructures.

1.2 Why Conduct a Vulnerability
and Risk Assessment?
A more complete understanding of risk and risk management, as well as
more effective communication regarding risk, is needed at all levels of
management. A risk management program provides a framework within
which assets and their criticality to an organization or mission are
quantified, threats to these assets are characterized, and the vulnerabilities
of the assets to the threats are analyzed. The resulting risks are assessed
and ranked. Finally, potential countermeasures to reduce vulnerabilities
(and thus risks) are identified. Vulnerability and risk assessments can
assist in identifying the criticality of assets (or the impact from the loss of
assets), threats, and vulnerabilities. The tools of risk management also can
address the costs, benefits, and uncertainties associated with implementing
recommendations involving security and vulnerability mitigation. Such
information will aid in establishing priorities and developing a defensible
plan of action.
Risk assessments can be very narrow in scope but include a very broad
range of subject-matter experts. A structured risk assessment provides a
forum for such experts to discuss and ultimately reach a consensus on

4

Draft Version 1.0

December. 4, 2001

relative priorities (including security) based on information gathered
during the assessment process.
While subject-matter experts might agree on basic priorities and courses of
action, there is no "right" answer, and some experts would argue that there
is no "complete" product. However, a team of specialists from industry, as
well as from federal, state, and local gove rn ments, brings a broad set of
perspectives that can lead to a set of priorities for national action.

1.3 Checklist Concept
Various approaches to the analytical risk management (ARM) process
have been developed for various situations and a range of assessments.
DOE has developed an initial checklist approach to the ARM process
based on an established procedure for examining the security risk of a
single facility or small-scale operation. However, the concepts presented
should also apply to larger systems and to the overarching infrastructure,
such as found within the various components of the energy infrastructure.
The checklist approach was developed for use by the participants in
DOE's November 2001 Initiative. It includes an overview of a fairly
standard, top-level approach to concepts of vulnerability and risk
assessments and lists of questions and considerations for use during each
major step of the risk management process. The purpose is to assist those
state government o ffi cials who are tasked with identifying priorities for
protecting the nation's energy infrastructure.
This checklist is designed for use by state and federal govermnent officials
who are:
o

Reviewing vulnerability and risk assessments that have been
conducted, especially those for which the reviewer was not a
participant;

o Updating vulnerability and risk assessments (it is expected that users
of the checklist would be active participants in the assessment
process); and
o

Conducting vulnerability and risk assessments (starting from scratch,
again with users of the checklist as active participants in the
assessment).

Appendix A contains a list of definitions of key terms used in the ARM
discipline.
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2 Risk Management Overview
2.1 Coordination of a Risk Assessment
Before the establishment of an energy infrastructure risk assessment
program, the resources required to implement such a program should be
identified, the present status of any existing infrastructure protection
programs or procedures should be determined, and procedures to identify
the critical assets of the infrastructures and to quantify risks associated
with them should be established.
Coordination is an important ingredient in a successful risk assessment
program. State govermnents should work closely with energy companies
and with federal and local govenunents, and should focus their
assessments on state assets (e.g., buildings, equipment, people) and
impacts on state functions (e.g., public safety, law enforcement, economic
stability). Once state assets have been identified, the states should
coordinate with their respective energy companies to determine the energy
infrastructures that support these assets and the criticality of these
infrastructures. If a state has identified energy as a critical state asset,
discussions between the state and the various energy companies should
ensue to examine actions, such as adding redundancy, improving response
and recovery actions, or ensuring energy backup systems.
The state should address the following actions to assist in coordination
efforts:
o Identify assessment team members and their functional area
assignments. Coordinate with corporate leaders and directly with
specialty area staff to ensure that personnel are available.
u Determine what existing processes are available at the federal, state,
and local levels for conducting an integrated vulnerability and risk
assessment of the state's energy infrastructure.
•

Using information from state energy, law enforcement, and emergency
management organizations, establish common definitions of criticality,
prioritize energy assets, and determine what processes and
methodologies are available for use.

ca Identify the protection and security assurance responsibilities at the
federal, state, and local levels.
u Identify protection and response assets at the federal, state, and local
levels that could be integrated with the first responder assets at an
individual facility.

6

Draft Version 1.0

u

December 4, 2001

Determine what technical and resource needs are available from
federal, state, and local sources for supporting vulnerability and risk
assessments and consequence mitigation activities.

o Determine how critical energy assets are integrated and prioritized
along with critical nonenergy assets.
u

Identify common security requirements for energy systems (e.g., those
adopted uniformly and consistently for all states).

u

Identify information-distribution processes for sharing threat
notifications, warnings, and alerts with neighboring states, energy
companies, and the federal gove rn ment.

o

Identify fonnal mutual assistance agreements in place at the federal,
state, and local levels to support response, repair, and restoration
activities if a critical infrastructure facility is disrupted.

o

Pinpoint processes to identify interdependencies among the
infrastructures.

Several of these issues are complex and require cooperation among the
energy industry and all levels of gove rn ment. States are responsible for
securing their own assets, providing oversight to energy companies to
ensure proper security and robustness, and coordinating with the federal
govermnent to make certain that national security and economic stability
goals are met.
Although energy comp an ies are responsible for their own risk
assessments, states need to take a proactive role to ensure that these
companies perform risk assessments, adopt a robust methodology, and
take actions to address the findings and recommendations.
Through its Vulnerability and Risk Analysis Program (VRAP), DOE has
developed a risk assessment methodology along with lessons learned and
best practices. The states should use this methodology with their
respective energy companies as a starting point to help assess their current
situation and develop an action plan.
The next section presents an outline of a typical risk management process,
which is described further in Section 3. Before applying a formal risk
management process to a state government, utility, energy company, or
other organization, it is prudent to conduct a preliminary review of the
organization's mission and mission support documents and information.
This review should begin with a briefing by the organization, at which
organizational charts are presented and critical information, systems, and
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assets requireçl to execute or support its mission are identified. Required
information about critical information, systems, and assets could include:
o

Relative priorities or importance over time;

u

Interrelationships and interdependencies;

u

Logical, physical, and functional network and system diagrams;

u

Blueprints, user's manuals, and architectures;

•

Purposes; and

•

Concepts of operation.

Other information about the organization that is relevant to a risk
assessment includes:
o

Previous vulnerability or risk assessment results and reports;

u

Relevant policies and procedures;

▪ Continuity of operations, contingency, disaster recovery, and backup
plans or procedures; and
a Dependence on other organizations or systems (e.g., supervisory
control and data acquisition [SCADA] systems, telephone and fiberoptic line connectivity, utilities, government services).
The organization should also provide preliminary information on the
following:
u

Its perception of the primary threats to critical mission and mission
support information, systems, and assets;

a The types of threats, such as insider (access, knowledge, privileges),
hacker (novice, professional), organized crime or terrorist, foreign or
industrial intelligence, weapons of mass destruction, or other, as
applicable;
a The motivation of the threats, such as ideological, religious, political
gain, social, revenge, monetary or economic gain, or other, as
applicable; and
a Anticipated threat tactics, such as social engineering or collusion,
stealth, brute force, physical attack and damage, open-source research,
third-party usage, or other, as applicable.
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The preliminary review could also include open-source searches for
available information to characterize the organization being assessed, its
missions, and its critical mission and mission support information, systems
and assets, and supporting infrastructures. Finally, an assessment time line •
or list of major event milestones and a plan for the assessment activities
should be developed.

2.2 Outline of Analytical Risk Management Steps
This section presents an outline of the risk management process on which
DOE based its initial checklist approach to ARM.
Step 1. Identify assets and loss impacts.

1.1 Determine critical assets that require protection.
1.2 Identify undesirable events and expected impacts.
1.3 Rank assets based on consequence of loss.
Step 2. Identify and characterize the threat.

2.1 Identify threat categories and potential adversaries.
2.2 Assess intent and motivation of adversary.
2.3 Assess capability of adversary or threat (i.e., is the threat credible?).
2.4 Determine frequency of threat-related incidents on the basis of
historical data.
2.5 Estimate degree of threat relative to each critical asset and
undesirable events.
Step 3. Identify and analyze vulnerabilities.

3.1
3.2
3.3

Identify potential vulnerabilities related to specific assets and
undesirable events.
Identify existing countermeasures and their level of effectiveness in
reducing vulnerabilities.
Estimate degree of vulnerability relative to each asset and threat.

Step 4. Assess risk and determine priorities
for asset protection.

4.1 Estimate degree of impact relative to each critical asset.
4.2 Estimate likelihood of attack by a potential adversary or threat.
4.3 Estimate likelihood that a specific vulnerability would be exploited.
4.4 Determine relative degree of risk {[expected impact (asset value)]
x [likelihood of successful attack (threat x vulnerability)] }.
4.5 Prioritize risks on the basis of integrated assessment.
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Step 5. Identify countermeasures, costs, and trade-offs.

5.1
5.2
5.3
5.4
5.5

Identify potential countermeasures to reduce vulnerabilities.
Identify capability and effectiveness of countermeasures.
Identify costs of countermeasures.
Conduct cost-benefit and trade-off analyses of countermeasures.
Prioritize options and prepare recommendations for decision makers.
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3 Checklists for Risk Assessment
of the Energy Infrastructure
The following sections describe the steps of the risk management process
outlined in Section 2.2. Where appropriate, the steps contain checklists of
questions that could be used to guide the implementation of a risk
assessment program for the energy infrastructure.

3.1 Step 1. Identify Assets and Loss Impacts
Estimates of the potential consequences, including economic implications,
of not mitigating identified vulnerabilities or addressing security conce rn s
are necessary to effectively apply risk management approaches to evaluate
mitigation and security recommendations. Outages as a result of security
failures could discredit a state government or degrade a company's
reputation and cause it to lose the competitive edge in the marketplace.
Furthermore, the modern utility's corporate telecommunication and
computer network has many exte rn al connections to public and private
networks. Such connections are used to communicate with customers and
offer new electronic services, such as on-line billing and payment. Cyber
security should be a primary concern, especially for utilities that operate in
this new interconnected environment. An enterprise-wide information
technology (IT) security architecture should be developed.

The federal gove rn ment, state gove rn ments, and energy companies have
roles and responsibilities for identifying assets and the impact of their
losses. Each organization should perform the three tasks listed under
Step 1 (see Section 2.2), but each should have a unique focus as explained
below. Again, coordination between states and energy companies and
between states and the federal gove rn ment is crucial to this process.

o Federal government. Identify physical and cyber assets related to
federal responsibilities and operations. Key assets identified should be
related to the criticality of overall federal operations (e.g., national
security, law enforcement, public safety, economic stability,
govermnent continuity). The federal government should coordinate
with state govenunents and energy companies as needed.
o State governments. Identify physical and cyber assets related to state
responsibilities and operations. Key assets identified should be related
to the criticality of overall state operations (e.g., public safety, law
enforcement, economic stability, govenunent continuity). State
governments should provide oversight and guidance for energy
company activities and coordinate with federal and local governments.
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Energy companies. Identify physical and cyber assets related to the
operation of their respective energy systems. Key assets identified
should be related to the criticality of overall operations of the
individual companies. Potential assets include substations,
transmission lines, pipelines, power plants, storage facilities,
interconnections, SCADA systems, and e-commerce capabilities.
Energy companies should coordinate with federal, state, and local
governments to postulate undesirable events. They should also identify
expected impacts and prioritize assets based on the consequences of
the loss.

Not all assets and activities warrant the same level of protection. The cost
of reducing risk to an asset must be reasonable in relation to its overall
value. The value, however, does not need to be expressed in dollars. A
potential loss can be stated in terms of human lives, the impact on the state
or national economy, or the impact on national security.
The first set of questions is designed to guide the process of identifying
the critical assets of the energy infrastructure, determining the potential
consequences of disruptions of those assets, and estimating qualitative or
quantitative impact ratings for each critical asset.

Criticality Criteria (Energy Infrastructure Specific)
What is the potential for immediate and significant local impacts?
What is the potential for loss of energy supply to national security facilities?
What is the potential for loss of energy supply to large civilian areas?
What is the potential for environmental impacts?
What is the potential for catastrophic effects (weapons of mass destruction
level impacts)?
Would the company need an extended time period to make repairs?
Is there little or no redundant capacity or capability?
What is the potential for cascading effects?
What is the potential for interdependency effects (i.e., effects on the
telecommunications, energy, water, IT, banking and finance, transportation,
emergency services, and government services infrastructures)?
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Criticality Criteria (Energy Infrastructure Specific) (Cont.)

D Do any special situations need to be considered?
D Have cyber networks and system architectures (e.g., SCADA systems,
business e-mail and e-commerce) been documented fully?

Criticality Criteria (Structured Assets)

Have people, facilities, and operations been considered when assessing
assets?
What critical mission activities take place at this site?
What facility personnel, tenants, customers, and visitors could be affected?
What critical/sensitive information (both classified and unclassified) is
available at the site?
What critical or valuable equipment is present at the site?
Where are the assets located?
What impacts would be expected if assets were compromised?

Criticality Criteria (Asset Value)
How does obtaining this asset help adversaries attain their goals?
What would we lose? What would they gain?
Is this asset still valuable to us once an adversary has it?
What did it cost to develop this asset?

If this asset were compromised, what would be the impact on people's lives
and on national security?
How does the need for protecting this asset compare with other assets also
considered to be of value?
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Once states have identified their critical assets, they should coordinate
with their respective energy companies on appropriate energy
infrastructure support to these assets, including ensuring that sufficient
robustness and redundancy are provided. Coordination for appropliate
protection, response, and recovery measures should also be discussed.
State governments should coordinate with energy companies and the
federal government to ensure that roles for response and recovery are
understood so that quick and effective measures can be taken when
problems occur.
In addition, federal and state governments can assist energy companies in
infrastructure restoration activities. Potential support can come from many
areas, such as maintaining critical spare parts, assisting with special
equipment, working with the emergency telecommunications spectrum,
and supplying temporary staffing. To begin a dialog on these issues, a
checklist (below) is provided that contains sample questions for states to
ask their electric power companies. Similar questions could be developed
for other energy infrastructures.

Energy Infrastructure Asset Checklist
(Sample for Electric Power)

What are your power generation capabilities?
What type of power generation plants do you have (e.g., natural gas, oil,
coal, nuclear, hydro)?
What are the capacities of each of the power generation facilities?
What areas are served by each power generation facility?
What are the number, type, and location of transmission lines?
Where are substations located?
What are the capacities of the substations?
What geographic areas does each substation serve?
What contingency plans are in place to respond to the failure of a
substation?
Which power control center manages power to this geographic area?
What contingency plans are in place to respond to generation station or
substation failure?
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Energy Infrastructure Asset Checklist
(Sample for Electric Power) (Cont.)

What contingency plans are in place to respond to a control center failure?
Flow much capacity is provided by secondary power generators?
What happens when one or more generating stations are lost?

Once assets critical to the operation of the energy company (or the state or
federal gove rnment) have been identified and characterized, an impact
assessment must be carried out to describe the consequences of losses if an
undesirable event occurs. The degree of impact should be quantified by
using a relative impact or criticality rating criteria and a consistent rating
scale. (An example of a scale for rating criteria is presented in Step 4.) The
assets are then ranked in terms of criticality. The asset owners should be
involved in the process of evaluating the loss impact and the relative value
of the assets.

3.2 Step 2. Identify and Characterize the Threat
In addition to identifying the critical assets of the energy infrastructure and
the impact of their disruption, a quantitative risk assessment of the energy
infrastructure requires identification and quantification of the threats. The
set of questions provided in this section serves as guidance for evaluating
the threat environment to which the energy infrastructure could be
exposed and establishing qualitative or quantitative threat ratings for each
critical asset. The goals of threat assessment are to understand the
adversary's capabilities and intent to collect critical information from the
adversary's point of view.
The federal government, state governments, and energy companies each
collect threat information. This information should be shared among these
groups in order to have the most comprehensive and updated threat
information possible. Unique threats are posed to each organization;
however, threats to the federal or state government could impact energy
systems and should be shared. Also, threats to energy systems could
impact federal and state assets. Federal, state, and local govern ments have
access to law enforcement and intelligence data. This information should
be integrated and shared, together with information that energy companies
collect.
This second set of questions is to be used to identify and evaluate the
threat environment to which an organization may be exposed.
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Determine Intent of Adversary
What are the specific goals and objectives of the adversary?

El What does the adversary gain by achieving these goals?
El How will the adversary achieve its goals through exploiting our assets?
Is the adversary aware that the asset exists?

El Does the adversary know enough about the asset to plan an attack?
Is the adversary willing to risk being caught?

El Are there other, less risky means for an adversary to attain his/her goals?
What is the probability that the adversary will choose one method of
attack over another?
What specific events might provoke the adversary to act?

El What might the adversary lose in attempting to exploit our assets?
El Would that loss be a rational trade-off, from the adversary's perspective?
El To what degree is the adversary motivated?

3.3 Step 3. Identify and Analyze Vulnerabilities
In addition to identifying the critical assets of the energy infrastructure and
the potential threats against them, the vulnerability of those assets to the
potential threats must be quantified, at least to some extent, to determine
the overall risk to the assets.
There are various types of vulnerabilities such as physical, technical, and
operational. A facility, including compound perimeter security (gates,
walls, fences, landscape, sewers, tunnels, parking area, alarms), compound
area (closed-circuit television, motion detectors, lighting), building
perimeters (windows, doors, shipping docks, shielded enclosures, access
control, alarms), and building interiors (safes, locks, vents, building
history), is subject to physical vulnerabilities. Electronic equipment, such
as acoustic equipment, secure phones, computers and computer networks,
and radio-frequency equipment, are subject to technical vulnerabilities.
The guard force, personnel procedures, and operational procedures are
subject to operational vulnerabilities.
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Various charanteristics of assets may affect their susceptibility to attacks
and must be considered when identifying susceptibilities. Such asset
characteristics include building design; equipment properties; personal
behavior; locations of people, equipment, and buildings; and operational
and personnel practices.
Both energy companies and states should answer the questions below.
Energy comp an ies should analyze the vulnerabilities of their physical and
cyber systems. States should analyze the vulnerabilities of their assets and
coordinate management of the vulnerabilities of the supporting energy
infrastructure to these assets by their energy companies.
This third set of questions is to be used to evaluate the vulnerability of the
critical energy infrastructure assets to the potential threats and to establish
qualitative or quantitative vulnerability ratings for each asset.

Identify and Analyze Vulnerabilities
How susceptible is the asset to physical attack if readily available
weapons were used?
How susceptible is the asset to physical attack if difficult-to-acquire
weapons were used?
How susceptible is the asset to physical attack from insiders?
Are any of the facilities unprotected? If so, describe them.
Are any of the facilities minimally protected? If so, describe them.
How susceptible is the asset to cyber attack?

Once the specific susceptibilities of each asset have been identified and
assessed in terms of the potential threats, countermeasures that may be in
place to protect these assets must be identified to determine the actual
vulnerability of these assets.
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Identify E ffectiveness of Existing Countermeasures
What type of protection, deterrent, or intrusion detection does the
countermeasure provide?
What type of undesirable event does it guard against
(e.g., surreptitious forced entry, technical implant, theft of classified
material)?
During which hours of the day and under what conditions are
countermeasures effective?
Where is the countermeasure effective, and what area does it cover?
What is the history of reported malfunctions of countermeasures?
What is the correlation of the effectiveness of countermeasures to
security incident reports that may indicate that the countermeasures
were defeated?
What is the history of countermeasure maintenance and upgrades?

3.4

Step 4. Assess Risk and Determine Priorities
for Asset Protection
Scales for the rating criteria identified in Steps 1 through 3 (asset
criticality, threat, and vulnerability) must be developed. This concept is
presented below in the form of a generic example. The team that conducts
the assessment should define rating scales (in consultation with the
client/customer) that are appropriate to the specific assessment.
Using the individual rating values assigned to each combination of asset
criticality, threat, and vulnerability, a relative degree of risk or a risk rating
can be established for each asset for one or more postulated adverse events
or consequences that could result from an attack by the identified threat.
Often a multiplicative approach involving the three rating criteria is used
to obtain a risk rating:
Risk Rating = (Impact Rating) x (Threat Rating) x (Vulnerability Rating).

•

An additional scale must be developed to assign a qualitative overall risk
level from the quantitative risk rating. Appendix B presents a brief
example of how individual rating values might be assigned and how the
overall risk rating can be established. The risk ratings or risk levels are
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used to prioritize the assets for the selection and implementation of
security countermeasures to achieve an acceptable overall level of risk at
an acceptable cost.
The following should be considered when developing and using rating
criteria:
ca

u

u

Subject-matter expert opinions and perspectives should be
documented. The assessment team should reflect a variety of different
perspectives, and the team should work toward reaching a consensus
regarding a set of priorities.
Information should be presented in a usable format (e.g., table,
matrix, or spreadsheet).
Assumptions should be documented.

A generic example of possible scales for the rating criteria is presented
below in the form of a set of tables to illustrate the concept. These or
similar tables are used to establish qualitative or quantitative criticality,
threat, and vulnerability ratings for each critical asset.

•
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Asset Impaçt/Criticality Rating Criteria

Each asset that is identified in Step 1 of the risk assessment process is
assigned an impact rating value that reflects the importance or criticality
of a loss or disruption of that asset with regard to the continued operation
of the energy infrastructure or other organization being assessed. In the
example below, a quantitative criticality rating scale of 0 to 100% is used,
which corresponds to qualitative criticality levels of critical, high,
medium, and low.

Asset Impact/Criticality Rating Criteria
Criticality

Level

Description

Rating Scale
(%)

Critical

Indicates that compromise of the
asset would have grave
consequences leading to loss of life
or serious injury to people and
disruption of the operation of the
infrastructure. It is also possible to
assign a monetary value or some
other measure of criticality.

75-100

High

Indicates that compromise of the
asset would have serious
consequences that could impair
continued operation of the
infrastructure.

50-75

Medium

Indicates that compromise of the
asset would have moderate
consequences that would impair
operation of the infrastructure for a
limited period of time.

25-50

Low

Indicates little or no impact on
human life or the continuation of the
operation of the infrastructure.

1-25
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Threat Rating Criteria

The individual potential threats against the assets of the organization being
assessed that are identified in Step 2 are assigned a threat rating value that
reflects the magnitude of the threat. In the example below, a quantitative
threat rating scale of 0 to 100% is used, which corresponds to qualitative
threat levels of critical, high, medium, and low.

Threat Rating Criteria
Threat
Level

Description

Rating Scale
(%)
75-100

Critical

Indicates that a definite threat exists
against the asset and that the
adversary has both the capability and
intent to launch an attack, and that
the subject or similar assets are
targeted on a frequently recurring
basis.

High

Indicates that a credible threat exists
against the asset based on knowledge
of the adversary's capability and
intent to attack the asset and based
on related incidents having taken
place at similar facilities or in similar
situations.

50-75

Medium

Indicates that there is a possible
threat to the asset based on the
adversary's desire to compromise the
asset and the possibility that the
adversary could obtain the capability
through a third party who has
demonstrated the capability in
related incidents.

25-50

Low

Indicates little or no credible
evidence of capability or intent and
no history of actual or planned
threats against the asset

1-25
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Vulnerability Rating Criteria

The vulnerabilities of the assets in terms of in-place countermeasures to
protect those assets that are identified in Step 3 are assigned a
vulnerability rating value that reflects the extent to which the asset is
protected against the threats identified in Step 2. In the example below, a
quantitative vulnerability rating scale of 0 to 100% is used, which
corresponds to qualitative vulnerability levels of critical, high, medium,
and low.

Vulnerability Rating Criteria
Vulnerability

Level

Description

Rating Scale
(%)

Critical

Indicates that there are no
effective countermeasures
cuiTently in place and all known
adversaries would be capable of
exploiting the asset.

75-100

High

Indicates that although there are
some countermeasures in place,
there are still multiple weaknesses
through which adversaries would
be capable of exploiting the asset.

50-75

Medium

Indicates that there are effective
countermeasures in place;
however, one weakness does exist
that some known adversaries
would be capable of exploiting.

25-50

Low

Indicates that multiple layers of
effective countermeasures exist
and few or no known adversaries
would be capable of exploiting the
asset.

1-25

3.5 Step 5. Identify Countermeasures, Costs, and Trade-offs
The ultimate goal of an ARM process is to select and implement security
countermeasures to achieve an acceptable overall risk at an acceptable
cost. Step 4 of the risk assessment process prioritizes the combinations of
assets and threats by the risk ratings or risk levels. This, in tu rn , helps to
identify where countermeasures against risk are most needed.
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In this step, potential countermeasures to protect critical assets from
potential threats are identified, specific programs to assure that appropriate
countermeasures are put into place are established, and appropriate
agencies and mechanisms needed to put countermeasures in place are
identified.
A variety of approaches to developing countermeasures exist.
Countermeasures can reduce the likelihood of a failure due to an attack by
adding physical security. Countermeasures can also be implemented to
prevent or limit the consequences of a failure or to speed the recovery
following a failure, no matter what the cause of that failure.
Best practices and lessons learned from DOE's VRAP provide some
general actions, activities, and recommendations that can help identify
appropriate potential countermeasures. Some of these are listed below.

• The trend in IT is to outsource more and more functions. Cyber
security, however, should remain as an enterprise function and should
not become a contractor function.
•

Logging and reporting should be enabled on routers and firewalls to
gain a better understanding of user access and interactions with remote
systems.

U Sensitive and confidential documents should not be placed on Web
sites. Appropriate document review, classification, and access controls
should be implemented. This practice should apply to documents and
other information that is found in newsgroups, media sites, and other
linked sites.
CI Security measures such as traffic filtering, authorized controls,
encryption and access controls, minimizing or disabling of
unnecessary services and commands, minimizing banner information,
and e-mail filtering and virus control should be implemented.
CI A formal process for accessing relevant threat information and for
contacting the proper law enforcement agencies should be instituted (if
it does not already exist) and reviewed and updated on a regular basis.
Industry needs to work with gove rn ment to obtain security clearances
for appropriate personnel.
CI Appropriate security measures (e.g., access controls, barriers, badges,
intrusion detection devices, alarm reporting and display, closed-circuit
television cameras, communication equipment, lighting, and security
officers) should be implemented.
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U Top management support is critical in ensuring a successful security
program.
CI Security training programs should be formalized.
•

Procedures for escorting contractors and visitors into sensitive areas
should be enhanced.

U Security should be incorporated in the company goals as well as in its
corporate culture.
CI The foundation for security is well-informed employees acting
responsibly.
CI A formal review process should be established for all information
released to the public, particularly through the company's Web site. A
periodic review of "public" information should be performed to audit
performance.
CI An organization should be careful about disseminating sensitive
information to the press or competitors. Only minimal information
should be made available about personnel (especially executives).
•

Security training and awareness should be provided to all employees
on a regular basis.

CI At a minimum, an annual audit of overall security should be
conducted.
Some illustrations specific to energy organizations within the electric
power infrastructure are listed below as an example of specific
countermeasures that can be implemented. The countermeasures are
grouped by type.
Countermeasures to Prevent Damage

1:1

Harden key substations: protect critical equipment within walls or
below grade, separate key pieces of equipment such as transformers,
and toughen the equipment itself to resist damage.

CI Install surveillance (e.g., remote monitoring) around key facilities
coupled with rapid-response forces.

•

D Maintain guards at key substations.
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L:1 Improve qommunication with law enforcement agencies to obtain
threat information and coordinate responses to emergencies.
Countermeasures to Limit Consequences

U Improve emergency plans and procedures for handling power flow
instability and ensure that operators are trained to implement these
contingency plans.
U Modify the physical system—improve control centers and protective
devices, increase redundancy of key equipment, and increase reserve
margins.
1:1 Increase spinning reserves.
Countermeasures to Speed Recovery

CI Conduct contingency planning for restoration of service, including
identification of potential spare parts and resolution of legal
uncertainties.
CI Clarify the legal and institutional framework for sharing reserve
equipment.
CI Stockpile critical equipment (e.g., transformers) or any specialized
materials (e.g., various types of copper wire) needed to manufacture
critical equipment.
El Assure availability of adequate transportation for stockpiles of very
heavy equipment by maintaining a database of rail and barge
equipment and adapting Schnabel railcars to fit all transformers if
necessary.

I

CI Monitor domestic manufacturing capability to assure adequate repair
and manufacture of key equipment in times of emergency.
General Countermeasures to Reduce Vulnerability

LI Emphasize inherently less vulnerable technologies and designs when
practical, including pole-type transmission lines, underground
transmission cables, and standardized equipment.
CI Move toward an inherently less vulnerable bulk power system
(e.g., smaller generators near loads) as new facilities are planried and
constructed.
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As indicated earlier, state govenunents should provide oversight and
guidance for energy company activities related to risk management and
coordinate with federal and local governments. The following questions
can help guide the state through the risk management process.

The State's Role in the Risk Management Process

LI Has the state identified any critical issues or vulnerabilities regarding
its energy infrastructure?
If the state has identified critical issues, what are they and why are
they critical?
Has the state developed plans to counter these vulnerabilities?
Has the state coordinated information with local utilities, law
enforcement agencies, and others concerning these vulnerabilities?

The results of the risk assessment must be documented and most likely
presented to the appropriate federal, state, local, and energy company
organizations and staff. A presentation of the results should include the
following:

CI A review of the assets that were found to be critical and why,
including a summary of the impact of their loss.
1:1 A review of the threats that identifies the adversaries and explains their
capabilities, intent, and history related to undesirable events.
Cl A review of the vulnerabilities and how they relate to the threats.

CI A review of the overall risks and priorities, including what might
happen if the risks are not reduced.
CI A description of possible countermeasures, including how much they
will reduce vulnerabilities and risks, their direct and indirect costs,
their effect on the end users, and what risks will remain after they have
been implemented.
1=1 A discussion of the organization's responsibilities in selecting and
implementing the countermeasures, why it should invest in the
recommended countermeasures, and why it should discontinue using
existing countermeasures considered to be unwarranted.
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4 Sources
A number of sources were consulted in preparing this checklist. The major
sources of material are listed below:

Analytical Risk Management: A Systems Approach to Decision Making,
DOE's Nonproliferation and National Security Institute (NNSI)
The NNSI conducted a two-day training course at DOE Headquarters on
November 1 and 2, 2001. In addition to NNSI, representatives from Texas
and other federal agencies participated in the training course. Feedback
from this pilot course and from state visits will be used to develop training
for states interested in this approach.

Summary Information from the Vulnerability and Risk Analysis Program
(VRAP) of DOE's Office of Critical Infrastructure Protection
VRAP has been working with the national energy sector to develop the
capability required for assuring the security of our nation's energy
infrastructures. Many initial best practices have been assembled as part of
DOE's VRAP Initiative to help energy sector organizations identify and
understand the threats to and vulnerabilities of their infrastructures. Many
of these best practices are included within this checklist.

Assessment and Strategy Development Tool Kit of the Fiscal Year 1999
State Domestic Preparedness Equipment Program, Office of State and
Local Domestic Preparedness Support, Office of Justice Programs (OJP),
U.S. Department of Justice
This easy-to-use risk assessment tool was developed for OJP specifically
to assist users at many jurisdictional levels in responding to weapons of
mass destruction terrorism. The OJP tool kit asks for information in
specific formats to help determine priorities for grants needed to purchase
equipment. Texas has used this tool, or a version similar to it, for a
statewide terrorism assessment.

Subject-Matter Expert Input Readily Available to DOE's Office of
Emergency Operations
This source of information includes individuals with experience in
conducting and documenting vulnerability and risk assessments,
individuals with experience in responding to energy sector emergencies,
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and individuals currently working to build new models and methods for
assessment of large, complex infrastructures.

5 Contact
Suggestions for improving this checklist should be forwarded to:
John Weidner
Director, Office of Emergency Management (SO41)
U.S. Department of Energy
1000 Independence Ave, SW
Washington, DC 20585
Voice: (202) 586-9964
Fax: (202) 586-3904
E-mail: john.weidner@hq.doe.gov
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Appendix A: Key Definitions
Adversary: An individual, group, organization, or government that
conducts activities, or has the intention and capability to conduct
activities, detrimental to the U.S. government or its assets. Adversaries
include intelligence services of host nations, political or terrorist groups,
criminals, and private interests.
Asset: Any person, facility, material, information, or activity that has a
positive value to the U.S. government. The asset also may have value to an
adversary, although the nature and magnitude of those values may differ.
Cost Benefit Analysis: Part of the management decision-making process
in which the costs and benefits of each alternative are compared and the
most appropriate alternative is selected.
-

Countermeasure: An action taken or a physical entity used to reduce or
eliminate one or more vulnerabilities. The cost of a possible
countermeasure may be monetary or nonmonetary (e.g., reduced operating
efficiency, adverse publicity, unfavorable working conditions, and
political consequences).
Impact: The amount of loss or damage that can be expected. The impact
may be influenced by time or other factors.
Risk: The potential for damage or loss of an asset. The level of risk is a
condition of two factors:

o The value placed on the asset by its owner and the consequence,
impact, or adverse effect of loss or change to the asset.
o
i

The likelihood that a specific vulnerability will be exploited by a
particular threat.

Risk Assessment: The process of evaluating threats to the vulnerabilities
of an asset to give an expert opinion on the probability of loss or damage
and its impact, as a guide to taking action.
Risk Management: The process of selecting and implementing security
countermeasures to achieve an acceptable level of risk at an acceptable
cost.
Threat: Any indication, circumstance, or event with the potential to cause
the loss of or damage to an asset. Threat can also be defined as the
intention and capability of an adversary to undertake actions that would be

29

Draft Version 1.0

December 4, 2001

detrimental to U.S. interests. Threat categories include insider, terrorist,
intelligence service, environmental, criminal, and military.
Vulnerability: Any weakness that can be exploited by an adversary to
gain access to an asset. Vulnerabilities can result from the following:
u

Building characteristics;

Cl

Equipment properties;

u Personal behavior;
u Locations of people, equipment, and buildings; and
u

Operational and personnel practices.
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Appendix B: Sample Application of Rating Criteria
SAMPLE

Critical
Assets
People

Activities

Information

Facilities
Equipment

Potential Undesirable Events

Risk Assessment Matrix
Impact
Threat
Rating
Rating

Vulnerability
Rating

Overall
Risk

Assassination/Car Bomb

High

High

High

Critical

Assault

High

Low

High

Medium

Kidnapping

High

Medium

Medium

Medium

Accident/Injury/Medical Emergency

High

Medium

Medium

Medium

Disruption to Training Operations

Medium

Low

Low

Very Low

Disruption to Covert Transport

Medium

Low

Low

Very Low

Disruption to Communications

Medium

Low

Medium

Medium

Theft/Compromise of Classified Info

High

Medium

Low

Medium

Exposure of Identity/Affiliation

High

High

Low

Medium

Technical Implant in Conference Areas

High

Medium

Low

Medium

Destruction of Populated Building

Critical

Low

Medium

Low

Destruction of Unpopulated Building

High

Low

Medium

Medium

Theft/Damage to Computer Equipment

Medium

Low

Low

Very Low

Theft/Damage to Communications Equipment

High

Low

Medium

Medium

Sabotage of Weapons/Explosives

High

Low

Low

Low

Risk
Acceptable?

.

SAMPLE
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This table is used to assign an impact rating for each potential undesirable event that impacts a critical asset.
SAMPLE
Impact Rating Decision Matrix
Loss of or
Injury to

Impaired or
Halted

Damage to or
Loss of Costly

Overall Impact

Operations

Property

Rating

Yes/No

Yes/No

Yes/No

Critical/High

Yes/No

Yes/No

Yes/No

Yes/No

High

Yes/No

Yes

Yes/No

Yes

Yes/No

High

No

Yes/No

Yes/No

Yes

Yes

Yes/No

High

No

No

No

No

Yes/No

Yes

Medium

No

No

No

No

Yes

Yes/No

Medium

No

No

No

No

No

No

Low

Human Life

Loss of Top Secret
or Secret Data

Loss of

Confidential Data

Loss of Sensitive,
Unclassified Data

Yes

Yes/No

Yes/No

No

Yes

No

Critical indicates that compromise to the assets targeted would have grave consequences leading to loss of life or serious injury to people
(rating scale: 75-100%).
High indicates that a compromise to assets would have serious consequences resulting in loss of classified or highly sensitive data that could impair
operations affecting national interests for a limited period of time (rating scale: 50-75%).

Medium indicates that compromise to the asset would have moderate consequences resulting in loss of confidential, sensitive data or costly
equipment/property that would impair operations affecting national interests for a limited period of time (rating scale: 25-50%).
Low Indicates little or no impact on human life or the continuation of operations affecting national security or national interests (rating scale: 1-25%).

SAMPLE

32

Draft Version 1.0

December 4, 2001

This table is used to assign a threat rating for each potential threat.

SAMPLE
Threat Rating Decision Matrix
Intent

Capability

History

Threat Rating

Yes

Yes

Yes

Critical

Yes

Yes

No

High

Yes

No

Yes or No

Medium

No

Yes or No

No

Low

Critical indicates that a definite threat exists against the assets and the adversary has both
the capability and the intent to launch an attack, and that the subject or similar assets are
targeted on a frequently recurring basis (rating scale: 75-100%).
High indicates that a credible threat exists against the assets based on our knowledge of
the adversary's capability and intent to attack the assets and based on related incidents
having taken place at similar facilities (rating scale: 50-75%).

Medium indicates that there is a possible threat to the assets based on the adversary's
desire to compromise the assets and the possibility that the adversary could obtain the
capability through a third party who has demonstrated the capability in related incidents
(rating scale: 25-50%).
Low indicatés little or no credible evidence of capability and intent, with no history or actual
or planned threats against the assets (rating scale: 1-25%).

SAMPLE
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This table is used to assign a vulnerability rating for each asset
and its existing countermeasures.
SAMPLE
Vulnerability Rating Decision Matrix
Vulnerable
through One
Weakness?

Difficult to
Exploit?

Multiple Layers of
Countermeasures?

Vulnerability
Rating

Yes (single)

Yes

Yes

Low

Yes

Yes

No

Low

No (multiple)

Yes

Yes

Low

Yes

No

Yes

Medium

Yes

No

No

Medium

No

No

Yes

High

No

Yes

No

High

No

No

No

Critical

Critical indicates that there are no effective countermeasures currently in place and all known
adversaries would be capable of exploiting the assets (rating scale: 75-100%).
High indicates that although some countermeasures are in place, multiple weaknesses still exist
through which many adversaries would be capable of exploiting the asset (rating scale:
50-75%).
Medium indicates effective countermeasures are in place; however, one weakness does exist,
which some known adversaries would be capable of exploiting (rating scale: 25-50%)

Low indicates that multiple layers of effective countermeasures exist, and few or no known
adversaries would be capable of exploiting the asset (rating scale: 1-25%).

SAMPLE

'
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Appendix to Section 2, Tab a
Potential Targets
Continuity of Goventment Services

Transportation

Government office buildings/Courthouses
Military installations (including reserve components)
Embassies /consuLates

Railheads /rail yards
Interstate highways
Tunnels
Subways
Airports
Oil pipelines

•

Seaports/river ports
Bus terminais
Bridges
Ferries
Truck terminals
Gas pipelines

Electric Power, Oil/Gas Storage
Electric power production
Electric power distribution
Gas storage and shipment
Petroleum storage and shipment
Telecommunications

Water Stine
Water supply plants
Water purification systems
Water distribution systems
Wastewater plants

Information and Communications
Newspapers
Radio stations
TV broadcast facilities
Trunlcing stations for communications / switching / CATV

Banking and Finance
Banks
Financial institutions

Emereency Services*

Public Health

Law emergency services
Fire emergency services
Stad e / local Emergent-y Operations Centers (EOC)
Emergency responder stations
Emergency Medical Services

Hospitals
Emergency medical centers

Recreational Facilities **
Sports arenas / stadiums
Auditoriums
Theaters
Parks
Casinos
Concert halls / pavilions
Restaurants frequented by a target population

Institutions **
Science research facilities
Academic institutions
Museums
Schools

Commercial / bfflustrial Facilities **
Chemical plants
Industrial plants
Petroleum plants
Business / corporate centers
Malls / shopping centers
Hotels / convention centers
Apartment buildings

Misce aeous **
Special events
Parades
'Religions services
Festivals
'Celebrations
Scenic tours
Abortion clinics
Agriculture
-

Note: Examples are not exhaustive. Local jurisdictional criteria should be added as required.
Categories are from PDD 63 with the following notes. *Combined PDD 63 Categories for Fire and Law.
** Additional categories to those listed in PDD 63.
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CI STUDY PACKAGE
MODULE FOUR BEST PRACTICES
-

General Guidance: The aim of Module Four is to introduce you to the nature and
scope of best practices for infrastructure sectors. Currently, there are many guides and
checklists available for first responders and specific elements of critical infrastructure.
What we are currently lacking are the infrastructure specific "iisk/vuhierability
assessment guides" and "best practices" that take an "enterprise" approach to
infrastructure assurance. The U.S. DOE, Office of Ciitical infrastructure Protection
(OCIP) has produced just such a product for the energy sector. This product is an
excellent example of what applied R&D ca.n contribute to critical infrastructure

assurance.
We have included the U.S. DOE "Best Practices" for the energy sector as a good example
of what can be offered to both the private sector and the different levels of government as
infrastructure assurance guidance with attendant best practices. This product clearly
demonstrates the "value added" that governments can create in assurance partnerships
with the private sector.

Specific Guidance: You should commence by reading the "RCMP Security
Awareness" file. We reconunend that you read the complete document while focusing
your attention on Chapters 1, 3, and 4.
Next, in the "Documents" file, you should read the "DOE Vulnerability Risk
Assessments Program (VRAP) Best Practices" file. This provides a good example of
the type of product that ideally should be developed for all infrastructure sectors.
Secondly, scan the "GAO Cyber Practices" file as it will broaden your understanding of
how best practices can be presented for widespread disseinination.
Next, view the "Powerpoint" file titled "Energy Lessons Learned". This provides a
good depiction of the DOE, Argonne National Laboratories' work in the energy sector.

Web Sites: Simply visit the web sites in the order presented. The site of the Ontario
Fire Marshal is included in order to give you an example of emergency preparedness
guidance for first responders. On the "Home Page" go to "What's New" and select
"Terrorism Awareness for First Responders 2000" and you will be presented vvith a
tailored self-paced learning course. The lesson to be absorbed by scanning this product is
that you should NOT confuse guidance for first responders and counter-terrorism
preparedness with critical infrastructure "enterprise-wide" assurance guidance.
—

•
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1 INTRODUCTION

1.1

OBJECTIVE

This report summarizes initial lessons learned and best practices that have been captured as part
of a multifaceted effort by the U.S. Department of Energy's Office of Critical Infrastructure
Protection (OC1P) to work with the Energy Sector in developing the capability required for
protecting the nation's energy infrastructures. Over the last three years, a team of national
laboratory experts, working in partnership with the energy industry, has performed a series of
vulnerability assessments as part of OCIP's Vulnerability and Risk Analysis Program (VRAP)
(formerly the Infrastructure Assurance Outreach Program [IA013]). The goal is to help energysector organizations identify and understand the threats to and vulnerabilities (physical and
cyber) of their infrastructures, and to stimulate action to mitigate significant problems. Because
the assessments are conducted on a confidential basis, the information in this report is
intentionally presented at a high level so as not to reflect on specific companies or industry
segments. A separate report entitled Vulnerability and Risk Analysis Program Assessment
Methodology describes, at a high-level, the methodology developed for the program.
1.2

BACKGROUND

The U.S. Department of Energy established the Office of Critical Infrastructure Protection within
the Office of Security and Emergency Operations in October 1999 to direct the Department's
activities in accordance with Presidential Decision Directive 63 (PDD-63) and the priorities
established by the Secretary of Energy. The primary mission of the Office is to work with the
national Energy Sector in developing the capability required for assuring the Nation's energy
infrastructures. This mission encompasses the physical and cyber components of the electric
power, oil, and natural gas infrastructures, the interdependencies among these components, and
the interdependencies with the other critical national infrastructures. The mission also includes
identifying DOE technologies and capabilities that can help assure our nation's critical energy
infrastructures and facilitating their use by the private sector and other federal agencies.

•

The VRAP is an integral part of the overall OCIP strategy in Critical Infrastructure Protection
where the Department, as the federal gove rn ment lead agency for the Energy Sector, partner's
with industry to address vital issues of mutual interest. The specific objective of the VRAP
program is to partner with the energy industry (electric power, oil, and natural gas) to "develop
and implement a Vulnerability Awareness and Education Program for their sector" to enhance
the security of the energy infrastructure, as directed by PDD-63. To accomplish the mission, the
program is designed to develop, validate, and disseminate an assessment methodology with
associated tools to assist in the implementation; provide training and technical assistance; and
stimulate action to mitigate significant problems.
Eleven voluntary assessments have been completed under the VRAP initiative (several more are
in progress and in the planning stages). The initial assessments focused on the electric power
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industry, with efforts aimed at the broadest level of the industry. Assessments addressed key
energy organizations whose operations, if disrupted, would have broad regional or national
impact. More recently, assessments have included the natural gas industry, and discussions have
begun with the oil industry.

In addition to VRAP, OCIP has initiated a multiyear research and development program—the
Energy Infrastructure Interdependency Program—to develop cost-effective technologies and
capabilities (e.g., databases, methodologies, and tools) for increasing our understanding of and
our ability to an alyze interdependencies among the energy infrastructures and between energy
infrastructures and other critical national infrastructures (e.g., water supply systems,
telecommunications, transportation, banking and finance, and emergency and govern ment
services). These technologies and capabilities will help the Department, Energy Sector
organizations, and other public and private-sector infrastructure service providers assess the
technical, economic, and national security implications of energy technology and policy
decisions designed to ensure the security of our nation's interdependent energy systems. Other
OCIP initiatives are aimed at working with industry and government to develop/enhance plans
for response and reconstitution of essential capabilities and services and working with state and
municipal government organizations and utilities to prepare energy disruption guidelines for
local communities. All of OCIP's activities are closely coordinated and mutually supportive.
1.3

REPORT ORGANIZATION

The remainder of this report is organized as follows. Section 2 presents and discusses best
practices. Section 3 discusses the lessons lea rn ed compiled by the VRAP team. These lessons
are organized around the ten interrelated elements of the assessment methodology. Finally,
Section 4 provides a summary of this effort.

2
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2 BEST PRACTICES

2.1

BACKGROUND AND SCOPE

Effective operation of the U.S. energy production, transmission, and distribution systems are
critical to the health and safety, national security, and economic viability of the nation. Such
system operations are becoming increasingly dependent on information systems and other
interdependent infrastructures. Even though energy sector information systems have not yet
been subject to the same type or intensity of physical and information attacks as other
infrastructures, there is growing concern that these systems are becoming more vulnerable.
Furthermore, threats associated with critical infrastructures appear to be increasing, thus raising
conce rn s for vital energy infrastructure components and systems. Utility deregulation and
advances in technology also contribute to the potential for increased vulnerabilities of our critical
energy supply and delivery systems. In addition, as the business model adapts to the new,
information-intensive economy, supply chain dependencies increase and interdependencies
grow.

The modern energy industry is in the midst of a dynamic era defined by rapid changes in
technology (the Internet, information technology), the development of new business models
(driven by deregulation, acquisition, and diversification), and the emergence of new internal and
exte rn al threats (ranging from disgruntled employees to hackers to tefforists). At the same time,
there is limited knowledge about threat assessment processes; vulnerability assessment
methodologies and tools, and integrated risk management approaches. Descriptions of the new
threats and vulnerabilities facing the industry, and recommended actions to address those threats
and vulnerabilities, are provided in the recently released North American Electric Reliability
Council report An Approach to Action for the Electricity Sector and the National Petroleum
Council report Securing Oil and Natural Gas Infrastructures in the New Economy. The
underlying theme in these reports is that vuhierabilities are increasing, they relate to the
fundamental evolution of energy entewrises, and holistic efforts are required to address them.
The initial best practices presented below have been assembled as part of the Department's
VRAP initiative to help energy-sector organizations identify and understand the threats to and
vulnerabilities of their infrastructures. They are intended to highlight key issues relating to the
protection of the nation's energy infrastructures, and to stimulate action where appropriate.
2.2

BEST PRACTICE RECOMMENDATIONS

To facilitate discussion, the best practices are grouped into three major issue categories:
organization, education and awareness, and staffing. In each category, a series of best practice
recommendations are stated followed by supporting background information. While the best
practices were derived from the VRAP assessments, they are illustrative, and should not be
viewed as comprehensive. That is, because the VRAP assessments are conducted on a
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confidential basis, the information is intentionally presented at a high level so as not to reflect on
specific companies or industry segments.
Organizational Issues
Organizational issues focus on best practices fr om a holistic approach. Specifically, they
represent activities that should be on going at an enterprise-wide level.
1. Best Practice: Develop an overarching enterprise security model that is
comprehensive, consistent with the mission and values of the organization, and
widely accepted within the organization.
Organizations should have an overarching security model that integrates both physical
and cyber security. A security model establishes the suite of goals that guide
development and implementation of security systems, processes, policies, and
procedures. The model functionally embodies the risk posture of the organization, at
least in the context of security. Such a model enables more balanced decisions on
security-based risk acceptance and helps reconcile consideration of competing factors
that have an impact on the risk and security condition of the enterprise. Such a model
forms the basis for many security-related policies and procedures that can be
disseminated throughout the organization. It also is particularly useful when dealing with
organizational partners and suppliers.
2. Best Practice: Develop clear and direct lines of authority with dedicated staff for
security, and ensure that responsibility and authority for security is integrated, not
dispersed. A strong, accountable advocate at the executive level, with broad
corporate acceptance of the role of security in protecting enterprise interests, is
vital.
Organizations should have dedicated staff with clear lines of authority regarding security
that require or at least encourage uniform treatment of security. Many organizations have
evolved lines of authority that parse security functions, responsibility, and authority
among several organizational elements. This often creates confusion and conflict in
developing security policies, their implementation, and administration. Furthermore, it
enables (in some cases inspires) some organizational elements to conduct their missions
in ways that clearly expose other elements to increased risk. Having dedicated,
responsible staff for implementing security is desirable if not essential for effective
security.
3. Best Practice: Incorporate security into enterprise risk management processes.
Security should be incorporated into existing risk management processes. For many
organizations, risk management is a purely financial function that relates more to
acquisitions and mergers, facility siting, safety, or insurance than to asset protection,
particularly for information systems. This has two principal impacts. First, security
investment decisions lack the benefits that could be provided by a rigorous risk
management approach. Second, the lack of integration of security in other risk
management investment decisions means that gaps will likely exist in risk acceptance.
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Furthermore, investments in vulnerability mitigation will likely be lower than is merited
by the risk exposure.
4. Best Practice: Implement structured security requirements for critical suppliers and
partners. Make security reviews an element of contracts for critical services and
periodically evaluate compliance.
Contracts for supplies and services should include provisions addressing security. The
same is true of partnering agreements. Since many of the suppliers, service providers,
and partners require either or both physical and electronic access, their vulnerabilities are
inherited by the enterprise contacting or partnering with them. Additionally, if the
supplies are software, firmware, hardware, or information technology (IT) systems, the
capacity to provide secure products or services depends on their inte rn al security
controls. While traditional remedies exist (e.g., lawsuits and financial losses through
degradation of reputation), these are never desired options and they are compromised if
there has been no expression of the need for security. Mutual understanding of security
expectations at the outset of a relationship is important, and establishing expectations in
the original contract will facilitate such understanding and avoid undesirable events and
their consequences. The further benefit of establishing such contract requirements is that
corporate policies must be established to provide a reasoned basis for establishing
expectations of the subcontractor.

lb

•

5. Best Practice: Develop a consistent designation and valuation of critical assets, and
develop the means to assure the security of these assets.
Organizations should establish procedures for identifying critical assets. This is
particularly important for information technology assets, which are not as fully
understood as physical assets. Understanding asset criticality is important for several
reasons. First, decisions regarding protection of enterprise assets are more difficult than
for an element of the enterprise because it requires a comprehensive knowledge of all
assets to be protected. Second, the likelihood that all employees and partners will have a
common appreciation for the importance of an asset is low, making inadvertent loss more
probable. Third, the likelihood of human error, particularly by new employees, that
compromises an important asset is higher. Lastly, an enterprise often relies upon other
infrastructures for support, ranging fi-om law enforcement to telecommunication services.
6. Best Practice: Carefully consider security issues associated with any organizational
changes and communicate the issues to all staff potentially affected by the changes.
Make security part of the corporate culture and corporate goals.
Organizational change generally increases vulnerabilities. Utilities that change their
organizational structures or create uncertainty about such changes are more vulnerable
for two reasons. First, clear delineation and universal understanding of roles,
responsibilities, authorities, and accountabilities (R2A2), as well as organizational
functions and processes, are absent following organizational changes. Gaps can develop
as the new organization is implemented, creating weaknesses and vulnerabilities that may
go undiscovered for lengthy periods. The greater the change in organizational mission or
structure, the more profound the potential vulnerabilities and duration of their existence.
Second, uncertainty regarding organizational change (especially mission, goals,

VRAP Lessons Learned and Best Practices

functions, etc.) serves to delay implementation of prudent security measures. At a more
fundamental level, dysfunctional elements of the organization compound the problem by
creating confusion. A culture of security should be developed within the organization.
7. Best Practice: Monitor security efficiency and performance to ensure a robust
security program and to ensure that corporate competitive strategies do not
undermine security.
Ill-considered competitive strategies can erode security. The energy industry, like other
industries, is under pressure to reduce costs. Organizations must be careful as they
reduce costs so that they do not also erode security. Outsourcing is one activity that must
be carefully considered and structured if security is to be maintained. Mergers and
acquisitions increase vulnerabilities during the periods when disparate systems are being
integrated, legacy system access is increased, and organizational elements are merged (or
discarded). Globalization may decrease costs or offer larger markets, but open
enterprises to cultures with different business priorities and motivations. Similarly,
inte rn al functions that cannot be directly traced to revenue generation are often targets for
cost reduction. Security is rarely viewed as a means to ensure continued revenue flow or
growth, but more often as potentially unnecessary or even as an impediment to
implementation of low-cost business systems or processes. Finally, downsizing can
affect security posture in many ways, such as increasing the pool of disgruntled current or
former employees; but principally by reducing the skill level of those entrusted with
security functions, or overtaxing the remaining security team.
8. Best Practice: Periodically review and update emergency plans to include newer
threats and vulnerabilities, and test these plans regularly.
Emergency plans and business continuity plans need updating and testing regularly
through emergency drills and exercises. Employees should be educated about the
existence of plans, when they are activated, and what their roles and responsibilities are
when they are activated. Because threats and vulnerabilities continue to evolve, these
emergency plans should be reviewed, updated, and tested to ensure that these concerns
are properly addressed.
9. Best Practice: Implement appropriate configuration management across all
enterprise IT systems. Be particularly attentive to systems that interface with
critical assets.
Configuration management is crucial even for "non-critical" systems. Absence of good
configuration control inevitably opens information networks and systems to
vulnerabilities. Lack of adequate staffing, lack of universal awareness of the value of the
information and systems, and incomplete, outdated, or unenforced security policies and
procedures increase the likelihood that such systems will be violated. The increasing
trend to connect administrative computing networks to energy control networks (albeit
with safeguards) increases the likelihood that vulnerabilities in non-critical systems will
migrate to critical systems.
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Education and Awareness Issues
Education and awareness issues focus on activities that organizations can perform to train and
educate their employees, contractors, vendors, and customers. These activities, when
implemented properly, can cost-effectively increase the level of security across the entire
enterprise.
10. Best Practice: Raise employee awareness to be more proactive on security.
Establish and implement policies and procedures for controlling and validating
"trust" allocation.
Trust is often extended beyond appropriate levels. Industry has enjoyed and valued a
culture of trust that is increasingly imprudent, particularly in the cyber dimension.
Access to important systems, networks, and facilities should only be granted with due
consideration of the need for such access. Increasing threats due to growing competition,
erosion of workforce loyalty, growing sophistication of hackers, dependence on contract
employees, and outsourcing argue for more discretion and control in assigning trust.
Organizations should establish the means to differentiate trust levels and associated
accesses and privileges. They should also establish processes to implement that
differentiation.
11. Best Practice: Develop a means to raise and sustain management and employee
awareness of physical and cyber threats.
Physical and cyber threat awareness needs to be increased enterprise wide. Utilities have
only recently begun to experience external cyber attacks, or be the targets of organized
groups. For example, the electric power industry has experienced no customer loss of
service due to cyber attack. However, major changes in the industry, technology, and
society, have created a more hostile world (e.g., the September 11, 2001, terrorist attacks
on the World Trade Center and the Pentagon). While many organizations understand this
and have begun to take steps to address this new world, general awareness and
coordinated efforts to ensure protection have not been broadly adopted. In part, the
message is that the threats are ubiquitous and growing, but this has not been effectively
communicated to the domestic energy industry. Utilities should have programs that
increase staff awareness of threats. In general, law enforcement and government have
only marginally aided this awareness. They are hindered by a culture that focuses on
reaction rather th an prevention, and secrecy rather than communication. These cultures
are ch an ging, but slowly. Existing communications mechanisms (e.g., through NERC
and industry secu rity groups) need to be enhanced and new mechanisms need to be
established, where necessary, to provide sensitive threat information to industry.
12. Best Practice: Develop and adopt means to ensure that both reliability and security
missions are understood, as well as their respective roles in ensuring enterprise
success.
Reliability is often confused with security. Reliability is being able to sustain delivery of
service with few and/or minor disruptions. Security however protects the means to
provide such reliability as well as achieve the many other desired outcomes of the
enterprise (e.g., stockholder confidence, profitability, growth, customer loyalty, positive
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brand image). Many people in the energy industry confuse these two topics. Indeed, one
of the common terms in assuring electric reliability is "security" (basically, the ability of
the electric grid to withstand some level of disruption and still fimction effectively).
Since reliability is predominantly defined by natural events, human error, or random
equipment failure, few pay significant attention to potential for malicious events and
coordinated attacks (particularly when the history of the industry is one of relatively little
domestic malicious activity, and essentially no terrorist activity).
13. Best Practice: Senior management should be periodically briefed and trained on
information systems technology and their security, as well as risk management
methodologies, analysis, and tools.
"New economy" vulnerabilities are elusive for management. The explosion of
information technology and its use in vital business functions, has created a knowledge
and experience gulf between those in senior management, many of whom have little
experience with such technologies, and those younger managers who have such
experience. Many senior managers, faced with decisions regarding the myriad of risks
they do understand, have difficulty allocating the resources (organizational, managerial,
and monetary) to addressing information security challenges that they do not understand.
The challenge of information security is educating senior decision makers on the
information technologies employed, the vulnerabilities their use presents, and the means
to mitigate risks associated with those vulnerabilities.

Staffing Issues

Staffing issues focus on the difficulty of obtaining the right mix of physical and IT security staff.
14. Best Practice: Security training should be supported as a vital element of risk
reduction. Participation in associations advancing security knowledge should be
encouraged.
The energy industry is suffering from the same shortage of skilled information security
staff as all other organizations. Many organizations have resorted to "home grown"
information security expertise. While many of these staff are committed, talented, and
knowledgeable people, unless large investments in training are made, these individuals
can have significant gaps in their knowledge and experience. Even staff assigned
traditional security functions (such as physical security) can suffer fi -om inadequate
training, particularly in small organizations.
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3 LESSONS LEARNED

In addition to the best practices described in Section 2, the VRAP assessment teams have
documented a number of lessons lea rn ed that correspond to each of the ten interrelated elements
of the assessment methodology. These elements are: an alyze the network architecture; assess the
threat environment; conduct penetration testing; assess physical security; conduct a physical
asset analysis; assess operations security; examine policies and procedures; conduct an impact
analysis; assess infrastructure interdependencies; and conduct a risk characterization. In most
cases, these lessons illustrate and highlight the best practices. They are presented to stimulate
industry thinking towards more secure infrastructures as new threats and vulnerabilities evolve
and as old threats and vulnerabilities resurface.
NETWORK ARCHITECTURE

3.1

• The corporate network of the modern utility has numerous external connections to public
and private networks. Connections are used to communicate with customers and offer
new electronic services such as online bill presentment and payment. Cyber security
should be a primary concern of utilities operating in this new interconnected
environment. An enterprise-wide IT security architecture should be developed.
•

LAN/WAN networks and system architectures should be documented fully.

• The trend in IT is to outsource more and more functions. Cyber security, however,
should remain as an enterprise function, and not become a contractor function.
•

Logging and reporting should be enabled on routers and firewalls to gain a better
understanding of remote systems and user access.

• Mission critical systems should be identified, and scanning should be performed on these
systems. In addition, intrusion detection should be used to detect both internal and
external intrusions into critical network systems. Additional layers of security should be
included with critical systems (e.g., SCADA systems).
THREAT ENVIRONMENT

3.2

•

Disenchanted current and discharged employees pose a significant threat to utilities.

•

Criminal threats need to be considered (both organized crime and white-collar crime).

• Background investigations for new hires and periodic updates for current employees can
assist in avoiding problems.
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• Increased coordination with local law enforcement agencies can assist utilities in better
understanding their threats.
PENETRATION TESTING

3.3

• Sensitive and confidential documents should not be placed on websites. Appropriate
document review, classification, and access controls should be implemented. This also
applies to documents and other information that is found in newsgroups, media sites, and
other linked sites.
•

Security measures such as traffic filtering, authorized controls, encryption and access
controls, minimizing or disabling of unnecessary services and commands, minimizing
banner information, and email filtering and virus control should be implemented.
PHYSICAL SECURITY

3.4

• A formal physical security program is essential. Such a program should include listing
critical assets, developing a mission statement, defining threats, defining acceptable risks,
and applying a vulnerability assessment methodology.
• A formal process for accessing relevant threat information and for contacting the proper
law enforcement agencies should be instituted (if it does not already exist) and reviewed
and updated on a regular basis. Industry needs to work with government to obtain
security clearances for appropriate personnel.
• Appropriate security measures (e.g., access controls, barriers, badges, intrusion detection
devices, alarm reporting and display, closed circuit television cameras, communication
equipment, lighting, and security officers) should be implemented.
• Top management support is critical in ensuring a successful security program.
•

Security training programs should be formalized.

• Procedures for escorting contractors into sensitive areas should be enhanced.
•
3.5

Security should be incorporated in the company goals as well as in its corporate culture.
PHYSICAL ASSET ANALYSIS

• Capital expenditures for physical security should be compared to other capital
expenditures to ensure proper levels of investment.
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•

Companies should compare their operating procedures with best practices and procedures
used by other industry members to ensure efficiency, reliability, and security.

OPERATIONS SECURITY

3.6

• A five-step program of identifying critical assets, analyzing threats, an alyzing indicators
and vulnerabilities, assessing risk, and applying appropriate countermeasures should be
implemented to enhance the security of a company's sensitive assets.
• The foundation for security is well-informed employees acting responsibly.
• A formal review process should be established for all information released to the public,
particularly through the company's web site. A periodic review of "public" information
should be performed to audit performance.
• A utility should be particularly careful about the loss of sensitive information to the press
or competitors. Information available on personnel (especially executives) should be
minimized.
•

Security training and awareness should be provided to all employees on a regular basis.

• At a minimum, an annual audit of overall security should be conducted.
POLICIES AND PROCEDURES

3.7

•

Formalized policies and procedures provide a foundation for achieving the desired level
of security.

•

Security policies and procedures need to be promulgated and integrated throughout the
organization. Inconsistencies, confusion, and ultimately security gaps can result if
business units or sub-organizational groups establish their own policies and procedures.

•

Awareness training and education should include security polices and procedures.

IMPACT ANALYSIS

3.8

•

Estimates of the potential consequences, including economic implications, of not
mitigating identified vulnerabilities or addressing security concerns are necessary in order
to effectively apply risk management approaches to evaluate mitigation and security
recommendations.

•

Outages resulting from a security failure(s) can lead to degradation of company
reputation and loss of business in a competitive marketplace.
11
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INFRASTRUCTURE INTERDEPENDENCIES

3.9

•

Interdependencies among the infrastructures must be thoroughly investigated because
they can create subtle interactions and feedback mechanisms that often lead to unintended
behaviors and consequences. Problems in one infrastructure can cascade to other

infrastructures.

•

•

Interdependencies increase the complexity of the infrastructures and introduce additional
vulnerabilities.

•

Interdependencies among the infrastructures vary significantly in scale and complexity,
and they also typically involve many system components. The process of identifying and
analyzing these linkages requires a detailed understanding of how the components of
each infrastructure and their associated functions or activities depend on, or are supported
by, each of the other infrastructures.

•

Contingency and response plans need to be evaluated from an infrastructure
interdependencies perspective and coordination with other infrastructure providers needs
to be enhanced.

3.10

RISK CHARACTERIZATION

• A more complete understanding of risk and risk management, as well as more effective
risk communication, is needed at all levels of management.
• A risk management process needs to address the costs, benefits, and uncertainties
associated with security and vulnerability mitigation recommendations. Such
information will aid in establishing priorities and developing a defensible plan of action.
• The risk management process for addressing security concerns should be integrated into
the corporate risk management process.

•
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4 SUMMARY

The initial lessons learned, best practices, and observations presented in this report are intended
to highlight key issues relating to the protection of the nation's energy infrastructures, and to
stimulate action where appropriate. The information was assembled as part of the Department's
VRAP initiative to help energy-sector organizations identify and understand the threats to and
vulnerabilities (physical and cyber) of their infrastructures. Additional lessons learned and best
practices are being captured and documented by the national laboratory team as part of the ongoing VRAP assessment program, and this draft report will be periodically expanded and
enhanced to disseminate relevant information.
On the basis of the eleven assessments that have been conducted, it is clear that comprehensive
vulnerability assessments can play a major role in helping energy organizations identify and
address risks. It is also clear that such assessments should be conducted on a regular basis to
identify new vulnerabilities that may have emerged as a result of the changing threat
environment and efforts by organizations to evolve in the competitive marketplace.
The energy industry is not alone in facing these risks. Many of the same vulnerabilities would
likely be identified in the other critical infrastructures (e.g., water supply systems,
telecommunications, transportation, banking and finance, and emergency and government
services). Nevertheless, the industry as a whole would benefit from more concerted attention to
common vulnerabilities, particularly those that cross enterprise boundaries. This includes
addressing interdependencies with the other critical infrastructures, which adds a whole new
dimension to the risk equation. The development and application of risk management
methodologies and tools that explicitly incorporate security should be a high priority.

13

BEST PRACTICES
FOR SECURITY AT
INTERNATIONAL CROSSINGS

Best Practices for
Security at International Crossings

28 February 2003

TABLE OF CONTENTS
Section

Subject

Page

1.0

INTRODUCTION

1

2.0

METHODOLOGY

1

3.0
3.1
3.2
3.3

THREAT RISK & VULNERABILITY ASSESSMENT
Broad Overview
Technical Analysis
Attack Path Analysis

2
3
5
5

4.0
4.1
4.2
4.3
4.4
4.5
4.6
4.7
4.8
4.9
4.10

OPERATIONAL CONSIDERATIONS
Security Function
Attack Time Analysis
Cost Benefit Analysis
Security Policy & Procedures
Security Training Programme
Investigations, Evidence & Reporting
Personnel Security Programme
Employee Awareness Programme
Document and IT Security
Security Maintenance

6
6
10
12
13
15
15
15
16
16
18

5.0
5.1
5.2
5.3
5.4

IMPLEMENTATION
Resource Assessment
Concept of Operations
Corporate Policy Statement
Plans and Procedures

19
19
19
20
20

6.0

ALL HAZARDS CRISIS/EMERGENCY MANAGEMENT 20

7.0

SPECIFIC OBSERVATIONS

22

Annex A

FUTURE CONSIDERATIONS

A1/2

i/i
G-31-C-02

Original

Best Practices for
Security at International Crossings

1.0

28 February 2003

INTRODUCTION

In the aftermath of the events of September 11 th 2001, the Bridge and Tunnel Operators
Association (BTOA) developed a seven-point plan to increase security and travel
efficiencies at Canada/U.S. border crossings. This plan included the requirement for
conducting threat and risk assessments and generally improving the overall security
situation. Individual operators conducted security studies (which included threat risk
assessments) and identified confidential, facility specific hardening recommendations.
However, the thrust of these individual reports crossed a broad spectrum with some
focusing on specific engineering analysis and others adopting a more general
operational security approach. The BTOA members subsequently indicated a desire to
find a mechanism through which some of the valuable observations contained within the
individual reports could be shared and discussed for the good of all the utilities.
Consequently, Transport Canada sponsored a study of these reports with the aim of
producing a guide of "Best Practices" for security at all crossings within the BTOA.
All the individual reports, which were supplied, were reviewed and an overall analysis
was prepared to provide a baseline document for discussion at a two-day workshop
sponsored by Transport Canada. This workshop was conducted 22 —23 January 2003
and best practices for security at international crossings were discussed and identified.
These best practices are defined by the best features of each individual report and by
overall consensus of all participants at the workshop. They have been constructed to
reflect a generic approach to security for all BTOA members.

2.0

METHODOLOGY

The methodology followed in defining the best practices was to collate the information in
the reports under the following headings:
•
•
•
•

Threat Risk and Vulnerability Assessment
Operational Considerations
Crisis Management Requirements
Specific Observations

The first step in solving any problem is to clearly define the situation. In the
security/crisis management arena this is achieved by completing a Threat Risk and
Vulnerability Assessment (TRVA). The next stage in the process is to identify necessary
mitigation strategies and this analysis discusses some mitigation measures that would
be common to all BTOA members. One of the biggest challenges facing any
organization is prioritizing these mitigation efforts. Cost often exceeds available
resource and consequently funding has to be carefully directed in order to ensure
maximum benefit. Strategies to establish appropriate prioritization and achieve
maximum cost benefits are therefore included in the mitigation discussion.
Regardless of what decisions are made in terms of the mitigation and response
strategies to be employed; every organization should have a comprehensive security
policy detailing organizational structures, security procedures etc. In addition to physical
structural vulnerabilities, security of the business operation itself is also vitally important.
Best practices were developed that encompass both areas. In addition to this, best
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practices must also include the tools needed to respond to a hazard/threat event. All
Hazards Crisis Management is examined, including considerations in designing a Crisis
Management structure and in formulating response plans. Finally, specific observations,
generic to all BTOA members and discussed at length during the workshop, are offered
for consideration.

THREAT RISK VULNERABILITY ASSESSMENT

3.0

The TRVA is the vital first step in defining the security requirements for any organization.
An all hazards approach should be adopted since the security threat is just one
component of the many potential hazards facing an organization and it is more cost
effectively addressed if considered with the other hazards. The overall TRVA process
should consider the range of possible attack types, examine individual target
areas/components and then identify facility specific vulnerabilities. Each TRVA is
necessarily unique to the individual operation due to specific risk factors such as
location, type of construction, existing security arrangements, adjoining operations, type
of traffic, accessibility etc, however, the methodology used in defining the TRVA can be
used by all of the BTOA members. This consists of three components:
•
•
•

Broad Overview
Technical Analysis (identifying critical components of bridge/tunnel structure)
Attack Path Analysis (identifying potential routes to critical components)

Broad Overview

3.1

The TRVA process should consider all hazards and begins with a listing of all
emergencies and disasters that the operator could potentially be confronted with.
Typically these hazards can be grouped into three main types: environmental,
technological and human. The following may not be all inclusive, however, it is an
example of how this list might be organized and of the types of threats/hazards all BTOA
members need to consider.

3.1.1

Environmental Hazards

These are identified from local experience and meteorological information and include
such hazards as hurricanes, flooding, earthquake, ice storm, tornado etc.

3.1.2

Technological Hazards

These hazards emanate from 3 distinct sources:
•

Design - bridge structure, location of hazmat stores, plant rooms etc.

•

Function - what type of vehicle uses the crossing - passenger and bus only,
pedestrian, commercial trucks, rail traffic? VVhat is passing under the crossing pleasure vessels, commercial shipping or trains?

•

Locale - is the facility in the hazard area of an adjacent industrial facility chemical plants, nuclear reactors etc.?
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Human Hazards

These hazards can be grouped as follows:
•

Internal Threats (disgruntled employee) - Vandalism, workplace violence, theft
etc.

•

External Threats - community issues, protest groups, disaffected neighbours,
suicides etc.

•

Economic Threats - competitors

•

Criminal - Extortion, blackmail, robbery, smuggling, vandalism, etc.

•

Terrorist Activity - Attacks designed to cause fear and societal disruption such as:
D Bulk explosive attack, demolitions attack, attacks on consumers using
facility
D Direct attack on main structures, from land, sea, or air
D Stand off attack to destroy access roads or infrastructure (equipment)
necessary for operation of bridge/tunnel
D Attack on high value traffic using bridge/tunnel
D Bomb threat (using fear to close bridges until thorough search completed)
D Rail derailment (if applicable) - using mechanical means or explosives to
derail train traversing bridges
D Chemical attack, using sprays or aerosols to disperse bio-hazardous
agents over bridges, in tunnel, or inside operator facilities
D Radiological dispersal device (Dirty bomb) - using conventional
explosives to distribute radioactive waste over a large area
D Hostage taking on bridge/tunnel property, particularly toll plazas
D Any combination of the above

3.1.4

Analytical Process

Once all potential scenarios have been identified, they must be rated to determine the
magnitude of impact they would have. This threat impact is based on several factors;
the potential damage to the operation from the physical destruction of plant, product or
employees, and financial loss or public embarrassment. The cost of repair/replacement
and time out of operation would also be taken into consideration, as might factors such
as loss of revenue, collateral damage to bridge users, surrounding property or shipping
channels. Broader social issues, such as the impact on the perception of public safety
and security might also be considered. One methodology would be to consider the
above factors and rate the magnitude of the individual event from five to one, with five
signifying the highest impact to the operation.
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An example:
Failure of the business

•

FIVE: Catastrophic

•

FOUR: High Impact - Loss of profitability/investor confidence for more than 1
year, or cost of recovery exceeding $1,000,000.

•

THREE: Medium Impact - Loss of profitability/investor confidence for 3 months
to 1 year, or cost of recovery between $250,000 and $1,000,000.

•

TWO: Low Impact - Loss of profitability/investor confidence for up to 3 months
or cost of recovery up to $250,000.

•

ONE: Negligible Impact

-

-

No loss of profitability or investor confidence.

The next step in this broad TRVA is an assessment of the probability of an event
occurring. This is a relatively subjective judgment; however, it can be partly based on
such criteria as historical events and intelligence sources. Each event is given a score,
from five to one with five being a guarantee that the event will happen. An example:
•

FIVE: Guaranteed - (5) Event occurred within last 6 months/key terrorist
objective. Positive intelligence indicates event is being planned.

•

FOUR: High probability - Event has happened in last 6 - 24 months and is
likely to happen again, and/or probable terrorist objective.

•

THREE: Medium probability
a possible terrorist objective.

•

TWO: Low Probability
terrorist interest.

•

ONE: Non credible
any terrorist interest.

-

-

-

Event has occurred in the last 2 - 5 years and is

Event has occurred in last 5 - 10 years and/or unlikely

Event has not happened and no indication that there is

Trespassing or industrial accidents may be examples of a guaranteed event (five), while
nuclear weapons or a commercial airliner attack against a bridge/tunnel may be
examples of non-credible scenarios (one).

*

Once all the potential scenarios have been rated in terms of magnitude of impact and
probability of occurrence, the formula IMPACT X PROBABILITY can be used to assign a
numerical RISK figure to each event. This figure will provide indication of the priority that
must be assigned to addressing each scenario. High risk situations may be so
unacceptable that they require mitigation actions to be undertaken to negate the
possibility of the event occurring; medium risk scenarios should be included in the
response planning basis and low risk events should be able to be handled using normal
operating procedures. The decision to rely on response or mitigation is discussed in
more detail below; however as a general guide, the numerical risk factors can be divided
into three categories:
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•

1 — 5: Risk acceptable within normal business practices

•

6 — 12: Rely on response protocols

•

12 —25: Risk must be mitigated

This process provides a good methodology for conducting a broad examination of
potential vulnerabilities. Some scenarios will have to be refined and fu rt her determined.
One such scenario is the physical security of the bridge/tunnel structure itself and in
particular, the vulnerabilities that may be exploited by a hostile agent attack.
3.2

Technical Analysis

The technical analysis is a subsection of the TRVA that focuses on the specific critical
bridge/tunnel structural components. It is designed to identify those structures that if
destroyed through hostile attack, would cause bridge/tunnel failure or significant
damage. Examples of critical components are classified and have been identified in the
earlier confidential report.
The security of these components poses a significant challenge to all BTOA members
due to the ease with which a determined and well-equipped hostile agent could cause
significant damage. Relatively small demolition charges (20kg - 60kg) properly placed
could be sufficient to compromise structural integrity. Shaped charges could be placed
in minutes and potentially may cause bridge collapse. Bulk explosives could be used
against bridge piers and even massive concrete piers would be susceptible to failure
given enough explosive and close proximity; the so-called "truck bomb" poses a real
threat in this scenario. Fuel air explosions, or Boiling Liquid Expanding Vapour
Explosions (BLEVEs), are also a threat that could cause key metal structures to fail
(although the resulting fire would require some time - 45 minutes to one hour - before
failure due to the intense heat occurred). It is possible that a trained hostile agent could
cause catastrophic failure; therefore, these critical vulnerabilities need to be examined in
detail so that appropriate mitigation and response measures can be developed.
Once these vulnerable components have been identified, an attack path analysis should
be carried out to determine the ease with which a hostile agent could get to them, the
anticipated time to conduct the attack and the potential means by which mitigation could
be achieved through defensive or delaying measures.
3.3

Attack Path Analysis

The attack path analysis will obviously be different for each facility but it should define
any potential route a hostile agent could take, the minimum amount of time needed to
complete the attack and the equipment needed to cause failure. Further analysis, such
as an assessment of foliage or other obstructions the perpetrator could use for
concealment should also be assessed as part of this analysis. Once all the attack paths
have been identified, the next stage is in developing measures that will prevent a hostile
agent from gaining access to these vulnerabilities or delay them sufficiently for the
response force to neutralize the threat.
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4.0

OPERATIONAL CONSIDERATIONS

4.1

Security Function

The philosophy behind any security system is that of creating a layered defence, or
concentric circles of security. The outer layer of this defensive system is the far field;
activities in support of this would include force projection, intelligence gathering and
regular exercises. The next layer is the facility's perimeter. This requires a clearly
defined boundary between the owner's property and the public domain; signage,
detection systems, physical barriers and effective access control systems should be
utilized to project a strong psychological and physical barrier.- The inner layer is the area
controlled by the owner. This is protected by a visible security presence, effective plans
and procedures, employee awareness programmes and surveillance systems. The final
layer of defence is the mitigation methodologies and response protocols established to
protect critical components within the controlled area. This mitigation could be achieved
through installing physical barriers or defenses and the response mechanism would be
enhanced by installing detection and surveillance systems and regularly practicing the
security response function.
The security response function can be summarized as follows:

4.1.1

•

DETER - the threat agent from targeting the facility

•

DETECT - when a threat event is initiated

•

DELAY - the execution of the threat event

•

REPORT - the event to the appropriate response agencies

•

RESPOND - to neutralize the threat event.

Deter

Deterrent measures may be primarily classified as the visible projection of a robust and
tight security capability. If a facility displays a high and effective security presence, a
less than determined hostile agent may back away and even a determined hostile agent
may decide to look for targets elsewhere. Deterrence is designed to disrupt the attack
before it starts. Many measures can be taken (some very cost effective) to deter a
potential hostile agent. Some examples:

•

Encourage "force projection" i.e. psychological deterrence obtained by effective
visible security capability

•

Sufficient lighting around all areas, denying perpetrators concealment
opportunities and providing a psychological deterrent

•

Foliage or any other concealment opportunities removed from areas of critical
support structures
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•

Visible security patrols

•

Visible security systems such as CCTV cameras

•

Robust fencing, both perimeter and circuit

•

Relocating electrical conduits, drainpipes etc that afford ease of climbing
structures

•

Visible access control measures, including limiting access points, gate control,
removal of infrequently used gates, locking and securing access points when not
in use

•

Restrict road access to land based piers with barriers, or at minimum, establish a
no parking policy in proximity to piers and ruthlessly enforce (this will not be
possible at all BTOA sites, however should be considered as much as possible).

•

For bridges with rail lines, consider establishing a "no train parking" policy on
bridge structure

•

Develop policies to avoid traffic buildup on bridge structures themselves and
enforce procedures for quick removal of any stalled vehicle

•

Enforce good security housekeeping in toll plazas and other buildings through
access control measures, enforcing employee ID display, instituting contractor
control measures etc

4.1.2

Detect

Surveillance systems must be in place in order to initiate any response to a hostile act.
This is primarily achieved through technology such as CCTV camera systems,
volumetric sensors (motion detectors) and physical security patrols.
CCTV systems serve both as a deterrent and detection tool. The capability of viewing
many locations without having to physically go to each one greatly expands the reach of
employees. But without monitoring CCTV activity, the effectiveness of such technology
is largely wasted. CCTV systems are a cost effective part of any security mix; properly
commissioned, they will:

•

•

Reduce concerns and allow for constant monitoring of sensitive areas from a
central location

•

Enable viewing of multiple areas from a single location

•

Enable recording of activity in CCTV and intrusion system monitored areas

•

Enable remote verification of activity in a monitored area

•

Enable remote monitoring of traffic flow and safety conditions
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CCTV cameras should have the ability to tilt pan and zoom. Without this, intruders can
easily bypass the field of vision of these cameras. Operators should review the
installation of new digital CCTV technology to be placed at strategic locations around all
bridge and tunnel structures, abutments, etc. as well as operator facilities. This stand off
capability would allow real-time surveillance, thereby facilitating appropriate decision
making regarding response initiation in the event of an intruder ale rt . This could also
include interior building security requirements and for such areas as toll cash offices,
customs and immigration areas, vital mechanical areas, tunnels etc.
Motion sensors may also be appropriate components of the detection capability. These
should be placed in selected areas of the bridge structure, particularly near vital
components and any access routes to them. This provides some redundancy to the
visual surveillance, but also acts in conjunction with it; an alarm or signal due to a
volumetric sensor would direct any monitoring personnel attention to that particular
camera, if covered by CCTV.
Frequent physical security patrols are also an option to be considered in maintaining a
robust detection capability. The interval between patrols should be no greater than 50%
of the time to complete the attack, however given some of the short times required to
place IED's, patrols may not be sufficient unless continual coverage can be achieved.
More practically, security patrols should be conducted in conjunction with other detection
systems to maintain the detection capability required.
In order to coordinate and monitor all surveillance activities, utilities should also have a
dedicated security-monitoring centre. Again, if surveillance systems are not being
monitored, there is little point in their installation beyond the deterrent value. All systems
should be monitored in one area in order to facilitate appropriate coordination and
response to an intruder if necessary.
4.1.3

Delay

Target hardening measures will not in of themselves prevent a hostile agent from
gaining access to critical vulnerabilities, however they will delay this access and
therefore provide more time for a response effort and neutralization of the threat.
Examples of some target hardening/delaying measures would be:
•

Circuit fencing around critical areas where components are accessible i.e. cable
anchors (this fencing should also be alarmed).

•

Concrete fencing or similar measures enclosing the components themselves
(where possible). This will further delay access and placement of demolition
charges.

•

Locking and securing arrangements on access hatches, man hole covers etc that
lead to access of bridge structure/substructure or tunnel ventilation systems etc.

•

Razor wire on top of perimeter and circuit fencing (not barbed wire).

•

Consider hardening of tollbooths for operator protection, including bulletproof
glass, panic buttons and continuous two-way communications with the security
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monitoring room etc. This would afford operators some measure of protection in
the event of an attack while law enforcement agencies were called for help.

•

4.1.4

Consider shielding (or relocating) vulnerable cross border infrastructures such as
gas lines, communications cables etc.
Report

In the event an intruder is discovered, appropriate law enforcement/security agencies
must be notified immediately. Notification protocols must be designed and in place
before hand to ensure immediate activation if required. Whether this is as simple as
calling 911 for local law enforcement response, or involves a multiple jurisdiction
response (which may be the case for many scenarios potentially faced by BTOA
members), protocols and communication systems need to be functional and personnel
need to understand the policies and procedures in place. The requirement must be to
allow responders to arrive and neutralize the threat before damage is done. Response
times are critical to the security operation.

4.1.5

Respond

Response may be defined as the application of resources in a controlled and
coordinated manner to resolve the problem caused by the incident. Any response as a
result of an intruder may be conducted by BTOA personnel, or private security personnel
(if contracted), however depending of the threat assessment it will more likely be
handled by law enforcement personnel. Response protocols need to be written to ensure
that all jurisdictional issues are resolved and any coordination activity (i.e. security
monitoring room communicating with first responders and providing surveillance
information) is based on established procedures. For some incidents, such as bomb
threats, local law enforcement will rely on BTOA personnel for direct support. In the case
of a bomb threat, law enforcement will not conduct a search, but will rely on operators to
fulfill this role.

•
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The security response function can be illustrated in terms of the theory of concentric
rings of security as follows:

Physical Security Model
Public Domain

Outer
Perimeter
Inner
Perimeter
Vital Areas

4.2

Attack Time Analysis

In the event of a hostile attack, the key issue is the relationship between the time to
attack and the time to respond. The time to respond and neutralize the attack must be
less than the time to complete the attack. The time to respond and time to attack are
both measured from the time of detection. A detection capability is therefore vital
because without detection there will be no response and the attack will be guaranteed to
succeed. Given some of the short times necessary to complete an attack, delaying
factors (strategies that will slow the attacker down as he tries to get to his target) also
must be built in as much as possible. These measures will not stop a determined
perpetrator, however, they may delay the attack and allow more time for law
enforcement agencies to respond and neutralize the event.
The decision between mitigation (i.e. negating the attack scenario) and response (i.e.
neutralizing the threat) can be assessed from the following formula; time is measured
from the point of first detection of the threat event:
T(Delay)

T(Attack) > T(Respond)

T(Neutralise)

If the delay time plus the time to complete the attack is greater than the time to respond
and the time to neutralise the threat event, then response is appropriate. Conversely, if

•

T(Delay)

T(Attack) < T(Respond)

T(Neutralise)

then the attack type must be mitigated against since, by definition, a response to this
attack will fail.
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A further point which must be understood is that T ( pe lay)and T(Respond) are measured from
the point of first detecting the initiation of the threat event, so if there is no detection
capability there will be no delay or response, in other words the attack is
guaranteed to succeed.
Finally, the difference between the time to attack and the time to respond can be labelled
the grace period and illustrated in the following formula:
T(Grace) = [T(Delay) + T(Attack)1 — [T(Respond) — T(Neutralise)]

A widely accepted standard in industrial security is that detection must occur within half
the grace time if response is to be effective. An example:
Delay Time = 30 minutes
Attack Time = 90 minutes
Response Time = 60 minutes
Neutralisation Time = 30 minutes
Therefore, Grace Time = (30 + 90) — (60 + 30) = 30
Detection must therefore occur within 15 minutes of the event being detected.
Given the above, it can be seen that the probability of successfully defeating an attack
can be increased by increasing the time of delay and time of attack. Increasing the time
of delay can be accomplished through such measures as:
•

Locking potential access routes and/or welding manhole covers shut.

•

Implementing effective access control systems

•

Identifying and protecting vital areas

•

Introducing barriers (note that fences provide virtually no delay and if used solely
for this purpose must be substantial — i.e. with razor wire)

•

Move sensors out and away from the vulnerability

Some of the measures that can be taken to increase the time of attack might be:
•

Make charge placement more difficult

•

Consider coatings to separate charge from structure (this requires an
engineering assessment however any space introduced between an explosive
and the steel it is targeting will dramatically reduce the effects of the explosion)

•

Box critical components
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Decreasing the response time and the neutralisation time are also valid strategies in
increasing the probability of defeating an attack. Measures to decrease response time
would include:
1

•

Memorandum of Understanding between tenants, law enforcement agencies and
other government agencies that might be involved in any response

•

Fail safe alerting process, such as a "ringdown" circuit to the local police

•

Pre-planning of response/joint response plan

•

Use Incident Command System

•

Common reporting protocols

•

Regular familiarization and exercises

•

Investigate cross border support

Decreasing the time of neutralisation is beyond the remit of the BTOA — neutralization
will be the responsibility of law enforcement responders. It is also of note that in some
situations, the time to respond and neutralise may be significant. Uniformed officers do
not neutralise if hostile agents are barricaded. They are trained to put up perimeters and
wait for tactical response units to go in. In Ontario, this may mean times of four hours or
more, depending on the situation.
4.3

Cost Benefit Analysis

Adopting all the measures discussed above may not be possible or within the resource
envelope of some BTOA members. Complete security capabilities can be extremely
expensive. Members may need to prioritize security upgrade activities based on
financial realities. A cost benefit analysis may help in formulating these priorities.

•

One approach would be to compare the risk of damage (a product of the threat
likelihood and potential damage resulting in any particular scenario) with the risk of
disruption (calculated by examining length of bridge closure and associated cost of
transportation diversion of customers) and the cost of mitigating each disruption. This
approach is similar to the TRVA risk of damage calculation (product of impact and
probability) but goes further in comparing cost of mitigation with cost of not mitigating.
This process could be conducted for each attack path identified and the result would be
comparative data by which informed, defendable decisions could be made. It should
also be noted, that the cost of disruption is somewhat indirect to the operator. Although
length of closure is directly related to tolls collected, cost of diversion would not be borne
by BTOA members. Consequently, it may not be a valid concept in prioritizing operator
resource, however; it may be a very telling concept when considering applying for
government support to cover some of the cost of upgrades associated with an increased
security posture.
There may be other strategies worth considering in finding the most cost effective
methods to upgrade security capabilities. In some facilities, U.S. Customs and
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Immigration operate a number of CCTV camera systems. Consideration might be given
to an agreement to combine the surveillance requirements of tenants with that of
landlord. Duel funding arrangements may be possible. It may also be wo rt h
investigating the possibility of either BTOA members assuming operation of these
existing systems (and providing customs with video feed on request) or perhaps
customs assuming operation, to include surveillance in support of security of the facility
itself.
Another consideration might be a phased alert level approach that would not require the
same resource expenditure level at all times. The United States has now instituted a
five level security threat posture that requires different levels of readiness and
surveillance, depending on the threat as defined by its intelligence agencies. BTOA
members could assume a similar approach and match their own security postures to the
U.S. system, increasing vigilance and readiness accordingly. As an example, a threat
level red might mean 24/7 surveillance of all systems, including frequent security patrols
to all areas of facilities, restricted access to all areas accept necessary personnel etc.
while a threat level yellow might mean 24/7 surveillance of some systems, occasional
security patrols and normal access throughout facilities.
Combined with this general alert process, the BTOA members should actively pursue
their own intelligence gathering/threat assessment process specific to their facilities. As
commercial operations, it is unlikely that the operator would be able to gather their own
intelligence, but a strong dialogue with local law enforcement agencies and government
tenants (Customs and Immigration) would provide good intelligence to the BTOA
operator. Specific memoranda of understanding should be developed to reinforce this
process. This intelligence should be reviewed on a periodic basis (e.g. monthly),
whenever the general threat condition changes or if any specific intelligence or targeting
information is obtained. Detailed procedures and requirements would have to be defined
but this might be one method of trying to control costs. By walking back from heightened
postures whenever possible, full resources are not expended continuously.
Regardless of the cost savings strategies adopted, all BTOA members must keep in
mind the fundamental requirement of achieving and maintaining a credible security
capability. Any response strategy must achieve threat neutralisation in less time than a
hostile agent needs to complete an attack. Therefore, beyond the deterrent value
discussed above, the security posture will not be credible unless designed around this
fundamental principle.

4.4

Security Policy and Procedures

A policies and procedures structure will help to promote a general understanding and
observance of the security policies and regulations that are needed to maintain a safe,
secure environment, while lending direction to the security programme and those that
are empowered to carry out its objectives. Without policies and procedures, BTOA
members could find themselves in a serious liability position in the event of an incident.
Specifically, policies and procedures serve several purposes:
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•

Delegate the legal authority so that
all facility assets

•

Express the
tenants

•

Defines the purpose of security arrangements at all

•

Defines accountability

•

Defines areas of responsibility

•

By providing background information, helps the utility employees understand
their function and the importance of their responsibilities

•

Outlines all security related duties

BTOA members concerns

have authorization to protect

and requirements to all employees and

BTOA facilities

Security policies and procedures also need to be up-to-date and accurate at all times.
Amendment procedures should be carried out on an annual basis or when the overall
duties of employees and/or site significantly change. Examples of sonne of the policies
and procedures that should be developed include:
•

Overall security policy

•

Security Standing Orders (if using an in house security force)

•

Security incident reporting procedures

•

Formal policies for the classification of documents to ensure that certain types of
information are handled only by designated persons

•
•

Employee security and security awareness guidelines
Property removal forms and central control for the responsibility of ensuring that
property is returned to the utility

•

Formal termination checklist to ensure that all persons leaving the utility return
equipment, keys, pass cards etc

•

Storage and control of proprietary information

•

Shipping and receiving controls

•

Disposal of sensitive waste materials (shredding policy)

•

Release of information to the media

•

Authorization of visitor/contractor passes and ID cards

•

Inventory control
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•

Access control policies, including visitor/contractor authorization authority

•

Theft prevention/reporting investigation

•

Vehicle searching, parking and traffic procedures

•

Document and photocopier controls
Security Training Programme

4.5

Employees need to be trained in security awareness and in some security procedures.
The following topics should be covered in any employee security training programme:

4.6

•

Bomb threats and searching

•

Threatening phone calls

•

Personal safety and security

•

Workplace violence

•

Drug/alcohol impaired employees/visitors

•

Robbery

•

Armed/unarmed intruders
Investigations, Evidence and Repo rt ing

All security incidents should be reported and a database of incidents maintained so that
management can conduct trend analysis as part of the threat risk assessment process.
Any incidents found would then be reported on a formal form for review by management
staff so that security issues can be addressed and policies developed to correct
deficiencies.
4.7

Personnel Security Programme

Consideration should be given to instituting background security checks including
criminal record, credit rating, drivers' extract and reliability check on all employees or at
least new employees. All Canadian employees should be subjected to a minimum CPIC
check and all employees working in sensitive areas should undergo a more
comprehensive background security check. American employees should undergo a
similar check through U.S. police services. Employees with access to highly confidential
and/or proprietary information should require background checks completed prior to
being employed. This should also include contracted consultants. Cursory background
checks are unlikely to produce any tangible results. Similar standards should be required
of subcontractor work forces.
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Employee Awareness Programme

A security awareness programme is the single most cost-effective measure that can be
applied in any environment. The actions of a "security aware" workforce can significantly
reduce the likelihood for crime to occur by creating positive peer pressure and by
ensuring that there are fewer opportunities and accessible targets available to a
perpetrator. This can be achieved by distribution of written policies, but is probably more
effective with an annual briefing session that all employees must attend.

4.9

Document and IT Security

Poor control of sensitive or classified information is one of the first weaknesses a threat
agent will exploit to gather intelligence on a facility as part of the target selection
process. If the information is well controlled the likelihood of an inadvertent release will
be significantly reduced. Threats to sensitive information exist through:
•

Loss through inadvertent disclosure by the owner or authorized person

•

Deliberately stolen by outsider

•

Deliberately stolen by employee

Given technology's ability to disseminate data widely, securing of information is a major
problem to most organizations. Effective programmes of information protection involve
considerations on physical, procedural and communications security. Options for
protecting proprietary information include:
•

Limiting external access to specific levels of information

•

A clean desk policy instituted for all employees

•

Management offices, desks and filing cabinets should be locked when not in use

•

Office doors of all employees handling sensitive information should be locked if
unoccupied

•

Filing cabinets containing sensitive documents should be locked and keys locked
away

•

Photocopy machines should require an access code to operate

•

Review of all policies and procedures regarding proprietary information security
should be conducted
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A comprehensive programme of proprietary information protection is identifiable by the
following characteristics:
•
•

It clearly labels what is regarded as sensitive
It establishes, on permanent record, that persons with authorized access know of
its sensitivity and of their obligations

•

It uses all or most of the available countermeasures to assure that unauthorized
persons do not gain access to proprietary information

A programme might contain the following:
•

Policy and procedural statements on the recognition, classification and handling
of sensitive information

•

Pre-employment screening techniques and an employee review programme to
ensure that persons trusted with proprietary information do not have motives to
exploit such information and are basically stable

•

Conduct employee briefings to alert them to the sensitivity of certain issues

•

Storing sensitive documents separately in containers for which special security
precautions are taken, fireproof containers would be ideal

•

Instructing employees and suppliers not to disclose information entrusted to them
or other staff members unless such employees have a "need to know"

•

Non-disclosure agreements from all employees, in which they acknowledge their
responsibilities

•

Documented records of exposure for those employees whom significant amounts
of sensitive information are released

•

Physical measures such as area access control, secure storage (locked file
cabinets), regulated photocopying, and monitored shredding, controlled trash
disposal, clean desk policy and restrictions on communications to minimize the
probability that information is transmitted on or off your premises

•

Restricting non-staff access to places containing proprietary information
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Security Maintenance

One of the most cost effective ways to achieve a more credible security posture is to
enforce established policies. Physical security audits often find security procedures in
general lacking and not enforced to a credible standard. Most individual BTOA reports
touched on this subject. The following points were raised most frequently.

4.10.1 Access Control Systems
Facility access control can be described as the entry/exit regulation of individuals
through controlled points. Regardless of the environment involved, it is desirable to
have as few access control points as possible, in order to achieve maximum levels of
security and cost effectiveness. Access control cannot be viewed by employees as an
impediment to their day-to- day work, but rather must be accepted as an essential
ingredient of any serious security posture. A full perimeter door access control system
would be an ideal solution. This would allow immediate notification of any door opened,
or not closed correctly and consequently, allow identification of any potential problems
immediately. Specific access doors should be identified as common access doors and
employees, tenant agencies, contractors and visitors should be allowed to use only
those doors.

4.10.2 Key and Pass Card Control
This is an area that is often not administered as well as it should be. Offices were not
locked and secured when not in use. Perimeter doors were left open whether or not
they had locking hardware. Any key organization must have a process that is
accountable for ensuring that all issued keys are kept and maintained only by individuals
authorized to do so. Employees should not be allowed to retain keys within their
possession on an ongoing basis. Keys should be signed out on an "as needed" basis
from supervisors or managers. Proper level of control for a master key system is of
paramount importance. Where pass cards cannot be installed, a high security key
system should be utilized to provide maximum protection. A key register should be
available to track these keys and should include procedures for issuing keys, making
copies, and procedures for signing keys in and out. A key control system could be
based as follows:

•

Grand Master Key - Would open all areas; top-level security access; copies
would require two signatures from senior management. This key would not be
issued - it would be kept under control by senior management.

•

Master Keys - Specific building master keys; (i.e., all facilities except sensitive
areas) the respective manager would retain this key for issue to other authorized
employees and managers. Master keys and any keys/access cards for
mechanical functions should be maintained in a security key press in a locked
office.

•

Change Keys - These would be issued to employees. For example, a change
key would allow access to any relevant office doors that an employee required
access to within the building. Keys would not be issued for areas deemed not to
be relevant to employee.
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A policy should also be in place to ensure that security is immediately notified as soon
as a card or key is lost or stolen. Similarly, a routine inspection programme should be
introduced to ensure that locks have not been changed so that unauthorised persons
could gain access at their convenience.
4.10.3 Employee Identification
All employees and tenants must have employee photo ID to gain entry into facilities.
Most BTOA members experience shift changes that see large numbers of facility,
Canadian, and U.S. Customs and Immigration employees entering and leaving their
respective offices. Without a controlled access system during these high traffic periods,
it is the perfect time for an intruder to infiltrate the facility. Employee ID is essential and
must be displayed at all times.
4.10.4 Employee Parking
All employees and tenants should be required to display a coloured parking pass, which
would indicate the area where the owner of the vehicle works and would provide some
element of control for illegal parking. It would also assist in tracking suspicious vehicles
during alerted security level periods.

5.0

IMPLEMENTATION

The most effective security programmes are often the most simple. The planning basis
should come from the TRVA, including physical security audits, legislative review, and
hazard assessment. A resource assessment is then completed to identify the resources
necessary to respond to an incident and a Concept of Operations developed defining the
arrangements and corporate intentions. An implementation plan should then be
developed based on a corporate policy statement, detailing mission goals. Finally,
systems upgrade is determined and plans and procedures are written.
5.1

Resource Assessment

The resource assessment is necessary to identify the resources required to respond to
an incident. It also allows identification of supply sources to ensure that these resources
will be available when needed. A resource compendium can be prepared identifying
suppliers, alternate suppliers, substitute products etc. It can also identify the service
agreements that may need to be established and should cover possible outsourcing for
applicable scenarios (i.e. during the highest threat states it may be necessary to hire
personnel to conduct patrols).
5.2

Concept of Operations

The concept of operations is written as the overall "vision" document and should
thoroughly identify corporate intentions. It should map out the strategy to achieve
compliance and must be approved by all stakeholders. It also forms the basis of the
corporate policy statement.
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Corporate Policy Statement

5.3

The corporate policy statement identifies the mission and specific goals of the security
programme. It should detail the terms of reference for the corporate security officer and
identify resource commitments. It is the reference which should demonstrate senior
management support and would authorize a programme management document, or
detailed plan implementation direction.
Plans and Procedures

5.4

Once the strategy and policies are in place, plans and procedures must be developed in
order to provide guidance to personnel in the event of a security event. The plans
should be clear, simple and unambiguous; written for the personnel that must refer to
them. Finally, they should be integrated into the overall crisis management response
organization. One of the fundamental best practices in approaching the security
problem is that it is a sector of the overall crisis management requirement.
Consequently, in order to achieve the highest cost effectiveness and efficiencies, it
should be part of an all hazards crisis management approach.

ALL HAZARDS CRISIS/EMERGENCY MANAGEMENT

6.0

While much of these "Best Practices" has focused on addressing the security risks
posed by hostile agents, BTOA members must also have the ability to react properly if
faced with security incidents or any other threat that might potentially face their
operations, employees, or public.
It is generally accepted that there are four phases to crisis management:
•

Mitigation - stopping the problem occurring in the first place

•

Planning/preparedness - being ready to respond when the problem occurs

•

Response - neutralizing the problem

•

Recovery - returning to normal operations

Crisis management starts with mitigation. This is the most cost effective activity in
preventing as much damage and disruption as possible before events might occur.
When all reasonable steps have been taken to prevent or lessen the impact of likely
emergencies and disasters the facility must then prepare for those events that cannot be
prevented, in order to again lessen the impact on the utility, its employees and its
patrons. Third, it must make emergency response plans including standard operating
procedures so that when the unpreventable events occur there are trained staff
members with complete direction on how to save lives, limit property damage and
promote business resumption as quickly as possible. Finally, crisis management
requires that utilities be prepared to recover from the impact of the emergency or
disaster by having adequate insurance, having vital records stored and accessible, and
other steps that will speed the resumption of normal operations.
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The best approach to a crisis management plan is not to limit it just to security events,
but rather adopt an all hazards approach. The plan would detail the organizational
structure (including Command and Control, which may be different than day-to-day
operations) to be used in responding to any emergency event and the procedures to be
followed. The fact that all the bridges/tunnel are cross border operations implies interjurisdictional issues between BTOA organizations and first responders and these issues
must also be clarified and set out in a complete crisis management plan. During the
planning process, decisions should be made regarding chain of command on each side
of the border, particularly in deciding who will be the ultimate authority for disasterrelated decisions. This is doubly important for BTOA members given the numerous first
responder organizations at different levels of government that may become involved,
depending on the scenario. This is true for Fire, Police and Emergency Medical services.
The Incident Command System, widely used in the United States and becoming more
popular in Canada, is a structure utilities may want to consider (this is very clearly
defined in the new standard NFPA 1600). A notification and activation process should
also be detailed. Regardless of the Command and Control doctrine adopted, an
emergency operations centre (EOC), or command location would also be essential to
direct any response effort.
Communications considerations would also be a vital component of the crisis
management plan. One element would be to link the EOC to utility responders and
outside resources. Another element would be communication with the larger community
of tenants, customers and neighbours.
Transport Canada have provided access to the toll free number for their Situation Centre
for BTOA members to report incidents and request information on emerging issues. The
toll free number is:
1-888-857-4000
Additionally contact may be made with Director General, Surface Programmes and
Divestiture at (613) 990-0624 or Director, Surface Operations and Divestiture at (613)

990-0385.
The crisis management plan would contain emergency operating procedures (EOPs) for
all crisis situations the utility may face. This list would not include those situations faced
as part of day-to-day operation (i.e. overloaded vehicle traversing bridge, or dangerous
goods traversing bridge) but might include:

•

•

Fire on bridge structure

•

Fire within utility buildings/other infrastructure

•

Flood conditions

•

Ice problems

•

Lightning conditions

•

Hazardous materiel spills, including PCB spills
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•

Bomb threats (this would include search procedures)

•

Suicides from bridge

•

Severe vehicle accidents on bridge/in tunnel

•

Civil disturbances

•

Earthquake

•

Evacuation of personnel from bridge/tunnel

28 February 2003

The fact that all bridges/tunnel operations are also landlord to tenants would require that
crisis management planning include general guidance on safety to tenants or perhaps a
template for tenants to complete and comply with.
Any crisis management or disaster response plan must be exercised - without this
validation it is not wo rt h the paper it is written on. These exercises should include
tabletop scenarios to train utility personnel in their roles and responsibilities and to
ensure they are familiar with the individual emergency response procedures. However,
larger scale exercises also need to be conducted to ensure first responders from outside
sources are included and that any coordination issues are resolved prior to a real event.
In detailing the events that might face utilities, the plan would also detail what kind of
support external first responders could provide (i.e. full hazmat response, bomb disposal
capability) and what capabilities utilities themselves must maintain.

7.0

SPECIFIC OBSERVATIONS

In addition to the overall best practices identified above, BTOA members discussed at
length individual best practices suggestions. The importance or applicability of each one
will be facility specific; however the following observations were discussed and approved
as best practices worth considering:

•

BTOA should have representation on the transportation sector regional
working group sponsored by OCIPEP. This will allow participation in "border
agenda" debates and provide a facilitator from government in coordinating
issues among the myriad of concerned agencies.

•

Locks should be installed on all access doors to bridge structure. A
programme of checking that the locks have not been tampered with should
be implemented. For areas requiring minimal access manhole covers could
be welded shut in lieu of installing locks which need to be checked frequently.

•

Access control, intruder detection and surveillance systems should be
focused at bottom of bridges to deny access to bridge structure.
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•

Lighting on all bridges should be assessed and improved where necessary
including the plaza areas and sub structure.

•

Existing TRVA reports should reviewed to ensure that they include both the
broad operational and detailed technical assessments.

•

Attack paths should be assessed to identify whether mitigation or response is
the appropriate defensive strategy.

•

All defensive strategies should be subjected to a cost benefit analysis to allow
credible budgeting decisions be made.

•

Bridge authorities consider establishing a central security monitoring station
staffed by personnel trained and capable of discerning viable threats to
bridge structures and appropriately initiating intervention by law enforcement
personnel, perhaps in partnership with Canadian and US border crossing
agencies.

•

Critical vulnerabilities which require mitigation should be included as budget
items in the corporate strategic plans.

•

Crisis management plans should be developed based on an all hazards
approach and these plans validated through practical exercise.

•

Memoranda of Understanding for initiating joint Canadian-U.S. response for
any event from fire to security incidents should be developed.

•

Response procedures should be developed in consultation with all internal
and external stakeholders, providing necessary protocols for responding to
the full spectrum of security/emergency management/business continuity/
disaster recovery/Crisis Management scenarios that utilities could face.

•

Set of standard operating procedures should be developed to allow the
response plan to be implemented. For those with SOPs, these should be
frequently reviewed for currency.

•

Each facility should have a formal bomb/suspicious package search
procedure and designated personnel trained in this procedure.

•

An overall security programme should be developed and implemented which
defines corporate policy, roles and responsibilities, standard operating
procedures, equipment operation and maintenance, employee awareness
and responder training.

•

A training and exercise programme should be implemented which will test all
aspects of the security/crisis management response programme every 2
years. The operators should consider using staff from other facilities to act as
controller/evaluators for exercises.
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•

A formal intelligence gathering/threat assessment process should be
implemented which will allow the operator to modify the security alert state in
response to changing threats.

•

Information and documents security programmes should be implemented to
prevent sensitive information which may be useful to potential threat agents
from being deliberately or inadvertently released.

•

Access control measures should be developed and implemented at all utility
facilities.

•

Hazmat plans should be developed (if not already done so) for all bridges and
tunnel.

•

Operators should implement a programme of requiring carriers of placarded
goods to provide advance notification of their arrival at the crossing. The
operator may then decide whether they need to provide an escort for the
vehicle. Additionally, the operators should request that MTO and Motor
Carrier Division enforce placard requirements on the approaches to the
crossings.

•

Most utilities require an emergency response vehicle traffic management
audit to ensure emergency vehicles will always have access to toll plazas.

•
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Appendix A

Items for Future Consideration
The items contained in this appendix are issues which should be addressed by the
BTOA members, but which due to the necessity for legislative change, cannot be
included as a best practice as it would be impossible to meet the standard without
considerable and lengthy government support.
1.

Placarding of Empty Tankers

Even when empty, tankers can contain a significant amount of potentially hazardous
substances. Current legislation does not require placards to be displayed for "empty"
containers, thus placing the bridge and tunnel operators in a potentially vulnerable
situation when having to respond to incidents involving these vehicles.
2.

Security of Reports Provided to Government Agencies

Bridge and tunnel operators are required to submit detailed technical reports to
government agencies on a regular basis. The information contained in the reports could
be advantageous to a potential adversary. The BTOA should investigate the ability to
classify these reports and limit their uncontrolled distribution both with the government
agency and within their own organizations.
3.

Flexible Customs Checking

At other international ports, air or sea, the clientele are required to pass through security
checks (e.g. ticket agents, security officers or customs) before they are allowed onto the
vulnerable facility and these requirements are becoming more stringent with the passing
of the US Maritime Transportation Security Act 2002. This is not the case for the BTOA
members who presently allow their clients onto their facility before they go through any
form of security screening or customs check. The BTOA should investigate the option of
achieving flexibility in the customs process so that their clients are screened before
gaining access to the bridge or tunnel. Similar procedures have already been
implemented at some Canadian ports. These initiatives would significantly reduce
potential security vulnerabilities to BTOA operators.
4.

Cross Border Response

Potential adversaries choosing to attack a bridge or tunnel could initiate the attack and
one side of the facility and then be pursued by law enforcement agencies across the
international boarder, thus loosing their legal jurisdiction over the incident. Similarly,
security forces on one side of the facility would not be able to engage adversaries
conducting hostile acts on the other side of the facility. Cross boarder jurisdictional
issues should be raised by the BTOA with the appropriate governmental agencies.
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Design Basis Threat

The adversarial risk to the bridge or tunnel facility is primarily derived from human
factors. It is therefore virtually impossible to calculate a credible factor for the relative
threat to the facility; this in tune limits the security manager's ability to make credible cost
benefit decisions. If a design basis threat was provided to the BTOA members, they
would be able to develop the attack path analysis to identify the "worst case credible
scenario" which could then be used as the design basis for identifying the necessary
mitigation and response capabilities. BTOA should request issue of a "Design Basis
Threat" from Transport Canada. A design basis threat has been issued to other sectors
by Canadian Federal authority and has been appropriately used as the design basis in
establishing security response capabilities. The BTOA would have a real basis on which
to formulate an answer to the question "How much is enough...?"
6.

Engineering Specifications for Coating Critical Structures

Cutting steel with explosives is a difficult task, which requires good contact between the
explosives and the steel to be successful. If an offset can be achieved between the
explosives and the steel a significant reduction in the effectiveness of the charge can be
obtained. The BTOA should encourage research into the optimum coating type and the
feasibility of including coating defences into future engineering specifications.
7.

Distribution of Intelligence

BTOA members, as private operators, are excluded from the direct distribution of
government intelligence information. This intelligence information could be critical for the
operator in adopting the correct security posture in relation to the increasing threat
against their facility. It is neither practical, nor desirable, for all the operators to be
required to procure secure communications equipment and clear the necessary
employees to operate the equipment. The BTOA should investigate with Transport
Canada and the Department of Homeland Security a process whereby they will be
passed sanitised, unclassified, threat information to allow them to maintain a credible
threat assessment.

•
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US CROSS-BORDER

General Guidance: The aim of Module Five is to introduce you to the cross-border
aspects of critical infrastructure assurance in the Ontario region. It is recommended that
you adopt an "infrastructure without borders" approach when initially assessing the
infrastructures of North America and their interdependencies. Only after you
comprehend the functioning and vulnerabilities of a North Americ an infrastructure
system, should you overlay the international, provincial and municipal boundaries.
While this module focuses on federal level jurisdictions, it also provides information and
links concerning the U.S. border-states that adjoin the province of Ontario.
There are several infrastructures that physically traverse the international border between
Canada and the U.S. and it is these elements that have been the focus of national,
provincial and municipal attention since the 11 September, 2001 World Trade Center and
Pentagon attacks. Heightened security and international trade considerations have led
Canada and the U.S. to create the "Smart Borders Initiative" vvith which you should
fatniliarize yomself in the workbook and through the web site.
When assimilating the Smart Borders Initiative, be careful not to fixate on the borderpoint infrastructure elements. The current reactive focus on the infrastructure crossing
points should not be allowed to narrow the focus of your thinking for long-term critical
infrastructure planning. You are well advised to adopt the systems approach and assess
all individual elements in an infrastructure system for their specific vulnerability and then
their overall criticality to the f-tmctioning of the entire system. The Ambassador Bridge
that links Windsor and Detroit is one such good example. The importance of the bridge
can be discerned by viewing the Power Point presentation titled, "Detroit Windsor
Crossings Report" prepared by the U.S. Government Accounting Office (GAO). The
overall importance of this one bridge in a vital North-South trade corridor of the North
American transportation system can be realized by viewing, "North American
Superhighway Coalition (NASCO)" in the "Documents" file. You should then visit
their web site, "NASCO Who We Are" to gain a full understanding of the current and
planned technological sophistication of this trade corridor.
-

Specific Guidance: Having viewed the recommended GAO Report and the NASCO
documents, you should read the "Ontario Border States" document. This will give you
a thumbnail overview of what the Ontario border-states are doing vvith respect to critical
infrastructure.
Web Sites: Finally, you should visit the web sites in the suggested order of
importance.
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THE SMART BORDER DECLARATION
BUILDING A SMART BORDER FOR THE 21 st CENTURY ON THE FOUNDATION OF A NORTH
AMERICAN ZONE OF CONFIDENCE
The terrorist actions of September 11 were an attack on our common commitment to democracy,
the rule of law and a free and open economy. They highlighted a threat to our public and economic
security. They require our governments to develop new approaches to meet these challenges. This
declaration commits our governments to work together to address these threats to our people, our
institutions and our prosperity.
Public security and economic security are mutually reinforcing. By working together to develop a
zone of confidence against terrorist activity, we create a unique opportunity to build a smart border
for the 21st century; a border that securely facilitates the free flow of people and commerce; a
border that reflects the largest trading relationship in the world.
Our countries have a long history of cooperative border management. This tradition facilitated both
countries' immediate responses to the attacks of September 11. It is the foundation on which we
continue to base our cooperation, recognizing that our current and future prosperity and security
depend on a border that operates efficiently and effectively under all circumstances.
Action Plan
.

The attached Action Plan for Creating a Secure and Smart Border includes the measures already
identified by our colleagues as well as new initiatives. Four pillars support the action plan:

(1) The Secure Flow of People
• We will implement systems to collaborate in identifying security risks while expediting the
flow of low risk travellers.
• We will identify security threats before they arrive in North America through collaborative
approaches to reviewing crew and passenger manifests, managing refugees, and visa policy
coordination.
• We will establish a secure system to allow low risk frequent travellers between our countries
to move efficiently across the border.

(2)The Secure Flow of Goods
• We will implement a system to collaborate in identifying high risk goods while expediting the
flow of low risk goods.
• We will identify security threats arriving from abroad by developing common standards for
screening cargo before it arrives in North America, while working to clear goods at the first
port of entry.
.
• We will adopt compatible security standards at production and distribution facilities to
minimize security threats. We will expedite the flow of low risk traffic between our countries
by establishing compatible commercial processes at the border.
• We will expedite the flow of low risk goods between our countries by establishing secure
procedures to clear goods away from the border, including at rail yards and at marine ports.
(3)Secure Infrastructure
• We will relieve congestion at key crossing points by investing reciprocally in border
infrastructure and identifying technological solutions that will help to speed movement across
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ACTION PLAN FOR CREATING A SECURE AND SMART BORDER
1) Biometric Identifiers
Jointly develop on an urgent basis common biometric identifiers in documentation such as
permanent resident cards, NEXUS, and other travel documents to ensure greater security.
2) Permanent Resident Cards
Develop and deploy a secure card for permanent residents which includes a biometric identifier.
3) Single Alternative Inspection System
Resume NEXUS pilot project, with appropriate security measures, for two-way movement of preapproved travelers at Sarnia-Port Huron, complete pilot project evaluation and expand a single
program to other areas along the land border. Discuss expansion to air travel.
4) Refugee/Asylum Processing
Review refugee/asylum practices and procedures to ensure that applicants are thoroughly screened
for security risks and take necessary steps to share information on refugee and asylum claimants.
Man=ainn of
ea Refugee/Asylum
12calleicua /ActrInmClaims
rImirnc
5) Managing

Negotiate a safe third-country agreement to enhance the managing of refugee claims.
6) Visa Policy Coordination
Initiate joint review of respective visa waiver lists and share look-out lists at visa issuing offices.
7) Air Preclearance
Finalize plans/authority necessary to implement the Preclearance Agreement signed in January
2001. Resume intransit preclearance at Vancouver and expand to other airports per Annex I of the
Agreement.
8) Advance Passenger Information / Passenger Name Record
Share Advance Passenger Information and agreed-to Passenger Name Records on flights between
Canada and the United States, including in-transit flights. Explore means to identify risks posed by
passengers on international flights arriving in each other's territory.
9) Joint Passenger Analysis Units
Establish joint units at key international airports in Canada and the United States.

to

10) Ferry Terminals
Review customs and immigration presence and practices at international ferry terminals.
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U.S. HOMELAND SECURITY

—

ONTARIO BOARDER STATES

Michigan: No separate budget or staff. Activities supported largely by state
emergency management office. Contact: Homeland Security Director John
Ort, (517) 336-6198, www.msp.state.rni.us

Minnesota: No separate budget or staff. Activities are supported mainly by
Department of Public Safety. State lawmakers considering a plan to create
$22 million fund for community security efforts. Anti-terrorism legislation is
pending. Contact: Public Safety Commissioner Charlie Weaver, (651)-2966642, www.dps.state.mn.us/HomelandSecurity/index.htm

New York: No separate budget; 16 full-time staffers whose activities are
supported by existing state agencies. Governor has proposed $200 million to
fund various homeland security operations. Pending legislation would
upgrade airport security and would call for mandatory background checks
for all employees who work in airport gate areas. Contact: Public Security
Director James Kallstrom, (212) 867-7060, www.state .ny. us

Ohio: No separate budget or staff. A 14-member task force organizes
security efforts, drawing from existing agencies. Legislature has added
terrorism offenses to state criminal code and has toughened penalties for
those convicted in hoax cases. Contact: Lt. Goy. Maureen O'Connor, (614)
644-0957, www.ohiopublicsafety.com

Pennsylvania: No separate budget or staff. Activities supported by existing
state agencies. Lawmakers considering plan that would provide $200 million
to support homeland security. Activities are supported by existing state
agencies. Officials developing statewide tracking systems to analyze
intelligence and detect biological agents. Contact: Earl Freilino (717) 6512715, wvvw.homelandsecurity.state.pa.us
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Commercial Vehicle Operations (ITS-CVO) along the International Trade Corridor
system (ITC). Plans include the development of an integrated Commercial Vehicle • NASCO & TE
Operations Management System (CVOMIS) to augment the passage of goods

along the designated route. The system will build on existing and planned
elements and integrated proven technologies.

•

The International Trade Data System (ITDS) and the Commercial Vehicle
Information Systems and Networks (CVISN), established by the U.S. Department
of the Treasury, will be integral elements of the proposed trade corridor CVOMIS.
The commercial vehicle inspection and enforcement facilities of each state along
the route will be integrated with the region's advanced traffic management
systems to support improved corridor operations. The existing communications
infrastructure of the region, including high speed fiber optic cables and data
transmission lines, will form the communications backbone for the CVOMIS.
The CVOMIS will collect and integrate specific commercial vehicles credentials,
cargo and operational data required to allow a non-stop along the corridor by
fully-compliant carriers, vehicles and drivers. The CVOMIS will support the state
and federal laws enforcement agencies in monitoring commercial vehicle traffic as
it traverses the corridor system. Vehicles will be evaluated for compliance with
state and federal regulations. Those in compliance will be given priority to bypass
all other state inspection facilities. In addition, electronic data interchange will
accommodate the collection, processing distribution and sharing of information
among carriers, law enforcement agencies, customs officials and other authorized
users of the system.
KEY COMPONENTS OF NATAP ARE:
Adoption of standardized commercial date, agreed to by the three countries, as
the basis for government processing and implementation of pre-arrival
information processing will facilitate a green (go) or red (stop) signal to trucks
carrying cargo across the international borders.
Use of advanced technology, such as the Internet for transmission and receipt of
data and Intelligent Transportation Systems (ITS) transponder technologies, will
enable electronic identification of conveyances.

•

In addition, the growing traffic between Mexico and Canada (in-transit Mexican
goods entering at the port of Laredo, bound for Canada and traveling in-bound
through the U.S.) will be tracked and managed by the NATAP system.

http://www.nasco-itc.cominascoandtech.html
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The Burlington Northern/Santa Fe
Railroad Intermodal Facility at
Alliance expedites to movement of
products into and out of this 8,300
acre, master-planned international
business & transportation center
located 15 miles north of Ft. Worth,
Texas on I-35.

To date, NATAP operations have proved beneficial and informative. The
standardized data appears to meet the needs of the three trading partners. The
Internet has been used successfully to transmit data, and the encryption
employed in NATAP ensures that the data remains secure. The transportation
technology used in NATAP has the potential to meet all three governments; needs
in identifying conveyances as they cross the border. To date, there have been a
few problems in system stability which officials believe will be improved upon
during the extension of NATAP.

•

Next steps include a proposal to the Heads of Customs from the three NAFTA
nations that NATAP migrate from a prototype to and operational pilot. Such a
decision would ensure that transactions processed through NATAP would be the
bonafide release, and there would be no need for additional processing of goods
through each country's current system. It is anticipated that conversion from
prototype to operational pilot will take place.
The cumulative result of applying these technological advancements to the
passage of goods along the ITC is a reduction in both the time and paperwork
required to move products. Such savings ultimately will result in a lower cost and
more efficient means of transpo rt ing trade. One can only imagine the boost to the
economy of the entire Western Hemisphere when these cost savings are passed
on to the consumer.

INTERNATIONAL TRADE PROCESSING CENTERS

International Trade Processing Centers (ITPC) would serve as the focal point in a
compliance system, providing the means for various levels of government to
monitor compliance with several different categories of regulations. Some of
these compliance issues, such as the weights, are directly related to safety and
others focus on interstate and international trade issues. The compliance
measures and the implementation of technology applied to carry them out will
minimize delays for freight companies, while simultaneously assuring the
governmental bodies that the correct level of fees will be collected.
Diverse climactic conditions and industrial specializations plus different
governmental structures possess certain system challenges that must be
addressed if an ITPC is to be successful. A master prototype for in ITPC was
formulated with the understanding that each region would tailor the concept to
meet its own specific situations and geography. The ITPC chapter focuses on

http://www.nasco-itc.com/nascoandtech.html
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general classifications of services needed and potential ways in which these needs
could be met by the ITPC's.
A variety of sources, which include examination of other similar centers and
interviews with those routinely involved in the different aspects of international
trade, were employed to arrive at the prototype. Further planning and design
work with architects and engineers produced a conceptual diagram of the
prototype ITPC which includes and intermodal complex.
Although each ITPC will ultimately have its own individual configuration and
design specially suited to the needs and situation of that location, the following
information describes possible components of an ultimate prototype.
ITPC's will be instrumental in assuring the safe and efficient movement of goods
and people along the corridor. In addition to the physical infrastructure
improvements which occur, the technology advanced services provided by the
ITPC will further enhance the ability of the surrounding transportation network to
carry additional traffic, more safety, with the unnecessary time delays.
The Kansas City area has selected the former Richards-Gebaur Air Force Base as
a demonstration site to construct a new rail/truck intermodal facility. They are
working to obtain an ITPC designation of the facility under TEA-21 and have
performed a study of this site.
This ITPC will be a location where freight bound for export can be staged, mixed
with other shipments, have tariffs paid in advance and be electronically filed with
all appropriate agencies in the U.S. and the receiving country. NATAP would also
be implemented at this site.
In addition, the Oklahoma Continental Gateway Authority has formed a Trust and
located a site with rail and I-35 access to develop an ITPC along the I-35
International Trade Corridor (ITC). The center will be located near Purcell,
Oklahoma.
The Oklahoma Continental Gateway Authority plans to develop a raw land site
into an Industrial Park whose major attractions are easy access, cheap land and
utilities. Auto parts, construction equipment, split-truck cargoes and food import
and export are their current product focus.
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members continue to work diligently with members of the U.S. Congress to
safeguard federal highway funds.
NASCO's mission is to maximize economic opportunity and investment in the
North American mid-continent corridor through development and advocacy of an
efficient, seamless, intermodal trade and transportation system.
Through the development of International Trade Processing Centers (ITPC's) we
will enable intermodalism and encourage the application of leading edge
technology (International Trade Data Systems and Intelligent Transportation
Systems). Possible locations - Des Moines, Kansas City, Oklahoma City,
Dallas/Fort Worth, San Antonio.
NASCO plans to facilitate economic development, trade and tourism along the
corridor by promoting and encouraging the location of corporations along the ITC,
improving business to business contracts for our private sector members,
developing Chamber of Commerce networks for all chambers along the corridor.
We will continue working with representatives from the CLEAN CITIES COALITION
and the Department of Energy to further our agreement to work to provide
alternative fuel re-fueling stations along the 1-35, 1-29 and 1-94 Trade Corridor to
help the environment.
NASCO will continue to develop working relationships with other trade corridor
organizations.
NASCO will continue to focus on issues important to Mexico. To date, we have had
the support of Mexican officials and companies, but no actual Mexican
memberships. It is important to NASCO to have Mexican participation so we may
assist in the efforts in Mexico to improve infrastructure and create/upgrade the
Mexico section of the ITC.
NASCO has been working to develop close working relationships with the Land
Transportation Standards subcommittee (the harmonization committee). We
receive reports from their various working groups and make them available to our
mem bers.
We have accomplished much over the past seven years. We will continue to focus
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means to obtain funding and will work to ensure that each state along the
corridor is treated fairly with respect to the funding available.
on the

The ultimate lesson of NAFTA is that when we open our trade barriers, we also
open our minds to common interests and common goals. Eventually, common
ideals emerge to positively influence our common good. When we trade, we open
ourselves to improving the well-being of our trading partners and to narrowing
the gaps between ideologies. We begin to see the similarities that bind our
cultures as well as our economies. When we increase trade, we decrease the
possibilities of conflict with our trading partners; for seldom in history have
growing economies attacked their suppliers or their customers in mortal conflict.
"World peace through world trade." Perhaps that too, is part of the American
dream in the heartland of NAFTA territory.
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